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PREFACE

Thisisabook about Ethernet, alocal area network (LAN) technology that alows you to connect a
variety of computers together with alow-cost and extremely flexible network system. Virtualy every
computer manufacturer today supports Ethernet, and this broad support, coupled with its low cost
and high flexibility, are mgor reasons for Ethernet's popul arity.

This book provides a comprehensive and practical source of information on the entire Ethernet
system in asingle volume. The god of this book isto be definitive: to describe the entire range of
Ethernet technology specified in the IEEE standard for Ethernet. This includes 10 Mbps Ethernet,
100 Mbps Fast Ethernet, 1000 Mbps Gigabit Ethernet, full-duplex Ethernet, descriptions of all



Ethernet media systems, and repeaters and repeater configuration guiddines. Also described in this
book are switching hubs, structured cabling systems, network management, troubleshooting and
more,

This book shows how Ethernet components can be combined to create Ethernet LANS. While
some basic network designs are shown in this book, there are an infinity of network designs that can
be built usng Ethernet, ranging from the smalest workgroup on up to very large enterprise networks
that support tens of thousands of computers.

The design of complete network systems that use Ethernet to carry data between computersisa
magjor subject, and a number of books are needed to describe dl of the issues that can be
encountered. Since this book is about how Ethernet technology works, we stay focused on that
topic. As anyone who reads the entire book would agree, this topic aone has more than enough
detall for any single book to cover.
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The Ethernet system has grown over the years, becoming ever larger and more complex. It now
includes awide variety of media systems, each based on its own particular set of hardware and each
with its own configuration guidelines. This book coversdl Ethernet systems that have ever been
widely implemented, from the latest Gigabit Ethernet sysems dl the way back to the origind coaxid
cable systems. With this book you can support the entire range of Ethernet technology you may
encounter.

As the Ethernet system has grown more complex, anumber of misconceptions and
misunderstandings have arisen about how Ethernet functions and how the system should be
configured. To provide the most accurate information possible and to help combat incorrect
"Ethernet folklore" | kept acomplete st of officid Ethernet Sandards & my elbow while writing this
book and referred to them frequently. | have been working with Ethernet technology since the early
1980s, and that experience has included many hard-won lessons in network design and operation
that have aso made their way into this book.

Ethernet Is Everywhere

There are anumber of factors that have helped Ethernet to become so popular. Among these
factors are cog, scdahility, reliability, and widely available management tools.

Cost

The rapid evolution of new capabilities in Ethernet has aso been accompanied by arapid decrease
in the cost of Ethernet equipment. The widespread adoption of Ethernet technology crested alarge
and fiercely competitive Ethernet marketplace, which drives down the cost of networking
components. As aresult, the consumer wins out in the process, with the marketplace providing a
wide range of competitively priced Ethernet components to choose from.

Scalability



The firgt industry-wide Ethernet standard was published in 1980. This standard defined a 10 Mbps
system, which was very fast for the times, and which remained fast enough for most uses until the
mid-1990s. The development of the 100 Mbps Fast Ethernet system in 1995 provided atenfold
increase in speed. Fast Ethernet has been amajor success, and network interfaces that can
automatically support both 10 and 100 Mbps operation are widdly available, making the trangtion
from 10 Mbpsto 100 Mbps systems very easy to accomplish.
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Applications tend to grow to fill dl available bandwidth. To anticipate the risng demand, Gigabit
Ethernet was developed in 1998, providing yet another tenfold increase in performance. All of this
makes it possible for a network manager to provide high-speed backbone systems and connections
to high-performance servers. Desktop machines can be connected to the origina 10 Mbps Ethernet,
100 Mbps Fast Ethernet, or Gigabit Ethernet as required.

Reliability

Ethernet uses a smple and robust transmission mechanism that reliably ddivers data day in and day
out at sites al over the world. Ethernet based on twisted-pair media was introduced in 1987,
making it possible to provide Ethernet Sgnds over astructured cabling system. Structured cabling
provides adata ddivery system for a building that is moddled on high-reliability cabling practices
originaly developed for the telephone system. This makes it possible to ingtall a sSandards-based
cabling system for Ethernet that is very reliable, as well as being smple, stable, and easy to manage.

Widely Available Management Tools

The widespread acceptance of Ethernet brings another advantage, which is the wide availability of
Ethernet management and troubleshooting tools. Management tools based on standards, such asthe
Simple Network Management Protocol (SNMP), make it possible for network administratorsto
keep track of an entire campus full of Ethernet equipment from a centra location. Management
capabilities embedded in Ethernet repeaters, switching hubs, and computer interfaces provide
powerful network monitoring and troublesrooting capabilities.

Design for Reliability

A mgor god of thisbook isto help you desgn and implement rdliable networks. Network rdliability
isof paramount importance to any networked organization. Information sharing between networked
computersis an essentia feature of today's workplace, and if the network fails, everything comesto
ahdt. This book shows you how to design reliable networks, how to monitor them and keep them
working reliably, and how to fix them should something fall.

The wide range of Ethernet components and cabling systems that are available today provides
enormous flexibility, making it possible to build an Ethernet to fit just about any circumstance.
However, dl thisflexibility does have a price. The many varigties of Ethernet each have their own
components and their own configuration rules, which can make the life of a network designer
complex. Designing and implementing areliable Ethernet system requires that you understand how



dl
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the bits and piecesfit together, and that you follow the officid guiddines for the configuration of the
media sysems.

This book provides the complete set of officid configuration guiddines for every commercidly
available media sysem, as wel asthe officid guiddinesfor combining media sysems. Youll aso
find agreat ded of information on how to build media systems that meet the standards and that will
function religbly.

Downtime | s Expensive

Avoiding network downtime is important for a number of reasons, not least of which isthe amount
of money that downtime can cost. Some quick "back of the envelope" caculations can show how
expensve network downtime can be. Let's assume that there are 1,000 users of the network at the
Ama gamated Widget Company, and that their average annua sdary including al overheed
(bendfits, pension, etc.) is $75,000. That comes to $75 million ayear in employee costs.

Let's further assume that everyone in the company depends on the network to get their work done,
and that the network is used 40 hours aweek, for about 50 weeks of the year (excluding holidays).
That's 2,000 hours of network operation. Dividing the annua employee cost by the hours of
network operation shows that the network is supporting $37,500 per hour of employee cost during
the year.

When wetota up al of the network outages over the period of ayear in our hypothetical
corporation, we find that the network was down 2.5 percent of the time. That's an annua total of 50
hours, or one hour aweek, or amere 12 minutes each day. Fifty hours of network downtime at
$37,500/hour is $1.8 million in lost productivity due to network outage. Obvioudy, our caculations
are very "quick and dirty." We didn't bother to calculate the impact of network outages during times
when no oneis around, but during which times the network is dill supporting criticaly important
sarvers. Also, we're assuming that a network failure brings al operations to a halt, instead of trying
to factor in the varying effects of localized failures that cause outages on orly a portion of the
network system. Nor do we try to estimate how much other work people could get done while the
network is down, which would tend to lessen the impact.

However, the main point is clear: even small amounts of network downtime can cost a company
quitealot inlogt productivity. That's why it'sworth investing extratime, effort and money to create
the mogt reliable network system you can afford.
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Organization of This Book

The purpose of this book is to provide a comprehensive and practical guide to the entire Ethernet
system. The emphasisis on practica issues, with minima theory and jargon. Chapters are kept as



self-contained as possible, and many examples and illustrations are provided. The book is organized
in five parts to make it easier to find the specific information you need.

Thesefive parts provide:

* Anintroduction to the Ethernet tandard which describes Ethernet operation in detall. This part of
the book covers those portions of Ethernet operation that are common to al Ethernet media
systems.

* A description of each of the Ethernet media systems, including 10-, 100-, and 1000 Mbps
systems operating over twisted-pair and fiber optic cables. The older coaxia mediasystems are
described in Appendix B, Thick and Thin Coaxial Media Systems.

* A description of structured cabling systems and the components and cables used in building your
Ethernet system. These include twisted-pair and fiber optic cables, and repeater and switching hubs.

* A description of Ethernet performance and Ethernet troubleshooting.
» Appendixes and glossary.
Part |, Introduction to Ethernet

Chapters 1-5 provide atour of basic Ethernet theory and operation. This section includes the
portions of Ethernet operation that are common to dl of the Ethernet media systems, including the
dructure of the Ethernet frame and the operation of the media access control (MAC) system.

Chapter 1, The Evolution of Ethernet

Gives abrief guide to the history of Ethernet and the development of the IEEE 802.3 standard
for Ethernet.

Chapter 2, The Ethernet System

Presents an overview of how the Ethernet system operates, introducing the major concepts.
Chapter 3, The Media Access Control Protocol

Provides an in-depth look at how the origina haf-duplex Ethernet channel operates.
Chapter 4, Full-Duplex Ethernet

Describes the full-duplex mode of Ethernet operation.
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Chapter 5, Auto-Negotiation
Describes the auto-negotiation mechanisms used to automaticaly configure Ethernet equipment.
Part |, Ethernet Media Systems

Chapter 6, Ethernet Media Fundamentals, provides an introduction to the basic media system



components used in dl Ethernet media systlems. This chapter is essentid reading before going on to
the individual media systems, described in Chapters 7-12. Chapter 13, Multi-Segment
Configuration Guidelines, completes this part of the book with a description of the configuration
guiddines that gpply when linking media systems together with repeeters.

Each of the media system chapters are based on an identical format, which helps to organize and
clearly present the information needed to cover dl of the Ethernet media varieties. While every effort
was made to avoid needless duplication of text, the idertical format leads to some unavoidable
repetition in these chapters. Thisis especidly noticegble if you read severd media chaptersin arow.

Chapter 6, Ethernet Media Fundamentals

Describes the Ethernet media components and the basic concepts that are common to each of
the media systems.

Chapter 7, Twisted-Pair Media System (10BASE-T)
Chapter 8, Fiber Optic Media System (10BASE-F)
Chapter 9, Fast Ethernet Twisted-Pair Media System (100BASE-TX)
Chapter 10, Fast Ethernet Fiber Optic Media System (100BASE-FX)
Chapter 11, Gigabit Ethernet Twisted-Pair Media System (1000BASE-T)
Chapter 12, Gigabit Ethernet Fiber Optic Media System (1000BASE-X)
Describe the hardware components and officid configuration guidelines for each media variety.
Chapter 13, Multi-Segment Configuration Guidelines
Describes the officid guidelines for combining media varieties usng repesters.
Part |11, Building Your Ethernet System

Chapter 14 describes the structured cabling standards. Chapters 15 and 16 provide information on
the configuration and construction of twisted-pair and fiber optic cable segments, Chapters 17 and
18 describe how to design and build Ethernet systems using repeaters and switches.

Chapter 14, Sructured Cabling

Describes structured cabling systems and the structured cabling standards that specify how
these systems are built.
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Chapter 15, Twisted-Pair Cables and Connectors
Describes the twisted-pair cables and components used in twisted-pair network segments.

Chapter 16, Fiber Optic Cables and Connectors



Describes the fiber optic cables and components used in fiber optic network segments.
Chapter 17, Ethernet Repeater Hubs

Describes the operation and management of Ethernet repeater hubs and how to design
networks using them.

Chapter 18, Ethernet Switching Hubs

Describes the operation and management of Ethernet switching hubs and how to design
networks using them.

Part |V, Performance and Troubleshooting
Chapters 19 and 20 cover network performance and network troubleshooting.
Chapter 19, Ethernet Performance
Describes Ethernet system performance and how to measure overdl network performance.
Chapter 20, Troubleshooting
Describes how to go about troubleshooting problems when they occur.
Part V, Appendixes
Appendix A, Resources

Describes additional sources of information on Ethernet, including books, periodicas, and web
Stes.

Appendix B, Thick and Thin Coaxial Media Systems

Describes the thick and thin coaxid media systems and hardware components.
Appendix C, AUI Equipment: Installation and Configuration

Describes equipment and configuration issues based on the origind 15-pin Ethernet AUI.
Glossary

Provides concise definitions of the acronyms and technica terms relevant to Ethernet.

Online References

A number of online references are provided in this book, based on the Universal Resource Locators
(URLs) used on the World Wide Web. Web references are live
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in the sense that the Web is congtantly evolving and changing, which may render a reference
obsolete. Sometimes a replacement link will be left, pointing to the new location for the information.



If that happens, dl you haveto do is click on the new link to find what you're looking for.

Other times a Ste may be reorganized in a manner that leaves no forwarding link to the new location.
If an online reference no longer works, you can try severd gpproaches to finding the materid.

One method isto access the top-level web page by using the first part of the URL, which specifies
the domain name of the Site. For example, if the URL

http: //www.bel l er eti.com/ether net/ether net.html should fail to work, you could try just the
domain name portion of the URL, located insde the first set of dashes, http: //www.bellereti.conv,
and see what you find there.

Some web sites may aso be equipped with a search feature that alows you to type in the name of
the material you are looking for at that Ste. If al sefails, you can try one of the many web search
stesthat will search the entire Web for the subjects you're looking for.

How to Use This Book

The god of this book isto provide the information needed for you to understand and operate any
Ethernet system. For example, if you are a newcomer to Ethernet and you need to know how
twisted-pair Ethernet systems work, then you can start with the chaptersin Part |. After reading
those chapters, you can go to the twistedpair media chaptersin Part |1, aswell as the twisted-pair
cabling information in Part I11. Twisted-pair segments can be connected together with both repester
hubs and switching hubs, ard these are also described in Part [11. Expertsin Ethernet can use the
book as areference guide and jump directly to those chapters that contain the reference information
they need.

Conventions Used in This Book

*Constant W I | i son isusedfor program examples, dtribute vaue literds, sart- and
end-tags, and source code example text.

*Constant WIlison Oblique isusedfor "replacesble’ text or variables. Replacement
text is text that describes something you're supposed to type, likeaf i | ename, in which theword
"filename" acts as a placeholder for the actud filename.
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* Garamond Italic is used for filenames and URLS.

» URLSs (http: //www.oreilly.conv) are presented in parenthesis after the name of the resource they
describe in the book.

ﬁ The owl icon designates a note, which is an important aside to its
nearby text.




Theturkey icon designates awarning relating to the nearby text.

How to Contact Us

We have tested and verified the information in this book to the best of our ability, but you may find
that features have changed (or even that we have made mistakes!). Please let us know about any
errors you find, as well as your suggestions for future editions, by writing to:

ORellly & Associates, Inc.

101 Morris Street

Sebastopol, CA 95472

1-800-998-9938 (in the U.S. or Canada)
1-707-829-0515 (international/local)
1-707-829-0104 (fax)

Y ou can dso send us messages eectronicaly. To be put on the mailing list or request a catalog,
send emall to:

info@reilly.com
To ask technical questions or comment on the book, send emall to:
bookquesti ons@reilly. com

The web stefor Ethernet: The Definitive Guide ligts errata and plans for future editions. You can
access this page at:

http://ww. oreilly.confcatal og/ethernet/
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I
INTRODUCTION TO ETHERNET

The firg part of this book provides atour of basic Ethernet theory and operation. These chapters
cover those portions of Ethernet operation that are common to al Ethernet media systems. Common
portions include the Ethernet frame, the operation of the media access control system, full-duplex
mode, and the AutoNegotiation protocol.

Part | contains these chapters:

* Chapter 1, The Evolution of Ethernet

* Chapter 2, The Ethernet System

* Chapter 3, The Media Access Control Protocol
* Chapter 4, Full-Duplex Ethernet

* Chapter 5, Auto-Negotiation
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1
The Evolution of Ether net



In this chapter:

* History of Ethernet

* The Latest Ethernet Standard

* Organization of IEEE Sandards
* Levels of Compliance

* |[EEE Identifiers

* Reinventing Ethernet

» Multi-Gigabit Ethernet

Ethernet is by far the most widdly used locd area networking (LAN) technology in the world today.
Market surveysindicate that hundreds of millions of Ethernet network interface cards (NICs),
repester ports, and switching hub ports have been sold to date, and the market continues to grow.
In total, Ethernet outsdis dl other LAN technologies by avery large margin.

Ethernet reached its 25th birthday in 1998, and has seen many changes as computer technology
evolved over the years. Ethernet has been congtantly reinvented, evolving new cgpabiilities and in the
process growing to become the most popular network technology in the world.

This chapter describes the invention of Ethernet, and the development and organization of the
Ethernet sandard. Along the way we provide a brief tour of the entire set of Ethernet media
systems.

History of Ethernet

On May 22, 1973, Bob Metcalfe (then at the Xerox Palo Alto Research Center, PARC, in
Cdifornia) wrote a memo describing the Ethernet network system he had invented for
interconnecting advanced computer workstations, making it possible to send data to one another
and to high-speed laser printers. Probably the bestknown invention at Xerox PARC was the first
persona computer workstation with graphica user interfaces and mouse pointing device, cdled the
Xerox Alto. The PARC inventions aso included the first laser printers for persona computers, and,
with the creation of Ethernet, the first high-speed LAN technology to link everything together.

This was a remarkable computing environment for the time, since the early 1970s were an eraiin
which computing was dominated by large and very expensve
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mainframe computers. Few places could afford to buy and support mainframes, and few people
knew how to use them. Theinventions at Xerox PARC helped bring about a revolutionary changein



the world of computing.

A mgor part of this revolutionary changein the use of computers has been the use of Ethernet
LANSs to enable communication among computers. Combined with an explosive increase in the use
of information sharing gpplications such as the World Wide Web, this new modd of computing has
brought an entire new world of communications technology into existence. These days, sharing
information is most often done over an Ethernet; from the smalest office to the largest corporation,
from the Sngle schoolroom to the largest university campus, Ethernet is clearly the networking
technology of choice.

The Aloba Network

Bob Metcafe's 1973 Ethernet memo describes a networking system based on an earlier experiment
in networking called the Aloha network. The Aloha network began a the Univergty of Hawalii in the
late 1960s when Norman Abramson and his colleagues developed & radio network for
communication among the Hawaiian Idands. This sysem was an early experiment in the
development of mechaniams for sharing a common communications channg—in this case, a
common radio channdl.

The Aloha protocol was very smple: an Aloha tation could send whenever it liked, and then waited
for an acknowledgment. If an acknowledgment wasn't received within a short amount of time, the
dtation assumed that another station had dso transmitted smultaneoudy, causing acollision in which
the combined transmissions were garbled so that the receiving station did not hear them and did not
return an acknowledgment. Upon detecting a collision, both transmitting stations would choose a
random backoff time and then retranamit their packets with a good probability of success. However,
as traffic increased on the Aloha channd, the collision rate would rgpidly increase aswell.

Abramson cdculated that this system, known as pure Aloha, could achieve a maximum channd
utilization of about 18 percent due to the rapidly increasing rate of collisons under increasing load.
Another system, cdlled slotted Aloha, was devel oped that assigned transmission dots and used a
measter clock to synchronize transmissons, which increased the maximum utilization of the channel to
about 37 percent. In 1995, Abramson received the IEEE's Koji Kobayashi Computers and
Communications Award "for development of the concept of the Aloha System, which led to modern
local area networks."
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I nvention of Ethernet

Metcdfe redlized that he could improve on the Aloha system of arbitrating access to a shared
communications channel. He developed a new system that included a mechanism that detected when
acollison occurred (collision detect). The system dso included "listen before talk," in which
dations listened for activity (carrier sense) before transmitting, and supported access to a shared
channd by multiple gations (multiple access). Put dl these components together, and you can see
why the Ethernet channe access protocol is cdled Carrier Sense Multiple Access with Collison
Detect (CSMA/CD). Metcdfe also developed a more sophigticated backoff algorithm, which, in



combination with the CSMA/CD protocol, alowed the Ethernet system to function at up to 100
percent load.

Inlate 1972, Metcdfe and his Xerox PARC colleagues developed the first experimental Ethernet
system to interconnect the Xerox Alto. The experimental Ethernet was used to link Altosto one
another, and to servers and laser printers. The signd clock for the experimenta Ethernet interface
was derived from the Alto's system clock, which resulted in a data transmission rate on the
experimental Ethernet of 2.94 Mbps.

Metcafesfirst experimental network was called the Alto Aloha Network. In 1973, Metcalfe
changed the name to "Ethernet,” to makeit clear that the system could support any computer—not
just Altos—and to point out that his new network mechanisms had evolved well beyond the Aloha
system. He chose to base the name on the word "ether” as away of describing an essential feature
of the system: the physicad medium (i.e., acable) caries bitsto dl sations, much the same way that
the old "luminiferous ether" was once thought to propageate e ectromagnetic waves through space*
Thus, Ethernet was born.

In 1976, Metcafe drew the following diagram (Figure 1-1) "...to present Ethernet for the first time.
It was used in his presentation to the Nationa Computer Conference in June of that year. On the
drawing are the origina terms for describing Ethernet. Since then, other terms have come into usage
among Ethernet enthusiasts."**

In duly 1976, Bob Metcafe and David Boggs published their landmark paper "'Ethernet: Digtributed
Packet Switching for Local Computer Networks," in the Communications of the Association for
Computing Machinery (CACM)>. In late 1977, Robert M. Metcdfe, David R. Boggs, Charles P.
Thacker, and Butler W.

* Physicists Michelson and Morley disproved the existence of the ether in 1887, but Metcalfe decided
that it was a good name for his new network system that carried signalsto all computers.

** From The Ether net Sourcebook, ed. Robyn E. Shotwell (New Y ork: North-Holland, 1985), title page.
Diagram reproduced with permission.
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Figure1-1.
Drawing of the original Ethernet system



Lampson received U.S. patent number 4,063,220 on Ethernet for a"Multipoint Data
Communication System With Collison Detection." A patent for the Ethernet repeater was issued in
mid-1978. At this point, Xerox wholly owned the Ethernet system. The next stace in the evolution of
the world's most popular computer network was to liberate Ethernet from the confines of asingle
corporation and make it aworldwide standard.

Evolution of the Ethernet Standard

The original 10 Mbps Ethernet standard was firgt published in 1980 by the DEClIntel-Xerox vendor
consortium. Using thefirg initid of each company, this became known as the DIX Ethernet
gandard. This standard, entitled The Ethernet, A Local Area Network: Data Link Layer and
Physical Layer Specifications, contained the specifications for the operation of Ethernet aswell as
the specs for asingle media system based on thick coaxia cable. Asistrue for most stlandards, the
DIX standard was revised to add some technica changes, corrections, and minor improvements.
Thelast revision of this stlandard was DIX V2.0.

When the DIX standard was published, a new effort led by the Indtitute of Electrica and Electronics
Engineers (IEEE) to develop open network standards was aso getting underway.* Consequently,
the thick coaxia variety of Ethernet ended up being sandardized twice—first by the DIX
consortium and a second time by the IEEE. The IEEE standard was created under the direction of
the IEEE Locd and Metropolitan Networks (LAN/MAN) Standards Committee, which identifies
al the sandards it develops with the number 802. There have been anumber of net-

* The |EEE isthe world's largest technical professional society, with membersin 150 countries. The IEEE
provides technical publishing, holds conferences, and devel ops a range of technical standards,
including computer and communi cations standards. The standards developed by the IEEE may also
become national and international standards.
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working standards published in the 802 branch of the IEEE, including the 802.3* Ethernet and
802.5 Token Ring standards.

The |EEE 802.3 committee took up the network system described in the original DIX standard and
used it asthe basisfor an IEEE standard. The IEEE standard was first published in 1985 with the
titte [EEE 802.3 Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications. The IEEE standard does not use "Ethernet” in the title,
even though Xerox relinquished their trademark on the Ethernet name. That's because open
Sstandards committees are quite sengitive about usng commercid names that might imply
endorsement of a particular company. As aresult, the IEEE cdlsthistechnology 802.3 CSMA/CD
or just 802.3. However, most people il use the Ethernet name when referring to the network
system described in the 802.3 standard.

The |EEE 802.3 sandard isthe officid Ethernet Sandard. From time to time you may hear of other
Ethernet technology "standards' developed by various groups or vendor consortiums. However, if
the technology isn't specified within the IEEE 802.3 standard, it isn't an officid Ethernet technology.



Periodicadly, the latest IEEE 802.3 standards are presented to the American Nationa Standards
Ingtitute (ANSI), which forwards them on, where they are adopted by the International Organization
for Standardizatior (1SO). This organization is described in more detail later in this chapter.
Adoption by the 1ISO means that the |EEE 802.3 Ethernet standard is aso a worldwide standard,
and that vendors from around the globe can build equipment that will work together or Ethernet
systems.

Ethernet Family Tree

Thetitle of the latest verson of the IEEE standard as of thiswriting is 802.3, 1998 Edition
Infor mation Technol ogy—Telecommunications and information exchange between
systems—Local and metropolitan area networ ks—Specific requirements—Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications.

This edition contains 1,268 pages and "includes al contents of the 8802-3:1996 Edition, plus
|EEE Std 802.32a-1998, |IEEE Std 802.3r-1996, | EEE Std 802.3u-1995, |EEE Std
802.3x&y-1997, and IEEE802.3z-1998." These latter documents were developed as
supplements to the standard. This edition of the standard can be purchased from the IEEE
through their web Ste at: http://standards.ieee.org/catal og/| EEE802.3.htm.

* Pronounced "eight oh two dot three.”
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The Latest Ethernet Standard

After the publication of the origind |EEE 802.3 standard for thick Ethernet, the next development in
Ethernet mediawas the thin coaxid Ethernet variety, inspired by technology first marketed by the
3Com Corporation. When the |EEE 802.3 committee standardized the thin Ethernet technology,
they gave it the shorthand identfier of 10BASE2, which is explained later in this chapter.

Following the development of thin coaxid Ethernet came several new media varieties, including the
twisted-pair and fiber optic varieties for the 10 Mbps system. Next, the 100 Mbps Fast Ethernet
system was devel oped, which aso included severa varieties of twisted-pair and fiber optic media
systems. Most recently, the Gigabit Ethernet system was developed using both fiber optic and
twisted-pair cabling. These systems were al devel oped as supplements to the |EEE Ethernet
standard.

| EEE Supplements

When the Ethernet standard needs to be changed to add a new media system or capability, the
| EEE issues a supplement which contains one or more sections, or "clauses’ in |[EEE-speek. The
supplement may consst of one or more entirely new clauses, and may aso contain changesto



exising clausesin the standard. New supplements to the standard are evauated by the engineering
experts a various |EEE meetings and the supplements must pass a baloting procedure before being
voted into the full standard.

New supplements are given a letter designation when they are created. Once the supplement has
completed the standardization process, it becomes part of the base sandard and is no longer
published as a separate supplementary document. On the other hand, you will sometimes see trade
literature that refers to Ethernet equipment with the letter of the supplement in which the variety was
first developed (e.g., IEEE 802.3u may be used as areference for Fast Ethernet). Table 1-1 ligts
severa supplements and what they refer to. The dates indicate when forma acceptance of the
supplement into the standard occurred. Access to the complete set of supplementsis provided in
Appendix A, Resources.

Table 1-1. IEEE 802.3 Supplements

Supplement Description

802.3a-1985 10BASE2 thin Ethernet

802.3c-1985 10 Mbps repeater specifications, clause 9
802.3d-1987 FOIRL fiber link

802.3i-1990 10BASE-T twisted-pair

Page 9

Table 1-1. |IEEE 802.3 Supplements (continued)

Supplement Description

802.3-1993 10BA SE-F fiber optic

802.3u-1995 100BASE-T Fast Ethernet and Auto-Negotiation
802.3x-1997 Full-Duplex standard

802.3z-1998 1000BASE-X Gigabit Ethernet

802.3ab-1999 1000BASE-T Gigabit Ethernet over twisted-pair
802.3ac-1998 Frame size extension to 1522 bytesfor VLAN tag
802.3ad-2000 Link aggregation for parallel links

If you've been using Ethernet for awhile, you may recdl times when anew variety of Ethernet



equipment was being sold before the supplement that described the new variety had been entirely
completed or voted on. Thisillugtrates acommon problem: innovation in the computer field, and
especidly in computer networking, aways outpaces the more deliberate and s ow-paced process of
developing and publishing standards. Vendors are eager to develop and market new products, and
it's up to you, the customer, to make sure that the product will work properly in your network
system. One way you can do that isto ingst on complete information from the vendor asto what
standard the product complies with.

It may not be abad thing if the product is built to a draft verson of a new supplement. Draft versons
of the supplements can be subgtantialy complete yet till take months to be voted on by the various
|EEE committees. When buying pre-standard equipmert built to adraft of the specification, you
need to ensure that the draft in question is sufficiently well dong in the standards process that no
magor changes will be made. Otherwise, you could be Ieft out in the cold with network equipment
that won't interoperate with newer devices that are built according to the fina published standard.
One solution to thisisto get a written guarantee from the vendor that the equipment you purchase
will be upgraded to meet the final published form of the standard. Note that the |IEEE forbids
vendorsto clam or advertise that a product is compliant with an unapproved draft.

Differencesin the Standard

When the | EEE adopted the original DIX standard it made afew changes in the specifications. The
magor reason for the changes made between the DIX and |EEE standardsis that the two groups had
different gods. The specifications for the origina DIX Etherret standard were developed by the
three companiesinvolved and were intended to describe the Ethernet sysslem—and only the Ethernet
system. At the time the multi-vendor DIX consortium was developing the first Ethernet standard,
there was no open LAN market, nor was there any other multi-vendor
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LAN standard in existence. The efforts aimed at creating aworldwide system of open standards had
only just begun.

On the other hand, the |EEE was developing standards for integration into the world of internationa
LAN standards. Consequently, the IEEE made severd technica changes required for inclusonin
the worldwide standardization effort. The |EEE specificatiors permit backward compatibility with
early Ethernet systems built according to the origina DIX specifications* The god is to Sandardize
network technologies under one umbrella, coordinated with the Internationa Organization for
Standardization.

Organization of IEEE Standards

The |EEE standards are organized according to the Open Systems Interconnection (OSl) Reference
Modd. This modd was developed in 1978 by the International Organization for Standardization,
whoseinitids (derived from its French name) are 1 SO. Headquartered in Geneva, Switzerland, the
SO isrespongble for setting open, vendor-neutral standards and specifications for items of
technica importance. For example, if you're a photographer you've no doubt noticed the ISO



standard speeds for camerafilm.

The 1SO developed the OSI reference modd to provide a common organizational scheme for
network standardization efforts (with perhaps an additiond god of keeping us al confused with
reversible acronyms). What follows is a quick, and necessarily incomplete, introduction to the
subject of network modes and internationd standardization efforts.

The Seven Layers of OS|

The OSl reference modd isamethod of describing how the interlocking sets of networking
hardware and software can be organized to work together in the networking world. In effect, the
OSl modd providesaway to arbitrarily divide the task of networking into separate chunks, which
are then subjected to the forma process of standardization.

To do this, the OSl reference modd describes seven layers of networking functions, asillustrated in
Figure 1-2. The lower layers cover the stlandards that describe how a LAN system moves bits
around. The higher layers ded with more abstract notions, such asthe rdiability of datatransmission
and how datais represented to the user. The layers of interest for Ethernet are the lower two layers
of the OSl modd.

* All Ethernet equipment built since 1985 is based on the | EEE 802.3 standard.
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Figure 1-2.
The OSI seven layer model

In brief, the OSl reference mode includes the following seven layers, sarting a the bottom and
working our way to the topmost layer:



Physical layer

Standardizes the dectrical, mechanical, and functional control of data circuits that connect to
physicd media

Data link layer

Establishes communication from station to Sation acrossasingle link. Thisisthe layer that tranamits
and receives frames, recognizes link addresses, etc. The part of the standard that describes the
Ethernet frame format and MAC protocol belongsto this layer.

Network layer

Establishes communication from gtation to station across an internetwork, which is composed of a
number of datalinks. Thislayer providesaleve of independence from the lower two layers by
edtablishing higher level functions and procedures for exchanging data between computers across
multiple links. Standards at this layer of the modd describe portions of the high-level network
protocols that are carried over an Ethernet in the data field of the Ethernet frame. Protocols at this
layer of the OSI model end above are independent of the Ethernet standard.
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Transport layer

Provides reliable end-to-end error recovery mechanisms and flow control in the higher level
networking software.

Session layer

Provides mechanisms for establishing reliable communications between cooperating gpplications.
Presentation layer

Provides mechanisms for dealing with data representation in applications.

Application layer

Provides mechanisms to support end-user applications such as mail, file transfer, etc.

|EEE Layers Within the OSI Model

The Ethernet slandard concerns itsalf with eements described in Layer 2 and Layer 1, which include
the datalink layer of the OSl moded and below. For that reason, you'll sometimes hear Ethernet
referred to asalink layer standard.

The Ethernet sandards describe a number of entitiesthat dl fit within the data link and physica
layers of the OSI model. To help organize the details, the |EEE defines extra sublayers that fit into
the lower two layers of the OSI model, which smply means that the |EEE standard includes some
more finely grained layering than the OSl modd.



While at firg glance these extra layers might seem to be outside the OSl reference modd, the OSl
mode is not meant to rigidly dictate the Structure of network standards. Instead, the OSl modd is
an organizationa and explanatory tool; sublayers can be added to dedl with the complexity of a
given standard.

Figure 1-3 depicts the lower two layers of the OS reference mode, and shows how the mgjor

| EEE-specific sublayers are organized. Within these mgor sublayers there are even further sublayers
defined for additiona MAC functions, new physica signding sandards, and so on. At the data link
leve, there are the Logica Link Control (LLC) and the MAC sublayers, which are the same for all
varieties and speeds of Ethernet. The LLC layer is an IEEE mechaniam for identifying the data
carried in an Ethernet frare. The MAC layer defines the protocol used to arbitrate access to the
Ethernet system. Both of these systems are described in detail in Chapter 3, The Media Access
Control Protocol.

At the physicd layer, the IEEE sublayers vary depending on whether 10-, 100-, or 1000 Mbps
Ethernet is being standardized. Each of the sublayersis used to help organize the Ethernet
specifications around specific functions that must be achieved to make the Ethernet system work.

Page 13
m D Ethernat-specilic
Layar 7 Application
Layer & Fresentation Logical Link Control
........................... sublayer (LLEY
Layar 5 Session e
RS Tt R Media Accass Comtrol
Layer 4 Transport sublayer (MAG) -
Layer 3 Metwark F'hz.rsu:at Sijﬁ.&lim
sublayzrs
Layar 2 Datalink | 7 e sl
Lagei 1 Physical Media specifications
e e

Figure 1-3.
The mgjor IEEE sublayers

Understanding these sublayers can a so help us understand the scope of the various sandards
involved. For example, the MAC portion of the IEEE standard is "above" the lower layer physica
specifications. As such, it is functionaly independent of the various physicd layer media
gpecifications and does not change, no matter which physicd media variety may bein use.

The |EEE LLC standard is independent of the 802.3 Ethernet LAN standard and will not vary—no
matter which LAN system isused. The LLC control fields are intended for usein dl LAN systems
and not just Ethernet, which iswhy the LLC sublayer is not formdly part of the IEEE 802.3 system
Specifications.



All of the sublayers below the LLC sublayer are specific to theindividua LAN technology in
question, which in this case is Ethernet. To help make this clearer, the Ethernet-specific portions of
the standard in Figure 1-3 are al shown in gray.

Below the MAC sublayer, we get into the portions of the standard that are organized in the Physical
Layer of the OSl reference mode. The physicd layer sandards are different depending on the
Ethernet media variety in use and whether or not were describing the origina 10 Mbps Ethernet
system, 100 Mbps Fast Ethernet, or 1000 Mbps Gigabit Ethernet system.

L evels of Compliance

In developing atechnicd standard, the |EEE is careful to include only those items whose behavior
must be carefully specified to make the system work. Therefore, al Ethernet interfaces that operate
in the origind half-duplex mode (described in
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Chapter 3) must comply fully with the MAC protocol specificationsin the standard to perform the
functionsidentically. Otherwise, the network would not function correctly.

At the same time, the IEEE makes an effort not to congirain the market by standardizing such things
as the gppearance of an Ethernet interface, or how many connectorsit should have on it. The intent
isto provide just enough engineering specifications to make the syssem work rdiably, without
inhibiting competition and the inventiveness of the marketplace. In generd, the | EEE has been quite
successful. Mot equipment designed for use in an Ethernet system fully complies with the sandard.

Vendor innovation can sometimes lead to the development of devicesthat are not described in the
|EEE standard, and that are not included in the half-duplex mode timing specs or the media specsin
the standard. Some of these devices may work well for a small network, but might cause problems
with sgnd timing in alarger network operating in haf-duplex mode. Further, a network system using
equipment not described in the standard or included in the officia guiddines cannot be evaluated
using the IEEE haf-duplex mode configuration guidelines.

The Effect of Standards Compliance

How much you should be concerned about dl thisislargely up to you and your particular
circumstances. Another way of saying thisis "Optimality differs according to context."* It'sup to
you to decide how important these issues are, given your particular circumstances (or context). For
onething, not al innovations are abad idea.

After dl, the thin coaxia and twisted-pair Ethernet media systems gtarted life as vendor innovations
that later became carefully specified media systemsin the IEEE standard. However, if your god is
maximum predictability and sability for your network given avariety of vendor equipment and traffic
loads, then one way to help achieve that god is by using only equipment that is described in the
standard.

One way to decide how important these issues are isto look at the scope and type of network



system in question. For an Ethernet that just connects a couple of computersin your house, you may
fed that any equipment you can find that helps make this happen at the least cost isagood dedl. If
the equipment isn't described in the officiad haf-duplex configuration guiddines, you may not care dl
that much. In thisingtance, you are building a smdl network system, and you

* | am indebted to Mike Padlipsky for this useful advice, which was published in his book, The Elements
of Networking Style, M. A. Padlipsky (Englewood Cliffs, New Jersey: Prentice Hall, 1985), p. 229.
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probably don't intend for the network to grow very large. The limited scope of your network makes
it eeder to decide that you are not dl that worried about multi-vendor interoperability, or about your
ability to evauate the network using the IEEE configuration guiddines.

On the other hand, if you are a network manager of a departmenta or campus network system, then
the people using your network will be depending on the network to get their work done. The
expanded scope changes your context quite abit. Departmenta and workgroup nets dways seem
to be growing, which makes extending networks to accommodate growth amajor priority for you.
In addition, network stability under dl sorts of traffic loads becomes another important issue. In this
very different context, the issLes of multi-vendor interoperability and compliance with the standard
become much more important.

Equipment I ncluded in the Standard

All Ethernet equipment sold is compliant in some way with the standard; otherwise, it wouldn't be
able to interoperate with other Ethernet equipment. Therefore, mere compliance with the sandard
doesn't tell you much. Unfortunately, theré's no LAN industry organization that will certify and samp
equipment, "This device is described in the sandard and included in the officia IEEE configuration
guiddines." That'swhy you need to be wary about believing everything you read in equipment
catalogs.

Sometimes vendors may not tell you whether the component they are sdlling isincluded in the IEEE
system configuration guiddines, and whether it is a piece of andard and interoperable equipment
that is widely available from other vendors. Some components that are not included in the officid
gandard or media system configuration guidelines include the 10 Mbps AUI port concentrator,
media converters, and specia media segments. These components are described in later chapters
and Appendix C, AUI Equipment: Installation and Configuration.

|EEE ldentifiers

The |IEEE has assgned shorthand identifiers to the various Ethernet media systems as they have
been developed. The three-part identifiersinclude the speed, the type of signding used, and
information about the physica medium.

In the early media systems, the physica medium part of the identifier was based on the cable
distance in meters, rounded to the nearest 100 meters. In the more recent media systems, the IEEE
engineers dropped the distance convention and the third part of the identifier Smply identifiesthe



media type used (twisted-pair
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or fiber optic). In roughly chronologica order, the identifiers include the following set:
10BASES

Thisidentifies the origind Ethernet system, based on thick coaxid cable. The identifier means 10
megabits per second transmission peed, baseband transmisson, and the 5 refers to the 500 meter
maximum segment length. The word baseband smply means tha the transmission medium, thick
coaxid cablein thisinstance, is dedicated to carrying one service: Ethernet signals. The 500 meter
limit refers to the maximum length a given cable segment may be. Longer networks are built by
connecting multiple segments with repeaters or switching hubs.

10BASE?2

Also known asthe thin Ethernet system, this media variety operates a 10 Mbps, in baseband
mode, with cable segment lengths that can be amaximum of 185 metersin length. If the segments
can be a most 185 meterslong, then why doesthe identifier say "2," thus implying a maximum of
200 meters? The answer isthat the identifier is merely abit of shorthand and not intended to be an
officid specification. The IEEE committee found it convenient to round things up to 2, to keep the
identifier short and easier to pronounce. This less expensve verson of coax Ethernet was
nicknamed "Cheapernet.”

FOIRL

This gandsfor Fiber Optic Inter-Repeater Link. The origind DIX Ethernet sandard mentioned a
point-to-point link segment that could be used between repesaters, but did not provide any media
specifications. Later, the |EEE committee developed the FOIRL standard, and published it in 1989.
FOIRL segments were originaly designed to link remote Ethernet segments together. Fiber optic
medias immunity to lightning strikes and dectricd interference, aswell asits ability to carry Sgnds
for long distances, makesit an ided system for tranamitting sgnas between buildings.

The specificationsin the origind FOIRL segment only provide for linking two repesaters together,
one a each end of the link. While waiting for alarger set of fiber optic specifications to appear,
vendors extended the set of devices that are connected viafiber, alowing an FOIRL segment to be
attached to a sation as well. These changes were taken up and added to the newer fiber optic link
specifications found in the 10BASE-F standard (described later in this section).

10BROAD36

This system was designed to send 10 Mbps signds over a broadband cable system. Broadband
cable systems support multiple services on asingle cable by dividing the bandwidth of the cable into
Separate frequencies, each
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assigned to agiven service. Cable television is an example of a broadband cable system, designed to
deliver multiple televison channels over asingle cable. 10BROAD36 systems are intended to cover
alarge areq; the 36 refers to the 3,600 meter distance allowed between any two stations on the
system. These days, the vast mgjority of Sites use fiber optic mediafor covering large distances, and
broadband Ethernet equipment is not widely available.

1BASES

This standard describes a 1 Mbps system based on twisted-pair wiring, which did not proveto be a
very popular system. 1BA SES was superseded in the marketplace by 10BASE-T, which provided
al the advantages of twisted-pair wiring as well as the higher 10 Mbps speed.

10BASE-T

The"T" stands for "twisted,” asin twisted-pair wires. This variety of the Ethernet system operates at
10 Mbps, in baseband mode, over two pairs of Category 3 (or better) twisted-pair wires. The
category system for classifying cable quality is described in Chapter 14, Sructured Cabling. The
hyphen was added to the "10BASE-T" identifier to help ensure the correct pronunciation of "ter
basetee It was fdt that without the hyphen people might mistakenly cal it "10 basset," which istoo
close to the dog, "bassat hound.” Use of the hyphen isfound in thisand dl newer mediaidentifiers.

10BASE-F

The"F' gandsfor fiber, asin fiber optic media. Thisis the most recent 10 Mbps fiber optic
Ethernet standard, adopted as an officia part of the IEEE 802.3 standard in November 1993. The
10BA SE-F standard defines three sets of specifications:

10BASE-FB

Thisisfor active fiber hubs based on synchronous repesaters for extending a backbone system.
10BASE-FP

Thisisfor passve hub equipment intended to link workstations with afiber optic hub.
10BASE-FL

Thisincludes a set of fiber optic link segment specifications that updates and extends the older
FOIRL standard.

Two of these specifications have not been widdy deployed. Equipment based on 10BASE-FB is
scarce, and equipment based on 10BASE-FP is non-existent. The vast mgjority of Ethernet vendors
sl 10BASE-FL fiber link equipment.
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100 Mbps Media Systems

100BASE-T



Thisisthe IEEE shorthand identifier for the entire 100 Mbps system, including al twisted-pair and
fiber optic Fast Ethernet media systems.

100BASE-X

Thisisthe |EEE shorthand identifier for the 100BASE-TX and 100BASE-FX media systems.
These two systems are both based on the same 4B/5B block encoding system, adapted from a 100
Mbps networking standard caled Fiber Digtributed Data Interface (FDDI). FDDI was origindly
developed and standardized by ANSI.

100BASE-TX

This variety of the Fast Ethernet system operates at 100 Mbps, in baseband mode, over two pairs
of high-qudity, Category 5 twisted-pair cable. The TX identifier indicates that thisis the twisted-pair
version of the 100BASE-X media systems. Thisis the most widely used variety of Fast Ethernet.

100BASE-FX

Thisvariety of the Fast Ethernet system operates at 100 Mbps, in baseband mode, over multi-mode
fiber optic cable.

100BASE-T4

Thisvariety of the Fast Ethernet system operates at 100 Mbps, in baseband mode, over four pairs
of Category 3 or better twisted-pair cable. This variety has not been widely deployed, and
100BA SE-T4 equipment is scarce.

100BASE-T2

This variety of the Fast Ethernet system operates at 100 Mbps, in baseband mode, on two pairs of
Category 3 or better twisted-pair cable. This variety was never developed by any vendor, and
equipment based on the T2 standard is non-existent.

1000 Mbps Media Systems
1000BASE-X

Thisisthe IEEE shorthand identifier for the Gigabit Ethernet media systems based on the 8B/10B
block encoding scheme adapted from the Fibre Channd networking standard. Fibre Channel isa
high speed networking system developed and standardized by ANSI.

The 1000BA SE-X media systems include 1000BASE-SX, 1000BASE-L X, and 1000BASE-CX.
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1000BASE-SX

The"S' gandsfor "short," asin short wavelength. The " X" indicates that this media segment is one
of three based on the same block encoding scheme. Thisis the short wavelength fiber optic media
segment for Gigabit Ethernet.



1000BASE-L X
Thisisthe long wavelength fiber optic media segment for Gigabit Ethernet.
1000BASE-CX

Thisisashort copper cable media segment for Gigabit Ethernet, based on the origina Fibre Channd
standard.

1000BASE-T

Thisisthe |EEE shorthand identifier for 1000 Mbps Gigabit Ethernet over Category 5 or better
twisted-pair cable. This system is based on a different sgna encoding scheme required to transmit
gigabit sgnds over twisted-pair cabling.

Reinventing Ether net

No metter how well desgned aLAN system s, it won't help you much if you can only useit with a
sngle vendor's equipment. A LAN has to be adle to work with the widest variety of equipment
possible to provide you with the grestest flexibility. For maximum utility, your LAN must be
vendor-neutra: that is, cgpable of interworking with al types of computers without being
vendor-gpecific. This was not the way things worked in the 1970s when computers were expensive
and networking technology was exctic and proprietary.

Metcafe understood that arevolution in computer communications required a networking
technology that everyone could use. In 1979 he set out to make Ethernet an open standard, and
convinced Xerox to join amulti-vendor consortium for the purposes of sandardizing an Ethernet
system that any company could use. The era of open computer communications based on Ethernet
technology formdly began in 1980 when the Digitd Equipment Corporation (DEC), Intd, and
Xerox consortium announced the DIX standard for 10 Mbps Ethernet.

This DIX standard made the technology available to anyone who wanted to use it, producing an
open system. As part of this effort, Xerox agreed to license its patented technology for alow feeto
anyone who wanted it. In 1982 Xerox aso gave up its trademark on the Ethernet name. As areault,
the Ethernet standard became the world's first open, multi-vendor LAN standard. The idea of
sharing proprietary computer technology in order to arrive at a common standard to benefit
everyone was aradical notion for the computer industry in the late 1970s. It's atribute to
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Bob Metcdfe's vison that he redlized the importance of making Ethernet an open standard. As
Metcdfe put it:

Theinvention of Ethernet as an open, non-proprietary, industry-standard local network was perhaps
even more significant than the invention of Ethernet technology itself.*

In 1979 Metcafe sarted a company to help commercidize Ethernet. He believed that computers
from multiple vendors ought to be able to communicate competibly over a common networking



technology, making them more useful and, in turn, opening up avast new set of capabilities for the
users. Computer communication compatibility was the god, which led Metcafe to name his new
company 3Com.

Reinventing Ethernet for Twisted-Pair Media

Ethernet prospered during the 1980s, but as the number of computers being networked continued to
grow, the problems inherent in the origina coaxid cable media system became more acute. Ingtaling
athick coax cable in abuilding was a difficult task, and connecting the computers to the cable was
aso achdlenge. A thin coax cable system was introduced in the mid-1980s that made it easier to
build a media system and connect computersto it, but it was il difficult to manage Ethernet
systems based on 