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Preface

Dstriches,

‘ ~ hat’s an ostrich, Luddite, or fig-leaf reformer? Dean Zerbe, senior aid to Senator
Charles Grassley (R—Iowa) commented in an interview with the Chronicle of Philan-
thropy that he routinely encounters these three groups of nonprofit people. He defines
them as “Ostriches . . . deny problems; Luddites believe there is no need for change but
advocate stiffer enforcement of nonprofit laws; and fig-leaf reformers come up with
ideas that appear to offer solutions but actually allow problems to persist” (Woverton,
2005, p. 38).

This book is for nonprofit board members, managers, and staff who understand that
the world in general and the nonprofit world in particular have changed dramatically
in the past three years. The passage of Sarbanes-Oxley (SOX) legislation introduced a
new management paradigm and higher levels of accountability and transparency across
all economic sectors—including the nonprofit world. From the reaction of some sec-
tors of the nonprofit world, it would appear that resistance is still the order of the day.

xi
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PREFACE

Mr. Zerbe is right on all three counts. In this book, you will see examples of all three

“species.” The difficult truth for many nonprofits is that SOX and its best practices de-

scribe what businesses and nonprofits should have been doing all along! This book will

take the reader through the history of this legislation, how SOX has influenced state

legislation, and the ways in which your nonprofit can implement SOX requirements

and best practices.

Here are five reasons why ostriches, Luddites, and fig-leat reformers should become

endangered species:

The Internal Revenue Service (IRS) has committed to hold Executive Directors,
CFOs, or other senior management criminally liable for veracity of financials and
Form 990s.

Banks that are publicly traded entities (which means they have to be in compli-
ance with SOX) are requiring their clients—including nonprofits—to also be in
compliance with SOX.

SOX best practices are becoming the platinum standard for management.

All boards (corporate and nonprofit) are being held more accountable by the fed-
eral government and its regulatory agencies such as the IRS.

Donors, foundations, and other sources of funding will demand transparency.
Being in compliance will give your nonprofit a competitive advantage.

Now, more than ever, your nonprofit needs to move to a higher level of account-

ability, transparency, and productivity. This book is your roadmap to the future!



CHAPTER I

History and Legislative Background

of the Sarbanes-Oxley Act of 2002

The scene is an elegant Minneapolis restaurant. Five professionals are having lunch
together. Lois is the CFO of a well-known nonprofit in the Twin Cities. Shelly is an
attorney with a prominent law firm. Peg is an author and consultant. Toni is a profes-
sor, author, and consultant. Virginia is a community volunteer who sits on a number
of prestigious nonprofit boards. She is also the Chair of the Board of a historic Min-
neapolis landmark. The women met for lunch that day because they were colleagues
on a pro bono project. Peg attempted, again, to convince Virginia that the conflict of
interest presented by a staff member was indeed a serious issue, and the discussion
turned to Sarbanes-Oxley. Virginia emphatically stated, “Sarbanes-Oxley has nothing
to do with nonprofits! You don’t know what you are talking about!” Both Peg and
Toni attempted in vain to dissuade Virginia of this notion.

Yes, Virginia, Sarbanes-Oxley does apply to nonprofits!

CHAPTER OVERVIEW

Although the Sarbanes-Oxley Act (SOX) of 2002 was passed primarily in response to
wrongdoing and fiscal mismanagement in public companies, one of its effects has been
to promote greater accountability within both the nonprofit and private sectors. Al-
though the majority of management, finance, and accounting scandals in the early years
of the 21st century involved public companies such as Enron, WorldCom, Adelphia
Communications, and AOL Time Warner, the nonprofit world had its share of high-
profile scandals, such as those involving the American Red Cross and the United Way.
Recent Senate Finance Committee hearings, testimony from Mark W. Everson (Com-
missioner of the Internal Revenue Service), and passage of the Nonprofit Integrity Act
in California all suggest a growing mistrust in the integrity of the nonprofit sector and
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a call for accountability. To better understand the implications of SOX on nonprofits,
this chapter will review the legislation and its legislative roots, the two SOX provisions
that currently apply to nonprofits, the scandals that drove passage of SOX, pertinent
Senate hearings and reports, and the efforts to adopt SOX “clones,” targeting nonprofit
accountability.

CHAPTER OBJECTIVES
By the end of this chapter, you should be able to:

* Identify the composition requirements and responsibilities of the Public Company
Accounting Oversight Board

* Outline the general requirements of SOX pertaining to auditor independence, the
role of the audit committee, and the corporate responsibility for financial reports

* Define the concepts of internal controls for financial reporting and disclosure
controls

* Summarize corporate accountability for document preservation and whistleblower
protection

* Identify the SOX provisions that currently apply to all corporations, including
nonprofits

* Discuss the testimony of relevant witnesses at the 2004 and 2005 hearings of the
U.S. Senate Finance Committee

* Outline the general requirements of the Nonprofit Integrity Act of 2004 (SB 1262)
in California

* Discuss the proposals made by the Panel on the Nonprofit Sector and released by
the Congressional Joint Committee on Taxation in 2005

PAssAGE oF THE SARBANES-OXLEY
AcT oF 2002

The Public Company Accounting Reform and Investor Protection Act of 2002 (P.L.
107-204), which typically is referred to as the Sarbanes-Oxley Act (SOX) of 2002, was
signed into law by President George W. Bush on July 30, 2002. SOX has been de-
scribed as the “most far-reaching reforms of American business practices since the time
of Franklin Delano Roosevelt” (Office of the Press Secretary, 2002). Only the Securi-
ties Act of 1933 and the Securities Exchange Act of 1934 rival the act in its effects on
public accounting, financial disclosure, and corporate governance. The act significantly
broadens the authority and resources of the Securities and Exchange Commission
(SEC) to monitor and regulate the securities market, and provides stiff penalties for
noncompliance. In essence, the legislation complements the aim of the Securities Act
of 1933 to provide “truth in securities” by improving the quality of financial report-
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ing, independent audits, corporate accountability, and accounting services for public
companies.

Compared to other legislative acts passed by Congress, SOX became law relatively
quickly. On February 14, 2002, House Representative Michael G. Oxley (R-OH), the
Chairperson of the House Committee on Financial Services, introduced H.R. 3763
(H.R. 3763, 2002). The purpose of the proposed legislation was “to protect investors
by improving the accuracy and reliability of corporate disclosures made pursuant to the
securities laws, and for other purposes.” The bill had 30 House cosponsors, and was
passed by the House on April 24, 2002 by a vote of 334 to 90.

On June 25, 2002, Senator Paul S. Sarbanes (D-Maryland), the Chairperson of the
Senate Committee on Banking, Housing, and Urban Affairs, introduced S. 2673 (S.
2673, 2002). The purpose of this proposed legislation was “to improve quality and trans-
parency in financial reporting and independent audits and accounting services for public
companies, to create a Public Company Accounting Oversight Board, to enhance the
standard setting process for accounting practices, to strengthen the independence of firms
that audit public companies, to increase corporate responsibility and the usefulness of cor-
porate financial disclosure, to protect the objectivity and independence of securities ana-
lysts, to improve Securities and Exchange Commission resources and oversight, and for
other purposes.” The Senate passed the bill on July 15, 2002 by a vote of 97 to 0.

Both the Senate and the House almost unanimously passed the Conference Com-
mittee Report (H.R. Rep. No. 107-610, 2002) that resolved differences in the two
bills, 423 to 3 in the House and 99 to O in the Senate. On July 30, 2002, President
George W. Bush signed the bill, and the sweeping reforms required by the act became
public law (P.L. 107-204, 2002).

ANALYSIS OF THE LEGISLATIVE AND
RecuLATORY CONTENT OoF SOX

As can be seen in Exhibit 1.1, SOX (P.L. 107-204, 2002) consists of 11 titles, with each
title having multiple sections:
Title I: Public Company Accounting Oversight Board

Section 101 of Title I in SOX created the Public Company Accounting Oversight
Board (PCAOB), which has extensive authority to monitor and regulate the audits and
auditors of publicly held companies.

Funding Sources and Budget

The PCAOB is a nonprofit organization that is funded by public accounting firms
and publicly held companies; the PCAOB is not a U.S. government agency. Partial
funding for the PCAOB comes from the registration application fees and annual fees
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of public accounting firms that want to be authorized to provide auditing services to
publicly held companies. Although the PCAOB has the authority to levy annual fees
to offset the costs of reviewing annual reports submitted by the registered firms, it has
not yet done so. Currently, the requirement for registered firms to submit annual re-
ports has not been initiated. Since there are no annual reports to review, there are no
reviewing costs and thus no annual fees. Once the requirement for the submission of
annual reports is initiated, registered firms will be charged an annual fee. Additional
tunding comes from “accounting support fees” paid by companies defined as “issuers.”

ExHIBIT I.1 SOX TITLES AND SECTIONS
Title Section
I. Public Company Accounting 101: Establishment, administrative provision
Oversight Board 102: Registration with the Board
103: Auditing, quality control, and independence standards and
rules

104: Inspections of registered public accounting firms
105: Investigations and disciplinary proceedings

106: Foreign public accounting firms

107: Commission oversight of the Board

108: Accounting standards

109: Funding

Il. Auditor Independence 201: Services outside the scope of practice of auditors
202: Pre-approval requirements
203: Audit partner rotation
204: Auditor reports to audit committees
205: Conforming amendments
206: Conflicts of interest
207: Study of mandatory rotation of registered public accounting
firms
208: Commission authority
209: Considerations by appropriate State regulatory authorities

Ill. Corporate Responsibility 301: Public company audit committees
302: Corporate responsibility for financial reports
303: Improper influence on conduct of audits
304: Forfeiture of certain bonuses and profits
305: Officer and director bars and penalties
306: Insider trades during pension fund blackout periods
307: Rules of professional responsibility for attorneys
308: Fair funds for investors

IV. Enhanced Financial 401: Disclosures in periodic reports
Disclosures 402: Enhanced conflict of interest provisions
403: Disclosure of transactions involving management and
principal stockholders
404: Management assessment of internal controls
405: Exemption
406: Code of ethics for senior financial officers
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Title Section
407: Disclosure of audit committee financial expert
408: Enhanced review of periodic disclosures by issuers
409: Real-time issuer disclosures

V. Analyst Conflicts of Interest 501: Treatment of security analysts by registered securities

associations and national security exchanges

VI. Commission Resources
and Authority

601:
602:
603:
604:

Authorization of appropriations

Appearance and practice before the Commission

Federal court authority to impose penny stock bars
Qualifications of associated persons of brokers and dealers

VII. Studies and Reports

701:

GAO study and report regarding consolidation of public
accounting firms

702: Commission study and report regarding credit rating agencies
703: Study and report on violators and violations
704: Study of enforcement actions
705: Study of investment banks
VIII. Corporate and Criminal 8o1: Short title
Fraud Accountability 802: Criminal penalties for altering documents
803: Debts nondischargeable if incurred in violation of securities
fraud laws
804: Statute of limitations for securities fraud
805: Review of Federal sentencing guidelines for obstruction of
justice and extensive criminal fraud
806: Protection for employees of publicly traded companies who
provide evidence of fraud
807: Criminal penalties for defrauding shareholders of publicly
traded companies
IX. White Collar Crime Penalty 901: Short title
902: Attempts and conspiracies to commit criminal fraud offenses

903:
904:

905:

906:

Criminal penalties for mail and wire fraud

Criminal penalties for violations of the Employee Retirement
Income Security Act of 1974

Amendment to sentencing guidelines relating to certain
white-collar offenses

Corporate responsibility for financial reports

X. Corporate Tax Returns

1001:

Sense of the Senate regarding the signing of corporate tax
returns by Chief Executive Officers

XI. Corporate Fraud
and Accountability

1101:
1102:

1103:

1104:
1105:

1106:

1107:

Short title

Tampering with a record or otherwise impeding an official
proceeding

Temporary freeze authority for the Securities and Exchange
Commission

Amendment to the Federal Sentencing Guidelines
Authority of the Commission to prohibit persons from
serving as officers or directors

Increased criminal penalties under Securities Exchange Act

of 1934
Retaliation against informants
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Registration Application Fee ~ As can be seen in Exhibit 1.2, the amount of the applica-
tion fee varies, dependent upon the number of issuer clients the applying firm audited
during the year previous to the application. For firms with more than 100 clients, the
fees are significantly higher than for those firms with fewer than 101 clients (Public
Company Accounting Oversight Board, 2004; Public Company Accounting Oversight
Board, 2005).

Accounting Support Fee A major source of funding for the PCAOB is the “accounting
support fee,” which is paid by “equity issuers” and “investment company issuers.” The
PCAOB defines equity issuers as publicly traded companies with average monthly eq-
uity market capitalization greater than $25 million during the prior calendar year. In-
vestment company issuers are registered investment companies and issuers that have
chosen to be regulated as business development companies and had an average monthly
market capitalization or net asset value greater than $250 million during the prior cal-
endar year. The total amount of the accounting support fees is equal to the SEC-
approved PCAOB budget, less the amounts collected in the previous year from
registration application fees and annual fees. The basis for the accounting support fee
paid by individual equity issuers and investment company issuers is the relative average
monthly U.S. market capitalization. Each issuer’s share is its average monthly U.S. mar-
ket capitalization during the preceding calendar year, divided by the sum of the aver-
age monthly U.S. market capitalization of all equity and investment company issuers
(PCAOB, 2005).

Budget The PCAOB develops its budget and submits it to the SEC for approval. In
the 2004 PCAOB budget, the net outlays were $103.297 million. The registration ap-
plication fees for 2003 totaled $2.050 million, making the total accounting fee

ExHiBIT 1.2 REGISTRATION APPLICATION FEE
Number of Issuer Clients Fee
o) $250
1-49 $500
50-100 $3,000
101-1000 $29,000

1001 and greater $390,000




ANALYSIS OF THE LEGISLATIVE AND REGULATORY CONTENT oF SOX 7

$101.247 million ($103.297 million—$2.050 million). For the 2005 PCAOB budget,
the net outlays were $136.418 million. The registration application fees for 2004 to-
taled $308,000, making the total 2005 accounting fee $136.110 million ($136.418 mil-
lion—$308 thousand).

PCAOB Membership

The PCAOB has five full-time members, each with a five-year appointment term and
a two-term limit. While serving on the PCAOB, none of the members may engage in
any other professional business activity or be employed. No member may share in any
of the profits of a public accounting firm, nor may any member receive any payments
from a public accounting firm, other than fixed continuing payments such as retire-
ment payments. The SEC has the responsibility of appointing all five members, but it
must do so in consultation with the Secretary of the Treasury and the Chair of the Fed-
eral Reserve Board. The SEC has the authority to remove any member “for good
cause.”

While all members of the PCAOB must be financially literate, only two of the
members must be or have been certified public accounts (CPAs). The remaining three
members must not and cannot have been CPAs. While the PCAOB Chair may be one
of the two CPA members, he or she must not have been engaged as a practicing CPA
for at least five years prior to PCAOB appointment.

PCAOB Membership The current PCAOB members and their previous professional
activities are as follows:

* William J. McDonough, Chair: Previously president and chief executive offi-
cer (CEO) of the Federal Reserve Bank of New York

* Kayla J. Gillan, Member: Previously with California Public Employees’ Re-
tirement System (CalPERS) where she served as its chief legal adviser with ex-
pertise in public pension, trust, and securities law

* Daniel L. Goelzer, Member: CPA, and formerly a partner at the law firm of
Baker & McKenzie and general counsel to the SEC; practice focused on securi-
ties and corporate law

* Willis D. Gradison, Jr., Member: Previously a nine-term member of Congress
(Ohio), former head of the Health Insurance Association of America, and former
lobbyist at the Washington firm of Patton Boggs, LLP

* Charles D. Niemeir, Member: CPA, previously with the SEC where he was
the co-chair of the Financial Fraud Task Force and the Chief Accountant in the
Division of Enforcement
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PCAOB Duties and Responsibilities

Under Section 102, only public accounting firms approved for registration with the
PCAOB are authorized to prepare or issue audit reports on the financial statements of
companies registered with the SEC. The application for registration requires the ac-
counting firm to provide detailed information regarding its audit clients, internal qual-
ity control policies and procedures, accounting personnel, licensure, and financial
standing. T'o maintain registration, approved firms must agree to undergo periodic in-
spections, and once the requirement for annual reports is instituted, approved firms
must provide annual reports to the PCAOB. Some firms may be required to report
more frequently than annually, and may be asked to supply additional information or
update the initial application.

In addition to evaluating and approving firms for registration, the PCAOB has a
number of other duties and responsibilities. Under Sections 103, 104, 105, 107, and
109, the PCAOB must:

 Set its budget and manage the operations of the PCAOB and its staff; funding
comes from firm registration fees and accounting support fees from publicly held
companies or issuers

* File an annual report with the SEC

* Establish or adopt, by rule, auditing, quality control, ethics, independence, and
other standards relating to the preparation of audit reports

» Enforce compliance with SOX, PCAOB rules, professional standards, and the se-
curities laws relating to the preparation and issuance of audit report and the related
obligations and liabilities of auditors

» Conduct investigations of registered firms, replacing the traditional firm-in-firm
peer review system

* Establish procedures to investigate and discipline registered firms and their per-
sonnel if suspected of rules violations

* Conduct disciplinary proceedings and impose appropriate sanctions; sanctions can
include revoking or suspending a firm’s registration and financial penalties up to
$15 million

* Submit all disciplinary sanctions to the SEC for review; the SEC may modify or

cancel sanctions

Examples of Disciplinary Proceedings and Sanctions In a recent violations case, the
PCAOB revoked the registration of Goldstein and Morris CPAs, P.C., and barred Ed-
ward B. Morris, who was the co-founder, president, and managing partner in the firm,
from being an associated person of a registered public accounting firm. The PCAOB
imposed these sanctions against the firm and Morris for concealing information from
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the PCAOB and for submitting false information during the course of a PCAOB in-
spection (PCAOB, 2005). As part of an inspection, the PCAOB requested information
regarding the audits of two companies, New York Film Works, Inc. and RTG Ven-
tures, Inc. One of the employees of the accounting firm had both worked on the au-
dits of the companies and helped in the preparation of the financial statements. Auditors
are prohibited from supplying accounting services, such as financial statement prepara-
tion, to their audit clients, and records regarding these services were omitted from the
materials submitted to the PCAOB.

Alan J. Goldberger, CPA, and William A. Postelnik were partners at Goldstein &
Morris at the time the false information was submitted and participated in discussion
with Morris about concealing the records and falsifying the information, and helped to
develop the plan to do so. The PCAOB censured both Goldberger and Postelnik for
their misconduct. The sanctions were limited to censures because Goldberger and
Postelnik voluntarily contacted the PCAOB and disclosed the violation (PCAOB,
2005).

Title 1l: Auditor Independence

Title IT of SOX seeks to establish auditor independence from the company being au-
dited by defining and limiting the services the auditing may provide, and by setting the
engagement standards of the auditor and the company.

Prohibited Services
Under Section 201, the auditor is prohibited from providing the following services:
* Bookkeeping or other services related to the accounting records or financial state-
ments
* Financial information systems design and implementation
 Appraisal or valuation
* Actuarial
* Expert services unrelated to the audit
* Internal audit outsourcing
* Management and human resources functions
* Investment advisor, investment banking, or broker-dealer

* Legal

Engagement Standards

In regard to the engagement standards, Sections 202, 203, and 206 require the audit
committee to preapprove all services provided by the auditor before the auditor is
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engaged, oblige the audited firm to rotate its auditors on a regular basis, define and pro-
hibit conflicts of interest between auditors and the audited company, and require the
auditing committee of the audited company to be responsible for the oversight of its
auditors. In addition, Section 204 identifies specific information the auditor must con-
vey to the audit committee before the audit report is issued. The auditor must com-
municate the following:

 All critical accounting policies and practices used in preparing the financial state-
ments, including any changes to those policies and procedures

* All alternative treatments of financial information that are within generally
acceptable accounting principles (GAAP) that have been discussed with
management

* Any material written communications between the accounting firm and the com-

pany’s management

Title 11l: Corporate Responsibility

Title III of SOX imposes new obligations on the senior management team, the audit
committee, and the attorneys of companies registered with the SEC. In addition, Title
III contains provisions to guard against profiteering from issuing misleading financial
information about the company to the public, to protect pension funds, and to remove
individuals from management of the board for wrongdoing.

Senior Management Team Obligations

For the senior management team, Section 303 makes it unlawful for any officer or di-
rector to exert improper influence on the auditor engaged in the audit of the com-
pany’s financial statements. Section 302 applies to public companies filing quarterly and
annual reports with the SEC under either Section 13(a) or 15(d) of the Securities and
Exchange Act of 1934. As part of each report, Section 302 requires the CEQO, Chief Fi-
nancial Officer (CFO), and others performing similar functions to certify each quarterly
and annual report. In addition, the certifying officers must make disclosures in the
quarterly and annual reports regarding the company’s disclosure controls and proce-
dures and internal controls over financial reporting.

Certification Requirements The SEC has specified the format and wording of the certi-
fication 1ssued by the certifying officers in detail. In general, the SEC requires each cer-
tifying officer to affirm the following:

* He or she has reviewed the report.

* Based on his or her knowledge and review, the report does not contain any un-
true or misleading statement of material fact.
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* Based on his or her knowledge and review, the report does not omit any state-
ments of material facts necessary to make the report fair, accurate, and full.

* Based on his or her knowledge and review, the financial statements and other fi-
nancial information in the report fairly present the financial condition, results of
operations, and cash flows of the company.

* He or she and the other certifying officers recognize their responsibility of estab-
lishing and maintaining effective disclosure controls and procedures.

* He or she and the other certifying officers have designed the disclosure controls
and procedures to ensure that they know all necessary financial and nonfinancial
information in a timely manner.

* He or she and the other certifying officers have evaluated the effectiveness of the
company’s disclosure controls and procedures within 90 days of the filing date and
have included the results of the evaluation in the report.

* He or she and the other certifying officers have reported to the auditors and to the
audit committee all significant deficiencies in the design or operation of the in-
ternal controls, any weaknesses in internal controls, and any fraud in the areas of
internal controls.

* He or she and the other certifying officers have included in the report any signif-
icant changes in internal controls subsequent to the evaluation, including any cor-
rective actions.

Internal and Disclosures Controls — As part of the report certification, the certifying offi-
cers must state that they have reported any weakness in the internal controls over fi-
nancial reporting. Although Section 302 requires the statement, the requirement to
actually perform a quarterly evaluation of the effectiveness of the internal controls is in
Title IV, Section 404. As part of the report certification, members of senior manage-
ment also must attest to the effectiveness of the company’s disclosure controls and pro-
cedures. Disclosure controls and procedures are designed to ensure that information
required to be disclosed by the company in its reports to the SEC is accurately
recorded, processed, summarized, and reported within the time periods required by the
SEC. Disclosure controls and procedures are broader than internal controls over fi-
nancial reporting. While the internal controls over financial reporting seek to ensure
the accuracy and timeliness only of financial information, disclosure controls and pro-
cedures include both financial and nonfinancial information. To achieve the goal of ac-
curate and timely SEC reports, both financial and nonfinancial information must be
accumulated and communicated to the company’s management in time for critical
evaluation. It is especially important that members of management who are required to
certify the quarterly and annual reports receive the information in a timely fashion, so
they can make decisions regarding disclosure on the reports.
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Audit Committee Obligations

Section 301 gives the audit committee the responsibility to appoint, compensate, and
oversee the auditor, and prohibits members of the audit committee from accepting, ei-
ther directly or indirectly, any compensation other than recompense directly related to
their roles as members of the board of directors and its committees. Title III also re-
quires the audit committee to develop and implement procedures to receive and re-
solve complaints and concerns from employees and others about accounting, internal
accounting controls, and auditing matters.

Attorney Obligations

Section 307 establishes “minimum standards of professional conduct” for attorneys
who provide legal services and who are in an attorney-client relationship with a pub-
lic company. Both in-house attorneys and outside counsel are required to report any
knowledge or evidence of a material violation of securities law or breach of fiduciary
duty. The attorney first reports to the company’s chief legal counsel or its CEO, but if
neither responds appropriately, the attorney must then report the evidence to the audit
committee, another board committee, or the board itself.

Management and Board Disincentives

Title III seeks to remove the financial incentives for misleading financial reporting
through three sections (Sections 304, 305, and 306). Under Section 304, management
members can no longer retain profits made from selling company stock or any bonus
or other incentive-based or equity-based compensation realized during the 12-month
period following the issuance of a noncompliant financial document. Section 305 gives
the SEC the authority to remove any management or board member if he or she is
deemed “unfit.” Under Section 306, members of management and the board are now
also prohibited from selling or buying any securities through the company’s equity
compensation plan during a pension fund blackout period.

Title IV: Enhanced Financial Disclosures

Title IV of SOX increases the financial disclosures a public company must make; pro-
hibits personal loans to management or board members (Section 402); requires disclo-
sure of changes in ownership by management, board members, and principal security
holders (Section 403); requires management to establish and maintain adequate inter-
nal controls and procedures for financial reporting; and requires a company to disclose
whether it has adopted a code of ethics for financial personnel.
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Disclosure of Off-Balance-Sheet Arrangements and Non-GAAP Measures

Section 401 requires disclosure of oft-balance-sheet arrangements and contractual obliga-
tions, such as long-term debt, capital lease, operating lease, or purchase obligations.
Section 401 also covers publicly disclosed or released pro forma financial information,
or what are termed “non-GAAP financial measures.” A non-GAAP financial measure
is defined as any numerical measure of a company’s historical or future financial health
that excludes amounts that are included in a GAAP financial measure or includes
amounts that are excluded in a GAAP financial measure. An example of a non-GAAP
financial measure is income before special items, such as restructuring expenses. Under
the GAAP financial measure, restructuring expenses would normally be included with
all other expenses that are subtracted from revenues in order to determine income. Ex-
cluding the restructuring expenses in the non-GAAP measure may mislead someone to
think that the income is higher than it actually is. Section 401 currently allows the use
of non-GAAP measures, but prohibits them from being misleading.

Internal Control Evaluation and Report

Under Section 404, management is required to perform quarterly evaluations of the ef-
fectiveness of the company’s internal controls and procedures for financial reporting.
The results of all the quarterly evaluations will be included in an internal control report
that is submitted to the SEC as part of its required annual filing (Form 10-K). The an-
nual internal control report must include the following:

 Statement of management’s responsibilities to develop, implement, and maintain

adequate internal controls and procedures for financial reporting

* Management’s assessment of the effectiveness of the internal controls and proce-
dures based on management’s evaluation of them

* External auditor’s opinion of management’s evaluation of the effectiveness of in-
ternal controls and procedures

Code of Ethics Disclosure

Section 406 requires a company to disclose whether it has required the principal exec-
utive officer, principal financial officer, principal accounting officer or controller, and
others performing similar functions to adopt a code of ethics. Under the SEC’s defin-
ition of “code of ethics,” a code of ethics must include written standards that could rea-
sonably promote:

* Accountability for adherence to the code

* Fair, accurate, timely, full, and comprehensible disclosure in materials and docu-
ments submitted to the SEC and in other public communications
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* Ethical handling of any actual or apparent conflicts of interest
* Compliance with all applicable laws, rules, and regulations

* Internal reporting of code of ethics violations

Financial Expert Disclosure

Since the effectiveness of any company’s audit committee is dependent upon the com-
mittee’s level of knowledge and expertise in matters related to auditing and financial is-
sues, Section 407 requires the company to disclose annually in reports filed with the
SEC whether at least one member of its audit committee has sophisticated financial ex-
pertise and can be considered an “audit financial expert.” The required qualifications
for being an audit financial expert include:

* Understanding of GAAP and financial statements

* Experience in preparing, auditing, analyzing, or evaluating financial statements at
or beyond the level of complexity of the company’s financial statements

* Understanding of internal controls and procedures for financial reporting

* Understanding of audit committee functions

Titles V, VI, VII: Analyst Conflicts of Interest, Commission Resources
and Authority, Studies and Reports

Titles V, VI, and VII primarily provide details regarding security analysts, appropria-
tions, and various studies and reports performed by the GAO and others. While these
titles are important components of SOX, they are not directly relevant to the behav-
ior of public companies, nor do they apply to nonprofits. These titles will thus not be
discussed in any detail.

Title VIII: Corporate and Criminal Fraud Accountability Act of 2002

Title VIII, also referred to as the Corporate and Criminal Fraud Accountability Act of
2002, creates criminal penalties for fraud and document destruction, provides protec-
tion for whistleblowers who provide evidence of fraud, specifies that debts incurred in
violation of securities fraud laws are nondischargeable (Section 803), extends the statute
of limitations on securities fraud claims, and creates a new crime for defrauding share-
holders of publicly traded companies (Section 807).

Document Destruction

Section 802 amends the federal obstruction of justice statute. It is now a felony to
“knowingly” destroy, conceal, cover up, add to, or falsify documents or records in
order to impede or obstruct any federal investigation or bankruptcy proceeding. While
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destruction of documents with intent to obstruct a federal investigation was already a
criminal offense under the existing statute, the statute only applied to ongoing investi-
gations. The new offense also covers contemplated investigations and provides for the
imposition of fines, imprisonment for up to 20 years, or both, for the violation of
the statute.

Preservation of Audit Materials

Auditors can also be charged with a felony if they fail to retain all audit and review
work papers and materials for a period of five years from the end of the fiscal year in
which the audit was conducted. Section 802 provides for the imposition of fines, im-
prisonment for up to ten years, or both, for the violation of the statute.

Whistleblower Protection

Under Section 806, employees of public companies and accounting firms who disclose
private company or firm information as evidence of accounting or auditing violations
or fraud to a supervisor, federal regulator, law enforcement agency, or member of
Congress are extended whistleblower protection.

Under whistleblower protection, it is unlawful for the employer to discriminate
against the employee in any manner if that employee engaged in the protected activ-
ity. Discrimination includes actions such as discharge, demotion, suspension, threats or
harassment, blacklisting, and disciplinary actions. Under this section, whistleblowers are
granted a remedy of special damages and attorney’s fees. The PCAOB has established
the Center for Enforcement Tips, Complaints, and Other Information to provide em-
ployees with an easy avenue for submitting evidence to the PCAOB (PCAOB, 2003).

Extended Statute of Limitations

The statute of limitations for claims of securities fraud is extended under Section 804.
Previously, the statute of limitations was three years from the time the fraud was com-
mitted, or one year after the fraud was discovered. Section 804 extended the limitations
to the earlier of five years from the time the fraud was committed, or two years after
the fraud was discovered.

Title IX: White-Collar Crime Penalty Enhancements Act of 2002

Title IX, also referred to as the White-Collar Crime Penalty Enhancements Act of
2002, creates or enhances penalties for a variety of “white-collar” crimes. Section 902
extends the penalties for actually committing the crime or violation to cover individuals
who only attempt or conspire to commit the crime or violation. Section 903 increases the
penalties for wire and mail fraud from five years to 20 years; Section 904 increases the
fine and penalties for violations of Section 501 of the Employee Retirement and
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Security Act of 1974; and Section 905 requires the U.S. Sentencing Commission to re-
view the Federal Sentencing Guidelines to ascertain that they reflect the serious nature
of securities and accounting fraud.

Criminal Penalties under Section 906

Section 906 is one the most controversial sections of Title IX, as it creates criminal
penalties for a public company’s CEO and the CFO (or equivalent) in regard to certi-
fication of SEC quarterly and annual reports. Under Section 906, the CEO and CFO
must certify that the quarterly and annual reports, which contain the financial state-
ments and are submitted to the SEC as required under Section 13(a) or 15(d) of the Se-
curities Exchange Act of 1934, comply fully with the provisions of the Securities
Exchange Act. In addition, they must certify that the reports fairly present the opera-
tions and financial condition of the company. This certification is in addition to the
certification that is required under Title III, Section 302. The maximum penalties for
willful and knowing violations under Section 906 are a fine of not more that
$5,000,000, imprisonment of up to 20 years, or both.

Title X: Corporate Tax Returns

Title X contains only one section, Section 1001, and does not require any action by
any party. Section 1001 expresses Congress’ belief that the corporation’s CEO should
sign the Federal income tax return of a corporation.

Title XI: Corporate Fraud Accountability Act of 2002

Title XI, also referred to as the Corporate Fraud Accountability Act of 2002, creates
new crimes and penalties acts, and gives the SEC authority to institute additional fraud
disincentives. Two sections of Title XI, Sections 1102 and 1107, apply to all corpora-
tions, including nonprofits.

SEC Disincentives

Two sections, Sections 1103 and 1105, give the SEC authority to institute new fraud
disincentives. During the course of an investigation of possible violations of securities
law, Section 1103 gives the SEC the authority to petition a Federal court to freeze the
payment of any extraordinary payment to any director, officer, partner, controlling
person, agent, or employee of a company for up to 45 days. This section gives the SEC
the authority to prohibit, either conditionally or unconditionally, and permanently bar
a person from serving as an officer or director of a public company if the person has
committed securities fraud.
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New Crimes and Penalties

Under Section 1104, Congress requests the U.S. Sentencing Commission to review
the Federal Sentencing Guidelines and to consider changes that would enhance the
sentences of officers and directors of public companies who commit acts of fraud and
related offenses. Section 1106 increased the criminal penalties, both fines and prison
terms, for violations of the Securities Exchange Act of 1934.

Provisions that Apply to Nonprofits

Section 1102 Section 1102 defines the tampering of any record or document to im-
pair the object’s integrity for use in an official proceeding as a crime. This section also
makes obstructing, influencing, or impeding any official proceeding, or attempts to do
so, a crime. The penalties for violation are a fine, imprisonment of up to 20 years, or
both.

Section 1107 Section 1107 makes it a crime and imposes criminal penalties for any or-
ganization to retaliate or take any harmful action against any person who has provided
any truthful information regarding the commission of any Federal oftense to a law en-
forcement officer. This applies to an actual commission of an offense, and to the possi-
ble commission of an offense. A reasonable belief or suspicion that an offense has been
committed is sufficient to create protection for the employee.

Under this section, “any harmful action” includes interference with the employment
or livelihood of the employee. This thus prohibits the organization from firing, de-
moting, suspending, harassing, refusing to promote, or reprimanding the employee.
The penalties for violations include a fine, or imprisonment up to 10 years, or both.

FAcTorRs THAT DROVE THE SWIFT
PassaGe oF SOX

After reviewing the legislative and regulatory content of SOX, it should be readily ap-
parent that SOX is a major piece of legislation that brought about substantive and
sweeping changes in securities law. What prompted such swift passage of such a far-
reaching piece of legislation? Most public policymaking in the United States is charac-
terized by modest modification in policy, a process aptly described as one of
incrementalism (Lindblom, 1969). What factors made SOX different?

Corporate Scandals

One of the drivers of the swift passage of the legislation was the tidal wave of corpo-
rate and accounting scandals that rocked the U.S. financial markets in 2000, 2001, and
2002. The SEC, the Department of Justice, the Federal Energy R egulatory Commission,



18 CHAPTER | BACKGROUND OF THE SARBANES-OXLEY AcT oF 2002

the Federal Bureau of Investigation, and U.S. Attorney Offices in New York, Denver,
and Houston were all investigating a number of publicly held companies for falsifying
financial statements, using questionable accounting procedures, mismanagement of as-
sets, or otherwise misleading their shareholders and the public about their financial
standing. A partial listing of the organizations under investigation included Adelphia
Communications, AOL, Bristol-Myers Squibb, CMS Energy, Dynergy, Duke Energy,
Enron, Global Crossing, Halliburton, Homestore.com, IMClone Systems, Mirant,
Peregrine Systems, Qwest Communications International, Reliant Energy, WorldCom,
and Xerox (Patsuris, 2002). The allegations included:

* Adelphia Communications: Gave the founding Rigas family and other exec-
utives $3.1 billion in off-the-books loans and hid the loans

* AOL: Inflated sales by treating barter deals and advertisements sold on behalf of

others as revenues

* Bristol-Myers Squibb: Inflated its 2001 revenues by forcing wholesalers to ac-
cept more inventory than needed

* CMS Energy: Boosted trading volumes and revenues through “round-trip” trades

* Duke Energy: Boosted trading volumes and revenues through “round-trip”
trades

* Dynergy: Boosted trading volumes and revenues through “round-trip” trades

* Enron: Boosted profits and hid debts by improperly using oft-the-books part-
nerships, manipulated the California and Texas energy markets, and bribed for-

eign governments to win contracts abroad

* Global Crossing: Inflated revenues by engaging in network capacity “swaps”
with other carriers, and shredded documents related to accounting practices

e Halliburton: Recorded $100 million in annual construction cost overruns before
clients had agreed to pay for them

* Homestore.com: Inflated sales and revenues by recording barter transactions as

revenuce

* ImClone: CEO Sam Waksal engaged in insider training and improperly used
ImClone assets as collateral for a personal bank loan of $44 million

* Mirant: Inflated revenues by $1.1 billion

* Peregrine Systems: Inflated sales and revenues by improperly recognizing rev-
enues from third-party resellers
* Qwest Communications International: Inflated revenues by engaging in net-

work capacity “swaps” with other carriers

* Reliant Energy: Boosted trading volumes and revenues through “round-trip”
trades
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* WorldCom: Recorded $3.8 billion in operating expenses as capital expenses and
gave founder Bernard Ebbers $400 million in off-the-books loans

* Xerox: Over a five-year period, boosted income by $1.5 billion

Auditor Scandals

Certified public accounting firms also had their share of high-profile scandals. If an au-
ditor from a public accounting firm examines the financial statements of public com-
panies and gives an unqualified opinion regarding those statements, the shareholders
and the public should have increased assurance that the statements were prepared in ac-
cordance with GAAP, that GAAP was applied on a consistent basis, and that the state-
ments included all the information necessary to fairly present the company’s financial
standing. Since public companies registered with the SEC are required to have their fi-
nancial statements audited by an external auditor, how were the public companies able
to produce such misleading financial statements?

There are a number of reasons why the auditor’s opinion does not accurately repre-
sent the condition of the financial statements. In some cases, auditors simply make er-
rors. In other cases, however, an auditor’s opinion may be biased, not objective, and
not independent of the organization being audited. The auditor may have a financial
incentive to misrepresent the fairness of the financial statements. If, for example, the
firm performing the audit is also receiving substantial compensation for providing con-
sulting, tax work, or other services, the accounting firm has a financial incentive to
maintain a good relationship with the company being audited. The desire to maintain
the relationship—and the compensation—may bias the audit report to reflect a more
positive financial position than exists. Biased auditor reports can also occur if the rela-
tionship between the management of the company being audited and the auditor is too
“cozy.” The loyalty of the auditor may lie with management instead of with the share-
holders, and the auditor’s evaluation of the statements may be biased by that loyalty.

Arthur Andersen LLP and Enron

As discussed previously, one of the public companies under investigation was Enron.
For several years, Enron, an energy company, participated in a number of partnership
transactions that lost the company a substantial amount of money. In 2001, Enron re-
ported that it had failed to follow GAAP in its financial statements for 1997 through
2001 by excluding these unprofitable transactions. In these erroneous financial state-
ments, the organization reported large profits when, in fact, it had lost a total of $586
million during those years. Neither internal nor external controls detected the finan-
cial losses disguised as profits. The revelation of the erroneous financial reporting led to
a collapse in the price of Enron stock. The price of Enron stock fell from $83 per share
in December 2000 to less than $1 per share in December 2001. However, some of
Enron’s managers made millions of dollars by selling their company stock before its
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price plummeted. Other investors experienced substantial losses, including Enron em-
ployees who had invested a large portion of their retirement portfolios in Enron stock
(Securities and Exchange Commission v. Timothy A. DeSpain, 2005; Securities and
Exchange Commission v. Richard A. Causey, Jeftery K. Skilling, and Kenneth L. Lay,
2004).

The certified accounting firm of Arthur Andersen LLP, which had been one of the
largest accounting firms in the world, served as Enron’s auditor throughout the years
of erroneous statements. The firm allegedly “overlooked” Enron’s questionable ac-
counting practices since it was making a large amount of money for providing Enron
with consulting services and did not want to lose the consulting business. The firm was
indicted by the U.S. Department of Justice, and in June 2002 a jury convicted the firm
of obstructing justice by shredding Enron-related documents requested by the SEC.
U.S. District Judge Melinda Harmon sentenced the firm to a $500,000 fine and five
years’ probation. The conviction, however, essentially decimated the powerful Big
Five firm, and it lost most of its clients.

The 5th U.S. Circuit Court of Appeals affirmed the jury verdict, but on May 31,
2005, the U.S. Supreme Court overturned accounting firm Arthur Andersen’s ob-
struction of justice conviction. The conviction, according to Supreme Court justices,
was improper because the jury instructions during the trial were too broad and vague,
and jurors couldn’t correctly determine whether the company actually committed the
crime. The reversal of the firm’s criminal conviction is thus based entirely on a trial
technicality: improper jury instructions (Arthur Anderson LLP v. United States, 2005).

Although the relationship between Enron and Arthur Andersen LLP is a dramatic
example of failure in the auditing process, there were a number of other accounting
firms whose auditing practices and relationships with auditing clients were under ques-
tion. Examples include Deloitte Touche and Adelphia, Ernst & Young and AOL,
KPMG and Xerox, and PricewaterhouseCoopers and Bristol-Myers Squibb.

Response of President Bush and the 107th Congress

As more and more scandals came to light, the public’s confidence in the capital mar-
kets and in the integrity of corporate financial statements was shaken. In part in re-
sponse to the lack of public confidence and the downward plummet in the stock
market, both President George W. Bush and the 107th Congress responded.

On March 7, 2002, the President announced his “Ten-Point Plan to Improve Cor-
porate Responsibility and Protect America’s Shareholders,” based on three core prin-
ciples: information accuracy and accessibility, management accountability, and auditor
independence. The points of the plan were:

* Each investor should have quarterly access to the information needed to judge a

firm’s financial performance, condition, and risks.
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* Each investor should have prompt access to critical information.

* CEOs should personally vouch for the veracity, timeliness, and fairness of their
companies’ public disclosures, including their financial statements.

* CEOs or other officers should not be allowed to profit from erroneous financial
statements.

* CEOs or other officers who clearly abuse their power should lose their right to
serve in any corporate leadership positions.

* Corporate leaders should be required to tell the public promptly whenever they
buy or sell company stock for personal gain.

* Investors should have complete confidence in the independence and integrity of
companies’ auditors.

* An independent regulatory board should ensure that the accounting profession is
held to the highest ethical standards.

* The authors of accounting standards must be responsive to the needs of investors.

* Firms’ accounting systems should be compared with best practices, not simply

minimum standards.

On July 9, 2002, President Bush issued Executive Order 1371, which established the
Corporate Fraud Task Force within the Department of Justice. Deputy Attorney Gen-
eral Larry Thompson heads the task force. The task force includes representatives from
seven U.S. Attorney Offices, the FBI, and SEC to oversee the investigation and pros-
ecution of financial fraud, accounting fraud, and other corporate criminal activity, and
to provide enhanced interagency coordination of regulatory and criminal investiga-
tions. Former Deputy Attorney General Thompson explained the goal of the Presi-
dent’s Corporate Fraud Task Force, “As we establish with ever increasing certainty the
prospect that corporate criminals will lose both their fortunes and their liberty, we will
have gone a long way to restoring the integrity of the market and the confidence of the
nation.” (Office of the Press Secretary, 2002.)

The Congress’ response was the relatively quick passage of SOX, a substantial piece
of legislation. It took less than six months (from February 14 to July 15) for both cham-
bers of Congress to pass the bill and send it to President Bush for signature. The Pres-
ident did so on July 30, 2002.

IMPLICATIONS OF SOX FoOrR NONPROFITS

The nonprofit sector has recently experienced its own recent scandals of perceived
wrongdoing and fiscal mismanagement. For example, the Nature Conservancy, United
Way, American Red Cross, Whitney Museum of American Art, Foundation for New
Era Philanthropy, and Feed the Children have all received substantial unfavorable



22 CHAPTER | BACKGROUND OF THE SARBANES-OXLEY AcT oF 2002

media coverage of their apparent failures in accountability and adherence to mission
(Bothwell, 2001). Incidents such as these have cast the nonprofit sector in an unfavor-
able light, and have damaged the public’s trust in the integrity and the public benefit
of nonprofits. While it is true that the majority of the SOX provisions currently only
apply to publicly traded corporations and not to nonprofit organizations, nonprofits
could benefit operationally from adopting some of the SOX provisions as “best prac-
tices.” In addition, voluntarily adhering to the SOX standards would create greater
credibility and the ability to recruit high quality board members, and attract the favor-
able attention of major donors, foundations, and other funding sources.

Pressure for Enhanced Nonprofit Regulation

If the nonprofit sector wants to obtain its current level of relative self-regulation, non-
profit leaders need to make a visible effort to improve organizational governance and
accountability. If this does not occur, nonprofits may come under additional unwanted
regulation by the government. Some members of Congress and state attorney generals
have already suggested that additional provisions of SOX should be applied to non-
profits, the State of California recently passed legislation that imposes many SOX-like
provisions on California nonprofits, the IRS has suggested several proposals for in-
creased oversight and enforcement, and some nonprofit groups are developing their
own set of regulatory proposals.

Senate Finance Committee

In June 2004, the Senate Finance Committee released its staff draft “White Paper” that
contained a number of proposals to impose under federal law SOX-type governance
requirements on the nonprofit sector (OMB Watch, 2004). The proposals were based,
in part, on the findings from the June 22 hearing conducted by the State Finance Com-
mittee—"Charity Oversight and Reform: Keeping Bad Things from Happening to
Good Charities.” Among the proposals were the following:

* Five-year review of tax-exempt status by the Internal Revenue Service (IRS)
* Apply private foundation self-dealing rules to public charities

* Limit amounts paid for travel, meals, and accommodations

* Establish standards for acquisition and/or conversion of a nonprofit

* Improve quality and scope of Form 990 and financial statements

* Require CEO (or equivalent) to sign a declaration under penalties of perjury con-
firming the existence of processes and procedures ensuring that the nonprofit’s
Federal and state tax returns comply with the Internal Revenue Code to provide
reasonable assurance of the accuracy and completeness of all material aspects of the
tax return
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Establish penalties for failure to file a complete and accurate Form 990
Establish penalty for failure to file a timely Form 990

Require electronic filing of tax returns and financial statements
Establish IRS standards for Form 990

Require disclosure of performance goals, activities, and expenses in Form 990 and

financial statements
Require disclosure of investments
Enforce governing board roles of audit and oversight

Enforce governing board composition, terms, and liability

Nonprofit Integrity Act of 2004

California’s Nonprofit Integrity Act of 2004 (Larsen, 2004) imposes many of the pro-

visions of SOX on nonprofits operating in California. Senator Byron Sher (D—-Stan-

ford) and the bill’s sponsor, Attorney General Bill Lockyer, have stated that the purpose

of the legislation is to minimize nonprofit accounting scandals and incidents of abuse

by some commercial fundraising outfits.

The Nonprofit Integrity Act is not the sweeping, overarching legislation that SOX

1s, but it is quite significant in its mandates. The new law fairly breaks into two sub-

jects—financial reporting and governance, and charitable fundraising regulation. Some

of the key provisions of the act are:

For nonprofits with gross revenues of $2 million or more, the nonprofit must:

Conduct an external annual audit of financial statements, using GAAP
Have an independent auditor

Make public disclosure of audited financial statements

Board of directors must establish an audit committee

Board of directors must review and approve the compensation of the CEO and

CFO

For all nonprofits, regardless of size, which are registered with the Attorney General,

the nonprofit must:

Make public disclosure of financial statements if they are audited

Register with the Registry of Charitable Trusts within 30 days, changed from 6
months
Provide notice to the Attorney General of commencement of any solicitation by

a commercial fundraiser ten days before the start of the campaign

Have all contracts with commercial fundraisers signed by an official of the non-
profit and contain a “boilerplate” of provisions
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» Exert control over and assume responsibility for all fundraising activities

* Void contracts with commercial fundraisers who have not registered with the At-
torney General’s Registry of Charitable Trusts

» Cancel contracts with commercial fundraisers without liability if the fundraisers
make material misrepresentations during solicitation, or are found to have been
convicted of a crime arising from fundraising activities

Commiissioner of the Internal Revenue Service—Mark W. Everson

On April 5, 2005, the Commissioner of the Internal Revenue Service, Mark W. Ever-
son, presented a written statement before the U.S. Senate Committee on Finance
hearing on “Charities and Charitable Giving: Proposals for Reform.” In his statement,
Everson pointed out some of the IRS’ concerns regarding tax-exempt charities:

* Terrorist financing by charities

* Overcompensation of nonprofit management and staff
* Opvervaluation of noncash donations

* Misuse of donor-advised fund arrangements

* Excessive political activities

* Misuse of tax shelters

In the statement, Everson requested that Congress increase IRS funding in order for
it to exert more oversight over the nonprofit sector.

Panel on the Nonprofit Sector

On June 22, 2005, the Panel on the Nonprofit Sector, convened by Washington,
D.C.-based Independent Sector, gave its recommendations to the U.S. Senate Finance
Committee (Panel on the Nonprofit Sector, 2005; Jones, 2005). The report was in re-
sponse to federal proposals aimed at improving charitable governance and accountabil-
ity. The 116-page final report provided 120 suggested actions for the IRS, legislators,
and charitable organizations. Some of the changes suggested to the IRS were:

* Charities with at least $2 million in total revenue and filing a Form 990 or Form
990PF would be legally required to conduct a yearly financial audit.

* Organizations with $500,000 to $2 million in total revenue would be required to
have an independent public accountant review financial statements.

* Charities with less than $25,000 in revenue would face automatic suspension of
tax-exempt status if they fail to file an annual notice with the IRS for three con-
secutive years.
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Require CEOs, CFOs, or the highest-ranking officer to sign tax and information

forms.

Suspend tax-exempt status of organizations that fail to comply with federal filing
requirements for two or more consecutive years.

Extend penalties imposed on individual and corporate tax preparers for omission
or misrepresentation of information, disregard of rules and regulations to preparers
of Form 990s.

Move forward with requiring e-filing of Form 990s and allow for separate
attachments.

Coordinate federal e-filing efforts with states.

Require e-filing of applications for tax-exempt status.

Some of the changes suggested for nonprofits were:

Adopt and enforce conflict of interest policies.
Include people with some financial literacy on its boards of directors.

Create whistleblower protection policies.

Some of the changes suggested for Congress were:

Define donor advised funds.

Prohibit charities from making grants to private nonoperating foundations from
donor advised funds.

Enact minimum activity rules for donor advised funds.

Prevent public charities from knowingly using donor advised funds to reimburse
donors/advisers for expenses incurred by them in an advisory capacity or making
grants to donors/advisers and related parties.

Increase funding for IRS enforcement of nonprofits.

CoONCLUSION

It should be clear that the current legislative environment is emphasizing greater ac-

countability for both the private and nonprofit sectors of the economy. It should also

be apparent that pressures are mounting for more SOX-like legislation directed at the

nonprofit sector. While it is true that the majority of the SOX provisions currently only

apply to publicly traded corporations and not to nonprofit organizations, nonprofits

could benefit operationally from adopting some of the SOX provisions as “best prac-

tices.” In addition, voluntarily adhering to the SOX standards would create greater

credibility and the ability to recruit high-quality board members, and attract the favor-

able attention of major donors, foundations, and other funding sources.
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WoRKSHEET: SOX AND RELEVANCE
To NoNPROFIT OPERATIONS

As discussed throughout this chapter, SOX and SOX-influenced legislation does have
major implications for nonprofits. Exhibit 1.3, SOX and Relevance to Nonprofit Opera-
tions, will help a nonprofit develop a deeper understanding of those implications. For
each title of SOX, review the provisions described in the chapter and develop ways in
which those provisions have relevance for the nonprofit sector. For example, Title I es-
tablishes the PCAOB, which oversees public companies. Should the nonprofit sector
have a similar overseeing body? Why or why not? Section 404 of SOX requires man-
agement in public companies to conduct periodic evaluation of the company’s inter-
nal control system. Could this be a “best practice” for nonprofits? Why or why not?

ExHIBIT 1.3 WORKSHEET: SOX AND RELEVANCE TO
NONPROFIT OPERATIONS

Relevance to
SOX Titles and Sections Nonprofit Operations

I. Public Company Accounting Oversight Board

101: Establishment, administrative provision

102: Registration with the Board

103: Auditing, quality control, and independent standards and rules
104: Inspections of registered public accounting firms

105: Investigations and disciplinary proceedings

106: Foreign public accounting firms

107: Commission oversight of the Board

108: Accounting standards

109: Funding

Il. Auditor Independence

201: Services outside the scope of practice of auditors

202: Preapproval requirements

203: Audit partner rotation

204: Auditor reports to audit committees

205: Conforming amendments

206: Conflicts of interest

207: Study of mandatory rotation of registered public accounting firms
208: Commission authority

209: Considerations by appropriate State regulatory authorities

lll. Corporate Responsibility

301: Public company audit committees

302: Corporate responsibility for financial reports

303: Improper influence on conduct of audits

304: Forfeiture of certain bonuses and profits

305: Officer and director bars and penalties

306: Insider trades during pension fund blackout periods
307: Rules of professional responsibility for attorneys
308: Fair funds for investors
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Relevance to
SOX Titles and Sections Nonprofit Operations

IV. Enhanced Financial Disclosures

401: Disclosures in periodic reports

402: Enhanced conflict of interest provisions

403: Disclosure of transactions involving management and
principal stockholders

404: Management assessment of internal controls

405: Exemption

406: Code of ethics for senior financial officers

407: Disclosure of audit committee financial expert

408: Enhanced review of periodic disclosures by issuers

409: Real-time issuer disclosures

V. Analyst Conflicts of Interest
501: Treatment of security analysts by registered securities
associations and national security exchanges

VI. Commission Resources and Authority

601: Authorization of appropriations

602: Appearance and practice before the Commission

603: Federal court authority to impose penny stock bars

604: Qualifications of associated persons of brokers and dealers

VII. Studies and Reports

701: GAO study and report regarding consolidation of public
accounting firms

702: Commission study and report regarding credit rating agencies

703: Study and report on violators and violations

704: Study of enforcement actions

705: Study of investment banks

VIII. Corporate and Criminal Fraud Accountability

8o1: Short title

802: Criminal penalties for altering documents

803: Debts nondischargeable if incurred in violation of securities
fraud laws

804: Statute of limitations for securities fraud

805: Review of Federal sentencing guidelines for obstruction of justice
and extensive criminal fraud

806: Protection for employees of publicly traded companies who
provide evidence of fraud

807: Criminal penalties for defrauding shareholders of publicly
traded companies

IX. White Collar Crime Penalty

901: Short title

902: Attempts and conspiracies to commit criminal fraud offenses

903: Criminal penalties for mail and wire fraud

904: Criminal penalties for violations of the Employee Retirement
Income Security Act of 1974

905: Amendment to sentencing guidelines relating to certain
white-collar offenses

906: Corporate responsibility for financial reports

(continues)
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ExHIBIT 1.3 WORKSHEET: SOX AND RELEVANCE TO
NONPROFIT OPERATIONS (CONTINUED)

Relevance to
SOX Titles and Sections Nonprofit Operations

X. Corporate Tax Returns
1001: Sense of the Senate regarding the signing of corporate tax
returns by Chief Executive Officers

XI. Corporate Fraud and Accountability

1101: Short title

1102: Tampering with a record or otherwise impeding an official
proceeding

1103: Temporary freeze authority for the Securities and Exchange
Commission

1104: Amendment to the Federal Sentencing Guidelines

1105: Authority of the Commission to prohibit persons from serving as
officers or directors

1106: Increased criminal penalties under Securities Exchange Act of 1934

1107: Retaliation against informants
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The Big Bam Foundation, a breast cancer charity founded by a breast cancer sur-
vivor, has been under investigation by the California and New York Attorneys Gen-
eral for allegations that it misspent donations on everything from an island vacation to
supernatural guidance for its founder. Fundraising revenue for the foundation was sup-
posed to be directed toward free mammograms and to other breast cancer programs.
The nonprofit’s board authorized a forensic audit, which found significant errors in the
2001 and 2002 Forms 990. Allegedly, the forms indicate that 100% of the charity’s rev-
enue, which amounted to approximately $250,000 yearly, went to management and
administrative expenses in 2001 and 2002. The foundation claimed that 65% of dona-
tions went to charitable programs in 2003, but some former volunteers and contractors
challenged the accuracy of those figures.

Bank records, furnished to The San Francisco Chronicle by former volunteers, high-
lighted a number of questionable charges, including:

* More than $1,000 in ATM withdrawals and requests for cash back when some-
one used the foundation’s debit card

* A $1,100 charge to a clairvoyant

* Thousands of dollars in checks that Big Bam founder and president, Janice Bona-

dio, wrote to herself. It’s unclear whether anyone else approved the transactions

Additional allegations assert that Bam’s board never formally approved Bonadio’s
salary. According to the Chronicle, Big Bam elected a new slate of board members on
August 16, 2004, but didn’t have any record of prior board meetings (Wallack, 2004).

29
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CHAPTER OVERVIEW

The corporate scandals described in Chapter 1 raised the bar of accountability for all or-
ganizations—private sector and nonprofits alike. Although it may appear that SOX
provisions apply strictly to publicly traded companies, the reality is that there are SOX
compliance requirements that apply to all organizations, even nonprofits. Because the
level of accountability and transparency has been elevated for all organizations, the best
practices that emerged from the SOX legislation present an added value for nonprof-
its. This chapter will review the two requirements and the value that adopting the best
practices will add to the nonprofit.

CHAPTER OBJUECTIVES
By the end of this chapter, you should be able to:

* Describe the two SOX requirements for all organizations, including nonprofits.

* Describe SOX best practices and the benefits that these best practices provide to
nonprofits.

* Describe how the legislative environment has changed public expectations of
nonprofit accountability and transparency.

* Discuss the common themes and issue areas that are addressed through state leg-
islation.

WHAT ARE NONPROFITS REQUIRED
T0 Do UNDER SOX?

As we learned in Chapter 1, the Public Company Accounting Reform and Investor
Protection Act, commonly referred to as “Sarbanes-Oxley” and “SOX” after its spon-
sors, Senator Paul Sarbanes (D—-MD) and Representative Michael Oxley (R—OH), was
passed in 2002 in the wake of the Enron corporate scandal. Although SOX was initially
intended to raise the bar for integrity and competence for publicly traded companies,
its effect has been to promote greater accountability within both the nonprofit and pri-
vate sectors.

SOX Requirements for All Organizations—Even Nonprofits!

Currently, only two of the provisions in SOX directly apply to nonprofit organizations.
Nonprofits are required to adhere to “Whistleblower Protection” requirements, which
provides protection to employees who report suspected fraud or other illegal activities.
Employees or volunteers of a nonprofit are shielded from retaliation for making reports
of waste, fraud, or abuse.
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Nonprofits are also expected to have a fully functioning Document Preservation
policy in place. The Document Preservation policy has two aspects: preservation and
archiving of documents for the purpose of timely retrieval, and a prohibition against the
destruction or falsification of records or documents.

Whistleblower Protection

The first obligation from SOX that applies to all organizations is the requirement for a
documented Whistleblower Protection policy. SOX requires all organizations, includ-
ing nonprofits, to establish a means to collect, retain, and resolve claims regarding ac-
counting, internal accounting controls, and auditing matters. The system must allow
such concerns to be submitted anonymously. SOX provides significant protections to
whistleblowers, and severe penalties to those who retaliate against them.

Chapter 9 elaborates on the policies and procedures that contain at least the follow-
ing aspects:

* There is a confidential avenue for reporting suspected waste, fraud, and abuse
» There is a process to thoroughly investigate any reports
» There is a process for disseminating the findings from the investigation

* The employee filing the complaint will not be subjected to termination, firing,
harassment, or miss out on promotion

* Even if the findings do not support the nature of the complaint, the employee or
volunteer who made the complaint will not face any repercussions

All employees and volunteers should have a copy of the whistleblower policy and it
should be posted in clear view. This policy should also be covered in any orientation
or training programs the organization ofters for its employees and volunteers.

Document Management and Preservation Policy

Document storage and retention is another area within SOX that applies to all organi-
zations. The language in Section 802 describes the consequences for failing to imple-
ment a Document Retention system:

Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a
false entry in any record, document, or tangible object with the intent to impede, ob-
struct, or influence the investigation or proper administration of any matter within the ju-
risdiction of any department or agency of the United States or any case filed under Title
11, or in relation to or contemplation of any such matter or case, shall be fined under this
title, imprisoned not more than 10 years, or both.

Chapter 8 provides more insight into how this requirement needs to be tailored to
address both paper files and electronic files.
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SOX BesT PRACTICES

SOX best practices are designed to enhance the completeness and reliability of all as-
pects of the nonprofit’s operations. These practices include:

* Audit committee whose role is to oversee the annual audit or financial review (for
small nonprofits) and to upgrade the financial literacy of the board

* Enhanced detail and accuracy in the preparation of IRS Form 990

* Improved governance and a nonprofit board that understands its role as ultimately
accountable for the actions of the nonprofit, and is willing to take steps to enhance
professional development for each member

* Contlict of Interest policy and Code of Ethics that facilitate greater focus on de-
cision-making for the good of the nonprofit

* Internal controls, particularly as these relate to financial operations, and compli-
ance with all laws and regulations at the federal, state, and local levels

* Transparency at all levels of management

* Adherence to policies and procedures—and enforcement

The nonprofit’s commitment to adopting and maintaining SOX best practices can
be demonstrated in the deliverables of a review of internal controls. The process and
outcomes can be used to measure the development of the platinum standard. Compli-
ance cannot simply be a rote operation; it must be demonstrated that the commitment
to excellence transcends all levels of the organization and is evident in all the opera-
tional systems and in the symbiotic relationship that exists among the various systems
within the organization.

BENEFITS OF IMPLEMENTING BEsT PrRACTICES—
ADDING VALUE TO THE NONPROFIT

* Governance: A more effective board whose members understand and adhere to
their fiduciary obligations and recognize their responsibility in governing the
company

* Accountability: Higher level of management and staft accountability

* Operations: Effective protocols to ensure the company remains in compliance
with SOX and the company’s “industry standards” and addresses future standards

* Marketing: Better competitive positioning by making known that the company

adheres to the SOX gold standard in its operating practices

+ Strategic positioning: Greater credibility and ability to attract necessary re-
sources, be these in the form of high-quality board members, sources of capital,
donors, or other fund sources
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ExniBiT 2.1 SARBANES-OXLEY REQUIREMENTS AND
BEST PRACTICES CHECKLIST

e Does your nonprofit have a Whistleblower Protection policy?

e Do your staff and volunteers know how to make a confidential report of waste, fraud, or abuse?
Do they know their rights under the Whistleblower Protection policy?

e Does your nonprofit have a method for storing and archiving all documents—paper, electronic,
and e-mails?

e Does your nonprofit have a policy that prohibits the destruction of documents during an inquiry?
e How are board members recruited and screened for membership on the board?
¢ Does your nonprofit’s senior management recruit board members?

e Are new and current board members required to attend orientation sessions that address their
obligations and performance expectations?

e Does your nonprofit allow members of the same family to serve together on the board?
e Does your board meet at regular intervals? Is there an attendance requirement?
¢ Are minutes kept for all board and committee meetings? How are these minutes stored?

e Does your nonprofit have an audit committee whose role is to oversee the annual audit or
financial review (for small nonprofits) and to upgrade the financial literacy of the board?

e Has your nonprofit taken steps to achieve a level of enhanced detail and accuracy in the
preparation of IRS Form 990?

e Does your nonprofit have a Conflict of Interest policy and a Code of Ethics that facilitate greater
focus on decision-making for the good of the nonprofit?

e Has your nonprofit reviewed and critiqued its internal controls, particularly as these relate to finan-
cial operations, and compliance with all laws and regulations at the federal, state, and local levels?

NoNPROFITS: CURRENT LEGISLATIVE
ENVIRONMENT

U.S. Senate Finance Committee Hearings on Nonprofit Accountability,
June 2004, and Hearing on Exempt Organizations: Enforcement
Problems, Accomplishments, and Future Direction, April 5, 2005

Although the features of SOX may on the surface appear to have more impact on the
private sector, the public sector (i.e., government) push for greater accountability in-
cludes the independent sector (i.e., the nonprofit world) as well.

The United States Senate Finance Committee, chaired by Senator Charles Grassley
(R—IA), held hearings on “Charitable Giving Problems and Best Practices” in June
2004 and April 2005. The common themes of the testimony of witnesses, documents
presented, and the White Paper produced by the Committee Staft is that nonprofit or-
ganizations have, through fiscal and governance abuses, diminished public trust. Pub-
lic outrage fueled these Congressional hearings on nonprofit abuses. Testimony from
both of these hearings contained insights into commonly held, but nevertheless dys-
functional, belief systems that appear to populate much of the nonprofit sector. In a
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similar fashion, federal regulators such as Mark Everson of the IRS outline the steps the
federal government is willing to take to standardize compliance within the nonprofit
sector.

Internal Revenue Service Commissioner’s Testimony—2004 and 2005

Mark Everson, Commissioner of the IRS, testified at both of Senator Grassley’s hear-
ings in 2004 and 2005. The IRS has been directed by the White House to more ag-
gressively monitor the IRS filings of nonprofits, and to ensure that nonprofit Form
990s are accurate, complete, and filed in a timely manner.

IRS Commissioner’s Testimony at the 2004 Grassley Hearings ~ As part of the Senate Fi-
nance Committee’s June 2004 hearings on nonprofit accountability, Mr. Everson pro-
vided some very sobering testimony on that agency’s plans for oversight and
enforcement of the nonprofit sector. According to Mr. Everson, the IRS’ short-term
agenda for bringing about nonprofit accountability includes:

* Addressing the Scope of the Abuses of Tax Advantages: The approxi-
mately 3,000,000 tax-exempt entities include almost 1,000,000 Section 501(c)(3)
charities and almost 1,000,000 employee plans. This sector is a vital part of our na-
tion’s economy that employs about one in every four workers in the United
States. In addition, nearly one-fifth of the total U.S. securities market is held by
employee plans alone . . . there are abuses of charities that principally rely on the
tax advantages conferred by the deductibility of contributions to those organiza-
tions. If these abuses are left unchecked, I believe there is the risk that Americans
not only will lose faith in and reduce support for charitable organizations, but that
the integrity of our tax system also will be compromised. I am committed to com-
bating abuse in this area.

* Scope of the IRS Strategic Plan for 2005-2009: Along with improving ser-
vice and modernizing computer systems, one of the strategic goals is to enhance
enforcement of the tax law . . . Historically, IRS functions regulating tax-exempt
entities have not been well funded due to the lack of revenue they generated. This
view is misdirected in light of the size and importance of the sector. With staffing
in this area flat at best and with the number of charities increasing annually, our
audit coverage has fallen to historically low levels, compromising our ability to
maintain an effective enforcement presence in the exempt organizations’ com-
munity. One of the plan’s four specific objectives is to deter abuse within tax-
exempt and governmental entities, and misuse of these entities by third parties for
tax avoidance or other unintended purposes.

* The Administration’s FY 2005 Budget: The budget contains a number of
legislative proposals, originally announced by the Treasury Department in March
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2002 to combat abusive transactions. These proposals include statutory changes
that would create better, coordinated disclosure of abusive transactions. Although
the Administration is committed to encouraging gifts to charity, it also wants to
ensure that taxpayers are accurately valuing property they donate to charity.

Recent Nonprofit Scandals—Governance: In recent years, there have been
a number of very prominent and damaging scandals involving corporate gover-
nance of publicly traded organizations. The Sarbanes-Oxley Act has addressed
major concerns about the interrelationships between a corporation, its executives,
its accountants and auditors, and its legal counsel. Although Sarbanes-Oxley was
not enacted to address issues in tax-exempt organizations, these entities have not
been immune from leadership failures. The IRS also has seen an apparent increase
in the use of tax-exempt organizations as parties to abusive transactions. All these
reflect potential issues of ethics, internal oversight, and conflicts of interest.

Scope of Enforcement: We have selected 50 tax-exempt credit counseling or-
ganizations for examination; the majority of these examinations are currently un-
derway. The balance will be assigned to agents by the end of this fiscal year. To
date, we have initiated and will be pursuing the use of proposed revocations of
exemption of credit counseling organizations in appropriate circumstances. We
also plan to seek injunctions and penalties against both individuals and companies
for promoting fraudulent tax schemes. The IRS will use all tools available to en-
sure that these organizations act lawfully, including revoking tax-exempt status
where warranted.

Compensation Issues: The issues of governance and executive compensation
are closely intertwined. The IRS is concerned that the governing boards of tax-
exempt organizations are not, in all cases, exercising sufficient diligence as they
set compensation for the leadership of the organizations. There have been nu-
merous recent reports of executives of both private foundations and public char-
ities who are receiving unreasonably large compensation packages. Neither a
public charity nor a private foundation can provide more than reasonable com-
pensation. In general, reasonable compensation is measured with reference to the
amount that would ordinarily be paid for comparable services by comparable en-
terprises under comparable circumstances. This summer (2004), the IRS is
launching a comprehensive enforcement project to explore the seemingly high
compensation paid to individuals associated with some exempt organizations.
This is an aggressive program that will include both traditional examinations and
correspondence compliance checks. These organizations need to know that their
decisions will be reviewed by regulatory authorities. Organizations also will be
asked for details concerning the independence of the governing body that ap-
proved the compensation and details of the duties and responsibilities of these
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managers with respect to the organization. Other stages will follow, and will in-
clude looking at various kinds of insider transactions, such as loans or sales to ex-
ecutives and officers.

Filing of Form 990: The IRS will be looking at organizations that failed to, or
did not fully complete, compensation information on Form 990. This information
will help inform the IRS about current practices of self-governance, both best
practices and compliance gaps, and will help the agency focus our examination
program to address specific problem areas.

Collaborative Enforcement Activities with Other Federal Agencies: The
IRS is working with other federal agencies in a number of areas. For example, we
continue to engage in information sharing with the FT'C to learn more about the
credit counseling industry. We expect to continue this mutually beneficial rela-
tionship and find other ways to leverage our scarce resources.

Enhancing Nonprofit Governance: Stronger governance procedures are
needed for exempt organizations. The sanctions for serious lapses in governance
are clear. There is the possibility of revocation of exemption, along with the var-
ious excise taxes against individuals that I mentioned before. But sanctions are a
last resort. Organizations without effective governance controls are more likely to
have compliance problems . .. [The IRS will] require disclosure of whether the
organization has a conflict of interest policy or an independent audit committee,
and whether additional disclosure should be required concerning certain financial
transactions or insider relationships. Our Form 990 revision team is working on a
comprehensive overhaul of the form to provide better compliance information
about these organizations to the IRS, the states, and the public.

Vehicle Donations: For a taxpayer, donating a car to a charity has definite ap-
peal. One can help a charitable cause, dispose of the car, and take advantage of tax
provisions that are designed to support the generosity of Americans. Deductions
are limited to the fair market value of the property. In its recent study, the GAO
estimated that about 4,300 charities have vehicle donation programs. In its review
of returns for tax year 2000, the GAO estimated that about 733,000 taxpayers
claimed deductions for donated vehicles they valued at $500 or more. Highly
troubling is GAQO’s analysis of 54 specific donations, where it appears that the
charity actually received less than 10% of the value claimed on the donor’s return
in more than half the cases, and actually lost money on some vehicles . . . we can-
not ignore the clear implications of the study ... We are educating donors and
charities on what constitutes a well-run donation program . . . We will be part-
nering with the states to distribute the brochures to the fundraising community,
as the states regulate fundraising activity. (Everson, Mark W., testimony before
the U.S. Senate Finance Committee, Washington, D.C., June 2004).
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IRS Commissioner’s Testimony at the 2005 Grassley Hearings In his testimony at the
2005 Grassley hearings, Mr. Everson made the following key points in his remarks:

* The Administration strongly encourages and supports donations to our
charities. Some entities now use their privileged status to achieve ends that Con-
gress never imagined when it conferred tax-exemption.

* The IRS strongly supports the Eight Guiding Principles of Account-
ability and Governance [from the Independent Sector’s report], and com-
mends Independent Sector and the Panel on the Nonprofit Sector for their role
in encouraging adherence to these standards of excellence. Good governance and
accountability are important given the size and impact of the tax-exempt sector
in our economy . . . Total assets of these organizations approximated $3.7 trillion
in 2002, with revenues of $1.2 trillion. Collectively these organizations file more
than 800,000 annual returns.

* The IRS Strategic Plan for 2005-2009 recognizes the significance of this sec-
tor for tax administration. The Strategic Plan sets out four key objectives designed
to enhance tax law enforcement over the next five years. One of these objectives
directly addresses the charitable sector. That objective is to deter abuse within tax-
exempt and governmental entities and misuse of such entities by third parties for
tax avoidance and other unintended purposes.

* Growth in IRS Budget. Despite the importance of this sector, until recently
our enforcement budget was not keeping up with its growth. By September
[2005] we will see a 30 percent increase in enforcement personnel for Exempt Organiza-
tions over September 2003 levels.

* Nonprofit Compliance Issues. A number of factors are impacting compliance
in the tax-exempt area. As might be expected, these factors do not necessarily op-
erate independently of one another. Taken together, however, they add up to a
culture that has become more casual about compliance and less resistant to non-compliance.
These are attitudes that we must work together to change.

* Increase in size and complexity of the tax exempt sector. This sector has
grown . . . the number of exempt entities on our master-file has increased by al-
most 500,000 since 1995, to 1.8 million today. In the period from FY 1998 to FY
2002 alone, the reported value of the assets of these organizations grew from ap-
proximately $2 trillion to more than $3 trillion. Further, most recent figures show
reported annual revenues for Internal Revenue Code (Code) Section 501(c)(3)
organizations at $897 billion.

» Lax attitudes toward governance. An independent, empowered, and active
board of directors is the key to insuring that a tax-exempt organization serves
public purposes, and does not misuse or squander the resources in its trust.
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Unfortunately, the nonprofit community has not been immune from recent
trends toward bad corporate practices. Like their for-profit brethren, many char-
itable boards appear to be lax in certain areas. Many of the situations in which we
have found otherwise law-abiding organizations to be off-track stem from the fail-
ure of fiduciaries to appropriately manage the organization . . . We have found is-
sues relating to how executive compensation is set and reported by nonprofits.
Similarly, issues exist as to whether sufficient due diligence and care is taken in fil-
ing tax and information returns.

Improved transparency in the tax-exempt sector. A positive development
in recent years is the improvement in “transparency’” within the tax-exempt sec-
tor. “Transparency” refers to the ability of outsiders—donors, the press, and in-
terested members of the public—to review data concerning the finances and
operations of a tax-exempt organization. By creating a means by which the pub-
lic may review and monitor the activities of tax-exempt organizations, we pro-
mote compliance, help preserve the integrity of the tax system, and help maintain
public confidence in the charitable sector. To achieve these goals, we began in the
mid-to-late 1990s to image Forms 990, the annual information returns filed by
many tax-exempt organizations. We put this information on CDs, and provide it
to members of the public, including a number of watchdog groups that monitor
charitable organizations. These groups put the information up on their websites,
where it is available to the press and to the public. This process has resulted in in-
creased press and public scrutiny of the tax-exempt sector, which we believe is
highly desirable. It has also increased the ability of the IRS and state regulators to
access Form 990 data, because they are more readily available. Transparency is a
lynchpin of compliance within the sector. Therefore, part of our work is to im-
prove exempt organization transparency, including better data quality and better
data availability. With our e-filing initiatives, planned changes to Form 990, ex-
panded imaging of returns, and changes to the application process and the Form
1023, we expect substantial progress toward this goal. All exempt organizations
can now file their annual returns electronically. Electronic filing was available for
Form 990 and 990EZ filers in 2004, and is now available this year for private
foundations, which file Form 990-PF. We want to encourage e-filing because it
reduces taxpayer errors and omissions and allows us, and ultimately the public, to
have ready access to the information on the return. For this reason, we have re-
quired e-filing in certain cases. Under proposed and temporary regulations, by
2007 we will require electronic filing for larger public charities and all private
foundations.

Improving the Form 990. The current form is not particularly “user-friendly,”
and does not give us all the information IRS agents need to do their jobs; the pub-
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lic 1s similarly constrained. We are at work revising the form. We anticipate that
the revised form will have specific questions or even separate schedules that focus
on certain problem areas. For example, filers should not be surprised to find spe-
cific schedules or detailed questions relating to credit counseling activities, sup-
porting organizations, compensation practices, and organizational governance.
The timing of the revision of the Form 990 is somewhat dependent on our part-
ners, including the states which use the Form 990 as a state filing, and software de-
velopers. We are also expanding our Form 990 imaging capabilities. We already
image the returns of public charities and private foundations. This month, for the
first time, we are imaging the returns of our many categories of exempt organi-
zations that are not section 501(c)(3) organizations. This will allow our agents im-
mediate access to these returns, and will allow us to respond quickly to public
requests for returns. While important at this time, it is our hope that imaging will
become a relic of the past as electronic filing becomes the norm.

White Paper—Senate Finance Committee 2004 Hearings

Subsequent to the hearings and testimony, a staft discussion paper was released with
recommendations for closer regulation of nonprofits. Presently, these are simply a se-
ries of recommendations by Congressional staff, but the tone and reach of the recom-
mendations should be taken seriously by every nonprofit regardless of size.

The preface to the document instructs the reader that, “The document reflects pro-
posals for reforms and best practices in the area of tax-exempt organizations based on
staff investigations and research as well as proposals from practitioners, officers and di-
rectors of charities, academia, and other interested parties. This document is a work in
progress and is meant to encourage and foster additional comments and suggestions as
the Finance Committee continues to consider possible legislation.” (Senate Finance
Committee White Paper, p. 1, 2004.)

The White Paper included these proposals:

Five-year review of tax-exempt status by the IRS
The White Paper recommends that:

On every fifth anniversary of the IRS’ determination of the tax-exempt status of an or-
ganization that is required to apply for such status, the organization would be required to
file with the IRS such information as would enable the IRS to determine whether the or-
ganization continues to be organized and operated exclusively for exempt purposes (i.e.,
whether the original determination letter should remain in effect). Information to be filed
would include current articles of incorporation and by-laws, conflicts of interest policies,
evidence of accreditation, management policies regarding best practices, a detailed narra-
tive about the organization’s practices, and financial statements.



40 CHAPTER 2 SOX REQUIREMENTS, BEsT PRACTICES, AND STATE LEGISLATURE

What would this mean for nonprofits? This recommendation would require non-
profits to submit documentation every five years that proves to the IRS that the orga-
nization continues to be in compliance with its 501(c)(3) designation.

The list of documents specified here are particularly enlightening about the intent of
this proposal:

Current articles of incorporation and by-laws: The nonprofit would need to
be clear about how its operations and governance continue to be in harmony with
its founding documents.

Conlflicts of interest policies: The nonprofit would have to provide evidence of
a conflict of interest policy and, most likely, proof that board members and senior
management have completed annual affidavits identifying real or potential conflicts
of interest.

Evidence of accreditation: This document would be based on another recom-
mendation, which is that nonprofits be required to obtain specific accreditation.

Management policies regarding best practices: The nonprofit would be re-
quired to develop and submit written policies that demonstrate that the organization

1s implementing best practices in management and governance.

A detailed narrative about the organization’s practices: This document
would require the nonprofit to provide a detailed explanation about what the orga-
nization does, and why it is necessary/desirable in the community.

Financial statements: These financial statements would be supplemental to the
Form 990 that is required on an annual basis.

Form 990s—Proposals for Reform
The White Paper recommends that:

In a report to the Finance Committee, the General Accounting Office found significant
problems in the accuracy and completeness of Form 990. Other studies, including by the
General Accounting Office, have highlighted that there are no common standards for fil-
ing the Form 990, and thus similarly situated charities can have very difterent Form 990s.
Because of the significant role played by the Form 990 in public and governmental over-
sight of tax-exempt organizations, some reforms are necessary to ensure accurate, com-
plete, timely, consistent, and informative reporting by exempt organizations.

What does this mean for nonprofits? The IRS recognizes that there are no common
standards for completion of a Form 990. The reform proposal seeks to identity reforms
that will introduce a standardized way to submit Form 990s.

Form 990s Would Require Signature by CEO
The White Paper recommends that:
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The CEO (or equivalent officer) of a tax-exempt organization sign a declaration under
penalties of perjury that the CEO has put in place processes and procedures to ensure that
the organization’s Federal information return and tax return complies with the Internal
Revenue Code, and that the CEO was provided reasonable assurance of the accuracy and
completeness of all material aspects of the return. This declaration would be part of the
information or tax return.

What does this mean for nonprofits? This proposal would require a nonprofit CEO
to sign an affidavit that under penalties of perjury . . . that the organization’s Form 990
complies with the Internal Revenue Code and that the CEO 1is providing assurance of
the accuracy and completeness of all material aspects of the return. (The financials ac-
curately reflect the financial position of the nonprofit.) This affidavit would be part of
the information or tax return.

Based on recent events in the nonprofit world, if this proposal was law, there would
be some very high-profile nonprofit executives going to jail. The recommendation
here is clearly that nonprofit executives and board members should be held to the same
criminal liability standards as those of their private sector counterparts.

Penalties for Failure to File a Complete and Accurate 990
The White Paper recommends that:

The present law penalty for failure to file or to include required information is $20/day
up to the lesser of $10,000 or 5% of gross receipts per return (increased to $100/day up
to $50,000 per return for organizations with gross receipts over $1 million in a year).
Under the proposal, the penalty for failure to file would be doubled, and for organizations
with gross receipts over $2 million per year, the present law penalty would be tripled.
Failure to file a required 990 for two consecutive years (or for three of four years) could
result in loss of tax exemption, or other penalties such as loss of status as an organization
to which deductible contributions may be made.

What does this mean for nonprofits? There will be severe penalties for failing to file
a Form 990. The proposals recommend loss of tax exemption, or loss of status as an or-
ganization to which deductible contributions may be made. For a nonprofit, this means
the organization can no longer tell donors that their contributions are tax-exempt. In
other words, the “nonprofit” is out of business.

Required Disclosure of Performance Goals, Activities, and Expenses in Form 990
and in Financial Statements
The White Paper recommends that:

Charitable organizations with over $250,000 in gross receipts would be required to in-
clude in the Form 990 a detailed description of the organization’s annual performance
goals and measurements for meeting those goals (to be established by the board of direc-

tors) for the past year and goals for the coming year. The purpose of this requirement
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would be to assist donors to better determine an organization’s accomplishments and goals
in deciding whether to donate, and not as a point of review by the IRS. Charitable or-
ganizations would be required to disclose material changes in activities, operations, or
structure. Charitable organizations would be required to accurately report the charity’s
expenses, including any joint cost allocations, in its financial statements and Form 990.
Exempt organizations would be required to report how often the board of directors met
and how often the board met, without the CEO (or equivalent) present.

What does this mean for nonprofits? Transparency is the predominant theme of
these recommendations. The Congressional staft may have been spurred on by the vol-
ume of public complaints about nonprofit organizations that, for every donor dollar,
contribute very little to programs. In recent years, the media has conducted many in-
vestigations of bogus charities, and certainly, some charities that are “household names”
have also abused donor trust by misdirecting donations to exorbitant salaries, expenses,
and other abuses. Note that these disclosures are required to be presented on a Form
990. The accuracy of these disclosures could carry criminal liability if the other proposal
on CEO signatures is enacted into law.

Nonprofits Would Be Required to Make Certain Documents Publicly Available
The White Paper recommends that:

Public oversight is critical to ensuring that an exempt organization continues to operate
in accordance with its tax-exempt status. For charitable organizations, public oversight
provides donors with vital information for determining which organizations have the
programs and practices that will ensure that contributions will be spent as intended.
Oversight is facilitated under present law by mandated public disclosure of information
returns and applications for tax-exempt status, but more can be done. The White Paper
recommends that an exempt organization would be required to disclose to the public the
organization’s financial statements. Exempt organizations with a website would be re-
quired to post on such site any return that is required to be made public by present law,
the organization’s application for tax exemption, the organization’s determination letter
from the IRS, and the organization’s financial statements for the five most recent years.

What does this mean _for nonprofits? Although the text recognizes that there are current
public oversight opportunities, the authors comment that the nonprofit world could be
doing more to provide transparency. The recommendations are, again, aimed at en-
suring that the public has access to information that would be vital to their making a
decision to make a donation. Of particular note is the recommendation that the non-
profit’s website be employed to present not only those documents currently required
(Form 990) but also the organization’s application for tax exemption, the organization’s
determination letter from the IRS, and the organization’s financial statements from the

five most recent years.
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Proposals Regarding Nonprofit Board Duties and Composition
The White Paper recommends that:

The duties of a board that are described in this paper would also be the duties of a trustee
for a charitable trust. A charitable organization shall be managed by its board of directors
or trustees (in the case of a charitable trust). In performing duties, a board member has to
perform his or her duties in good faith; with the care an ordinarily prudent person in a
like position would exercise under similar circumstances; and in a manner the director
reasonably believes to be in the best interests of the mission, goals, and purposes of
the corporation. An individual who has special skills or expertise has a duty to use such
skills or expertise. Federal liability for breach of these duties would be established. Board
composition should consist of no fewer than three members and not more than 15
members.

Any compensation consultant to the charity must be hired by and report to the board,
and must be independent. Compensation for all management positions must be approved
annually and in advance unless there is no change in compensation other than an infla-
tion adjustment. Compensation arrangements must be explained and justified and pub-
licly disclosed (with such explanation) in a manner that can be understood by an
individual with a basic business background.

The board must establish basic organizational and management policies and procedures
of organization and review any proposed deviations. The board must establish, review,
and approve program objectives and performance measures, and review and approve sig-
nificant transactions. The board must review and approve the auditing and accounting
principles and practices used in preparing the organization’s financial statements and must
retain and replace the organization’s independent auditor. An independent auditor must
be hired by the board, and each such auditor may be retained only five years. The board
must review and approve the organization’s budget and financial objectives as well as sig-
nificant investments, joint ventures, and business transactions. The board must oversee the
conduct of the corporation’s business and evaluate whether the business is being properly
managed.

The board must establish a Conflicts of Interest policy (which would be required to be
disclosed with the 990), and require a summary of conflicts determinations made during
the 990 reporting year. The board must establish and oversee a compliance program to
address regulatory and liability concerns.

The board must establish procedures to address complaints and prevent retaliation
against whistleblowers. All of these requirements must be confirmed on the Form
990. Relaxation of certain of these rules might be appropriate for smaller tax-exempt
organizations.

What does this mean for nonprofits? The proposals for reform indicate that the tradi-
tional legal standards of care, loyalty, and obedience could be incorporated into a law
governing board member behavior. The proposal clearly indicates that the board is
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regarded as the final authority in the management of the nonprofit organization, and as
such, will be held accountable for the implementation of such policies as a Conflict of
Interest policy and Whistleblower Protection. Board size appears to be capped at 15,
but the authors did not present clear reasons for this limitation.

The entire board could now be held directly accountable for the Executive Director’s
compensation package. Many nonprofit boards do not have access to the compensation
package of the Executive Director, as this has come under the exclusive purview of the
board’s Executive Committee.

Proposals for Government Encouragement of Best Practices Accreditation

There would be an authorization of $10 million to the IRS to support accreditation of
charities nationwide, in States, as well as accreditation of charities of particular classes
(e.g., private foundations, land conservation groups, etc.). The IRS would have the au-
thority to contract with tax-exempt organizations that would create and manage an ac-
creditation program to establish best practices and give accreditation to members that
meet best practices and review organizations on an ongoing basis for compliance. The
IRS would have the authority to base charitable status or authority of a charity to ac-
cept charitable donations on whether an organization is accredited.

What does this mean for nonprofits? This proposal seeks to empower the IRS with the
authority to require accreditation of nonprofits as a requisite to accepting charitable do-
nations. The authors are seeking to empower the IRS to add another layer of compli-
ance to the Form 990 proposals and five-year reauthorization of nonprofits.

Owversight Provisions
The White Paper recommends that:

Exempt Organization Hotline for reporting abuses by charities and complaints by donors
and beneficiaries should be established. It also recommends information sharing with State
Attorneys General, the Federal Trade Commission, and the U.S. Postal Service for en-
forcement purposes, including referrals by the IRS and an annual report to Congress by
the General Accounting Office of the results of such referrals.

What does this mean for nonprofits? This proposal would establish a hotline for anyone
anywhere to file complaints about nonprofits and/or report abuses. Whether this is an
anonymous hotline remains to be seen, but the authors appear to want to collect this
information at a national level. How the complaints and claims would be investigated
and by what agency remains to be seen.

The Independent Sector Report on Nonprofit Accountability—
Presented at the Grassley Hearing in April 2005

The April 2005 Grassley Hearings heard testimony from Diana Aviv, Chair of the In-
dependent Sector’s Panel on the Nonprofit Sector. The panel was convened at the re-
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quest of the Senate Finance Committee, and presents its work as seeking to help the
nonprofit sector meet the highest ethical standards in governance, fundraising, and
overall operations. The Panel on the Nonprofit Sector had just released an interim re-
port for these hearings (Panel of The Nonprofit Sector, 2005).

The highlights from this report include eight principles to guide improving the ac-
countability and governance of charitable organizations:

A Vibrant Nonprofit Sector Is Essential for a Vital America
The Nonprofit Sector’s Eftectiveness Depends on Its Independence

The Nonprofit Sector’s Success Depends on Its Integrity and Credibility

b=

Comprehensive and Accurate Information about the Nonprofit Sector Must Be
Available to the Public

A Viable System of Self-Regulation Is Needed for the Nonprofit Sector

9)

Government Should Ensure Effective Enforcement of the Law

Government Regulation Should Deter Abuse without Discouraging Legitimate
Charitable Activities

8. Demonstrations of Compliance with High Standards of Ethical Conduct Should
Be Commensurate with the Size, Scale, and Resources of the Organization

On June 22, 2005, the Panel on the Nonprofit Sector, convened by Washington,
D.C.-based Independent Sector, gave its recommendations to the U.S. Senate Finance
Committee (Panel on the Nonprofit Sector, 2005; Jones, 2005). The report is in re-
sponse to federal proposals aimed at improving charitable governance and accountabil-
ity. The 116-page final report provided 120 suggested actions for the IRS, legislators,
and charitable organizations. Some of the changes suggested to the IRS were:

* Charities with at least $2 million in total revenue and filing a Form 990 or Form
990PF would be legally required to conduct a yearly financial audit.

* Organizations with $500,000 to $2 million in total revenue would be required to
have an independent public accountant review financial statements.

* Charities with less than $25,000 in revenue would face automatic suspension of
tax-exempt status if they fail to file an annual notice with the IRS for three con-
secutive years.

* Require CEOs, CFOs, or the highest-ranking officer to sign tax and information
forms.

* Suspend tax-exempt status of organizations that fail to comply with federal filing
requirements for two or more consecutive years.

* Extend penalties imposed on individual and corporate tax preparers for omission
or misrepresentation of information, or disregard of rules and regulations pertain-
ing to preparers of Form 990s.
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* Move forward with requiring e-filing of Form 990s and allow for separate at-
tachments.

* Coordinate federal e-filing eftorts with states.

* Require e-filing of applications for tax-exempt status.
Some of the changes suggested for nonprofits were:

* Adopt and enforce a conflict of interest policy.
* Include people with some financial literacy on its board of directors.

* Create Whistleblower Protection policies.
Some of the changes suggested for Congress were:

* Define donor advised funds.

* Prohibit charities from making grants to private nonoperating foundations from
donor advised funds.

* Enact minimum activity rules for donor advised funds.

* Prevent public charities from knowingly using donor advised funds to reimburse
donors/advisers for expenses incurred by them in an advisory capacity or making
grants to donors/advisers and related parties.

¢ Increase funding for IRS enforcement of nonprofits.

The findings and recommendations from this study will be discussed in greater de-
tail throughout this text.

ExAMPLE oF STATE LEGISLATION—CALIFORNIA’S
“NoNPROFIT INTEGRITY AcT” (SB 1262)

As is shown in the previous testimony and guiding principles designed by the Panel of
the Nonprofit Sector, the expectation of significantly high transparency and account-
ability for the nonprofit world is here to stay. In addition to federal legislation and reg-
ulatory scrutiny, nonprofits are subject to state legislation. California’s Nonprofit Integrity
Act (SB 1262) provisions appear to have influenced many of the Panel on the Non-
profit Sector’s recommendations.

Provisions that Apply to Nonprofits with Budgets
in Excess of S$2 Million

The state of California passed a “Nonprofit Integrity Act,” which imposes many of the

features of Sarbanes-Oxley legislation on nonprofits with budgets in excess of $2 million

operating in that state. Of particular significance is that this law also applies to any non-

profit that solicits donation in the state of California regardless of where the nonprofit is domiciled.
Some of the key provisions of this law include:
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* Nonprofits will be required to have an annual audit performed by a CPA who is
“independent” as defined by U.S. Government auditing standards.

* The results of the audit will need to be made available to the public and the At-
torney General.

» Nonprofits will be required to have an audit committee whose membership can-
not include staff and must not overlap more than 50% with the finance commit-
tee; the audit committee can include members who are not on the organization’s
board of directors.

What does this mean for nonprofits operating in California? To ensure greater account-
ability in executive compensation, the law requires that the board approve the com-
pensation, including benefits, of the corporation’s President or CEO, and its Treasurer
or CFO, for the purposes of assuring that these executive compensation packages are
reasonable.

What does this mean for nonprofits operating in California? Requires disclosure of writ-
ten contracts between commercial fundraisers and nonprofits and available for review
on demand from the Attorney General’s office. Fundraisers must be registered with the
Attorney General’s office.

The following points in the law apply to all nonprofits, regardless of size, operating
in California:

a) Make their audits available to the public on the same basis as their IRS Form 990
if they prepare financial statements that are audited by a CPA.

b) Except for emergencies, notice of a solicitation campaign by a “commercial
fundraiser for charitable purposes” must be filed at least ten days before the
commencement of the solicitation campaign, events, or other services. Each
contract must be signed by an official of the nonprofit, and include the contract
provisions specified in the law.

¢) Regarding fundraising activities, the law states that nonprofits must not misrep-
resent or mislead anyone about their purpose, or the nature, purpose, or bene-
ficiary of a solicitation. Further, the law specifies that there be specific disclosures
in any solicitation that the funds raised will be used for the charitable purpose as
expressed in articles of incorporation or other governing documents. The non-
profit is expected to ensure that fundraising activities are adequately supervised
to ensure that contracts and agreements are in order and that fundraising is con-
ducted without intimidation or undue influence.

What does this mean for nonprofits operating in California? Nonprofits in California, re-
gardless of their size, need to review their fundraising practices, particularly if some or
all of their fundraising is outsourced to commercial fundraising firms. Nonprofits will
be liable for abuses by vendors of fundraising services. As a practical matter, boards
should insist that due diligence activities be conducted before contracting with any



48 CHAPTER 2 SOX REQUIREMENTS, BEsT PRACTICES, AND STATE LEGISLATURE

vendor, particularly those providing fundraising services. The California law, however,
places strict parameters on third-party fundraising.

CoONCLUSION

As you can see from the selected pieces of testimony and materials presented at both
Grassley hearings, the government’s scrutiny of the nonprofit sector is warranted, and
long overdue. SOX only requires nonprofits to have a Whistleblower Protection pol-
icy and a document preservation policy. However, those two requirements plus the list
of best practices have the potential for bringing about a sea change within your non-
profit’s culture. These requirements and best practices are not the arbitrary and capri-
cious musing of a bored bureaucrat; they represent practices that every nonprofit and
corporation should have been doing all along!



CHAPTER 8

Anatomy of a Dysfunctional
Nonprofit: Diaghosing o

- U Dyefunct

“Your nonprofit has the absolute right to go out of business.”

Fred Humphries is the Director of Social Services Funding for Crow Wing Lake
County. He has seen his share of nonprofits receive large grants only to dissipate the
funds and never grow their programs beyond their current status. He has a large sign
on his desk that greets visitors, “Your nonprofit has the absolute right to go out of busi-
ness.” Fred knows that in today’s more highly regulated environment, public expecta-
tions as well as those of funders have been raised significantly, particularly in terms of
nonprofit boards and senior executives.

CHAPTER OVERVIEW

In this chapter we explore the “spirit” of a nonprofit—your nonprofit. Organizational
dysfunction is often the catalyst for the implosion or closure of nonprofits. The sign on
Fred’s desk that nonprofits have the right to go out of business is contradictory to the
belief that nonprofits are entitled to remain going concerns because they are part of a
cause or are in business to help people. The closure or takeover of an increasing num-
ber of nonprofits is emblematic of the reality that nonprofits are not entitled to con-
tinue operations if they are not competent. This chapter describes the observable
characteristics of organizational culture and presents examples of common areas of dys-
tunction within nonprofit organizations. The discussion will focus on why these areas
are common problems, and the ways in which a nonprofit’s founder might contribute

49
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to organizational dysfunction. The chapter serves as a gateway to the remaining chap-
ters in the book by means of illustrating the anatomy of a dysfunctional nonprofit, in-
cluding some common symptoms of organizational dysfunction.

CHAPTER OBJECTIVES
By the end of this chapter, you should be able to:
* Describe how a nonprofit’s organizational culture and belief system can con-
tribute to dysfunction.
* Describe some clues to observing dysfunction in each of these areas:
* Governance
* Mission and vision
* Communication
* Finance and financial management
* Lack of internal controls
* Information technology—use and misuse
* Development and fundraising
* Human resources
* Public trust
* Legal issues
* Environmental scanning

* Discuss the costs of dysfunction in terms of how organizational dysfunction can
affect the financial profile of the nonprofit.

ORGANIZATIONAL CULTURE
What Is Organizational Culture?

Sometimes when you walk into a nonprofit, you can just “feel” what it must be like
to work there. Something about the way people talk, or dress, or act sends out signals.
Other clues come from the way the offices look—are they cluttered and disheveled, or
neat, but cold? Some offices exude “high class” pretension, while others have a dis-
tinctly “anti-establishment” feel.

Learning to understand a nonprofit is much like peeling an onion—there are layers
upon layers to peel back. Nonprofits aren’t just the people who populate them, al-
though the people can be the “face” of a nonprofit. From deep within nonprofits come
the “rules”—written and unwritten—about how things are done, how problems are
solved, and what’s valuable. In any new job, there is generally a person or group of
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people tasked with “showing the ropes” to the new hire. Often, the unwritten rules
come under the rubric of “how to get along around here.”

Most importantly, the unwritten rules exist because either everyone agrees with
them, or everyone feels compelled to behave in compliance with them. The idea that
the “way things are done around here” is a shared notion is key to understanding non-
profit culture.

Organizational culture is a system of shared basic assumptions that helps people
within the organization to cope with external forces, solve problems, and pass along the
learned methods for dealing with operational issues (Schein, 1992).

Organizational culture is also reflected in the way newcomers are selected to become
a part of the institution, whether the newcomers are new staff, administrators, volun-
teers, or board members. Once the newcomers have accepted the “invitation” to join
the nonprofit in whatever capacity, what they are told about the nonprofit and how
they are “shown the ropes” of routine institutional life is a reflection of organizational
culture. Some nonprofits are very open about how decisions are made, how ideas can
bubble up, and how grievances are settled. Other nonprofits have a very hierarchical
structure, and sending messages upward requires elaborate protocols. The presence of
one or more bargaining units (unions) also affects the nonprofit’s organizational culture.

Probably the most powerful illustration of how an organization’s “culture” works is
in the types of behaviors that are either rewarded or have no consequences imposed.
Even more importantly, what types of behaviors are either punished or extinguished?
The terms reward and punishment here are not to be taken as entirely positive or nega-
tive. Consider the two words in terms of whether negative consequences are imposed
by the institution for engaging in particular behaviors. Staft who do not show up for
work and have not called in sick will probably have some sort of consequences imposed
for this behavior—reduction of pay for that week, assessing multiple sick days/vacation
days, or a letter of reprimand. However, other destructive/negative behaviors such as
failing to meet deadlines, failing to comply with new directives, or “foot-dragging” in
terms of SOX best practices might have no consequences imposed.

Conversely, some behaviors are discontinued; in other words, “extinguished,” be-
cause insufficient positive reinforcement has been extended. Consider the case of a staff
member who worked long into the night to complete a report for the next day. If his
or her supervisor does not show the requisite level of appreciation, it is unlikely that the
staft member will go to those lengths in the future. Whether a behavior is repeated is
often contingent on the degree of positive or negative reinforcement applied in im-
mediate response to the behavior.

An organization’s “culture” supplies the reinforcing environment, values, beliefs,
and applicable resources to either reinforce or extinguish behavior. Every organization
has a unique and irreplaceable “culture” that reflects its human dimension. In other
words, the unique interaction of people within an organizational environment helps to
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perpetuate behavioral and cognitive norms that are part of the organization’s culture,
while punishing or extinguishing behaviors and (articulated) values that are perceived
as contrary to the established norms.

Anatomy of a Dysfunctional Nonprofit

Understanding the nonprofit’s organizational culture is helpful in identifying its dys-
functional attributes. Because organizational culture is intangible, the observer needs to
look closely at the behavioral clues, the beliefs expressed, the stories told, and the way
in which problems are solved.

Each nonprofit is a unique entity because each is populated with unique individu-
als. Like any other organization, nonprofits have their own ways of doing things. Dys-
function within a nonprofit can be insidious, or it can be obvious. Sometimes,
dysfunction in a nonprofit is evidenced by the fact that nothing ever gets done! Other
nonprofits mask their dysfunction around an aura of busyness. Yet others have highly
dysfunctional boards, or management teams, or rank and file. Each of these groups can
imprint their mark or malignancy on the nonprofit. Sometimes, an autocratic leader,
often the founder of the organization, can be the source—and even a continuing
source of dysfunction after he or she is fired. In one such instance, a charter school’s
board terminated the highly dysfunctional founder of the school but allowed the indi-
vidual to remain on their board! Why? The board thought this person would be help-
ful in fundraising! Such obtuse rationale is not the stuff of fiction—it happens every
day.

Often, the level of dysfunction continues to grow until it has a spillover effect on the
whole organization. Exhibit 3.1 summarizes common examples of symptoms that sig-
nal organizational dysfunction.

Clues to Observing Dysfunction

Baseball great Yogi Berra was once quoted as saying, “It’s amazing what you can see
when you look.” He also said, “Ignorance isn’t what you don’t know—it’s what you
know wrong.” Most of the time, dysfunction isn’t something that can be readily iden-
tified. As you observe the goings-on in a nonprofit, be aware of clues that indicate
problems.

Attitudes and Beliefs

A dystunctional belief system is often at the root of organizational dysfunction. How
often have you heard people in a nonprofit say:

* We're poor, grassroots, small, not part of the “establishment,” out in the boonies
... [fill in the blank]. The litany of woes goes on forever.
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SYMPTOMS OF ORGANIZATIONAL DYSFUNCTION

Organizational Dysfunction

Senior management ignores directive of
Executive Director.

Chain of command is compromised. Job descriptions
and roles not clear. Failure to impose significant
consequences for ignoring a superior.

Financial statements not produced on
time or in a professional format.

Internal controls lacking. Staff not held accountable
for failing to meet deadlines.

Staff refuse to comply with directives
such as document retention policy.

Organizational culture does not support individual
accountability. Management does not reinforce
accountability with consequences.

Form 99o0s are never submitted on
time—sometimes more than one year
passes before they are submitted.

Board lax in holding management accountable for
compliance with IRS regulations.

No policy in place to track credit card
expenditures by staff and management.

Organizational culture supports naive belief that
staff and management would not misappropriate
funds. Lax tracking of financials due to inattention.

Executive compensation packages are
never questioned by the board.

Board does not understand its governance role.
Management may have endeavored to “stack” the
board with friends.

Office is untidy—papers are stacked high
on desks. Trash bins are overflowing.

Organizational citizenship and morale are affected by
dysfunction. Staff make no effort to make the office
tidy or orderly.

Staff members are sloppy—do not
present a professional appearance.

The nonprofit either does not require professional
demeanor and appearance or does not enforce such
standards.

Board members sporadically attend
board meetings—difficult to obtain
a quorum.

Board members do not understand their governance
obligations, and are not required to comply with
these obligations.

* No one would investigate us, sue us, or [fill in the action].

* We're a nonprofit—we don’t have to do all of the things that corporations are ex-

pected to do.

* We work too long and hard as it is. We’re not going to do more work.

* Our staft 1sn’t paid very well. I can’t be expected to require high performance

from them.

+ She’s a board member. She gives us her time and money—we can’t ask her to ac-

tually do anything!
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* I'm the boss here. I started this agency and we’ll do it my way. [ know these
clients better than anyone.

* That never works. We’ve tried it before.

Although the nonprofit’s values are often embodied in the mission statement, not all
of the values appear there. Other values and beliefs that are entrenched within the or-
ganization, but do not appear in the mission statement, are often articulated through
comments such as the ones shown previously. Sometimes these beliefs and values par-
allel or support the mission, such as generosity, and concern for the community at
large. Other beliefs and values can come into play within a nonprofit, such as not hav-
ing to play by the rules because we are a nonprofit, or because we serve poor people,
or because we serve rich people, or just because! The sense of entitlement, special-ness,
or out-and-out adolescent rebellion on the part of people who are chronologically
adults can have spectacular effects—on others and the nonprofit.

Performance and Productivity

Dystunction within the organization can also be detected in the quality and quantity of
output. How productive are staft members? Are reports and other deliverables pro-
duced on time? Are deadlines routinely missed? Documents that are produced in a hap-
hazard and unprofessional manner do not inspire confidence in the nonprofit. More
importantly, unprofessionally presented materials suggest that the content could easily
be inaccurate, misleading, or simply wrong. In some instances, such as the submission
of an IRS Form 990, a sloppy submission could garner unwanted scrutiny and possi-
bly an audit.

Performance issues relate to interpersonal interactions and to preparation of docu-
ments. How are clients and/or visitors treated when they enter the nonprofit? Have
clients or visitors complained that they were either ignored or treated in a callous man-
ner? These types of complaints are not nuisance issues—take them seriously.

Appearance of Premises, Staff, and Volunteers

The old adage “you can’t judge a book by its cover” does not necessarily apply to work
settings and the individuals who work there. Regardless of the individual’s pay status
(i.e., employee or volunteer), the nonprofit’s credibility is diminished by the presence
of individuals whose hygiene and mode of dress suggest that they do not understand
that they are working professionals. Nonprofits routinely resort to the ridiculous excuse
that professionally attired staff would be upsetting to its clientele. What an insult to the
clientele—as if their clients don’t deserve to be served by professionals!

Similarly, the appearance of the nonprofit’s interior and exterior sets the tone for
clients and visitors alike. The office “housekeeping” routine—or lack thereof—can
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signal serious dysfunction within an organization. If papers are piled high on desks and
clutter abounds, that indicates a highly stressed organizational culture—and undoubt-
edly, a significant number of errors based on the inability to manage documents.

Interpersonal Behavior and Distress

How do people in the nonprofit treat each other? Body language and other nonverbal
cues can provide clues to the source of organizational dysfunction. When the Execu-
tive Director arrives, do people scatter? What about board members? When it is clear
to the observer that the arrival of an individual prompts an exit of others, there’s a
problem.

How do they speak to each other? In dysfunctional organizations, there may be
more overt displays of friction, such as staft shouting at each other—or at management
staft. Tone of voice, use of profanity, and demeaning language are obvious clues of or-
ganizational difficulty. Whining or other adolescent-like speech patterns can hint at un-
derlying morale problems—or can signal a previously successful method of shirking
responsibility. The more the staffer whines about being overworked, having no re-
sources, no support, no [fill in the blank], the less likely the recipient of the whining
will insist on the deliverable.

More often than not, those who staff a dysfunctional organization will employ the
default position of why they can’t [provide the deliverable] rather than engage in
meaningful discussion to develop a strategy that can deliver the goods. The more ex-
cuses, the more dysfunction.

Evidence of Dysfunction in Nonprofit Operations

Organizational dysfunction has many layers as evidenced by behavior, productivity,
lack of procedures, disorder of office space, and the like. To help you better identity
evidence of dysfunction within your nonprofit, consider the following examples within
specific functional components.

Organizational Dysfunction and the Board

The board is the governance entity within the nonprofit. As we will see in upcoming
chapters, today’s expectations of nonprofit boards have ramped up significantly. Some
examples of dysfunction in board structure and function include:

» Attendance at board meetings is uneven.

* Senior management runs the board meetings, and a few board members dominate
discussion.
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* The board meetings are highly choreographed, but the content of the agenda is
superficial, including endless reports by senior management.

* Information on executive compensation packages is kept secret from all but the
Executive Committee.

* Conflict is suppressed, or endless conflict is used to block business from being
conducted.

* The board does not have a vision or strategic plan for moving the nonprofit
ahead. Senior staft actively blocks strategic planning.

* Board members have been in place for over five years.

* Your board does not have Directors and Ofticers insurance and/or Employment
Practices Liability insurance.

Symptom 1: Attendance at board meetings is uneven. Most meetings barely have a
quorum. Having attendance issues suggests that board members either don’t under-
stand or don’t care about their governance obligations to the nonprofit.

Symptom 2: Senior management runs the board meetings and discussion is dominated
by a few board members. The rest of the board does not take active part in discus-
sion and does not review materials. Effective boards are highly collaborative groups.
When it is clear that one or more board members are “opting out” of the action, this

should be a red flag.

Symptom 3: The board meetings are highly choreographed, but the content of the
agenda is superficial, including endless reports by senior management. The meeting
is a “dog and pony” show meant to convey the consistent message that “all is well—
just let those of us in power handle it.” This scenario is particularly dangerous be-
cause those in power are working to manipulate the agenda and the level of
participation of the rest of the board. Even more troubling is that the rest of the
board does not understand that, in their governance role, they are required to know
what is going on, and are expected to demand to be fully informed.

Symptom 4: Does your board know how much the Executive Director makes? Does
the board know what perks the Executive Director enjoys, and what his or her ben-
efits package includes, such as pension, vacation time, and professional development
time? If this data is being suppressed or withheld by the Executive Committee, your
board has a problem. Board members should not tolerate the “right to privacy”
claim—the Executive Director is the board’s only employee. Board members have
the right to know everything an employer would know about his or her employee.

Symptom 5: Conflict is suppressed, or endless conflict is used to block business from
being conducted. Behind this symptom is a small group of people who are working
hard to forward their own agenda by bullying, intimidating, or publicly humiliating
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those whose opinions differ. These individuals will create gridlock until their agenda
is fulfilled.

Symptom 6: The board does not have a vision or strategic plan for moving the non-
profit ahead. Senior staft actively blocks strategic planning. As Yogi Berra observed,
“When you come to a fork in the road, take it.” If your board and nonprofit does
not know where it is headed, consider this a huge red flag.

Symptom 7: Board members have been in place for over five years. Does your board
have term limits? Are the term limits enforced? It’s useless to have term limits if
board members are permitted to remain on or have limitless reappointments to the
board. How many board members have been on the board over five years? If the
number is greater than two, you need to do some serious housecleaning and board
recruitment.

Symptom 8: Your board does not have Directors and Officers insurance and/or Em-
ployment Practices Liability insurance. Boards that resist purchasing adequate insur-
ance fail to take their responsibilities of care and loyalty seriously. No one should
ever join a board that is not adequately insured.

Organizational Dysfunction within the Nonprofit’s Values

Just what is a nonprofit’s mission? The mission statement is the rubric or overarching
goal that serves to steer the organization. Nonprofits can sometimes lose sight of their
mission in the quest for funding, or prestige, or real estate, or something beyond the
scope of what is set out in the mission statement.

Failure to engage in meaningtful strategic planning causes the nonprofit to ignore its
direction for the future and become distracted by past or current conflicts or divergent
approaches. Is everyone on the same page? If the board and senior management dis-
agree on the direction of the nonprofit, one can hardly expect the rank and file to be
clear about their performance expectations or to understand where the nonprofit is

headed.

Organizational Dysfunction and Communication

Dysfunction in areas of communication can be observed in the way in which policies
and procedures are explained, how changes in external environment are articulated,
and how new policies/procedures that relate to current legislation are expected to be
implemented.

Because knowledge is power, organizational leaders sometimes hoard whatever bits
of information they have. Fearing that by sharing this information, their status within
the organization might be compromised, these leaders do their best to ensure that only
a select few have access to information. These individuals can go to great lengths to
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hide information that has potentially important implications. Obviously, there needs to
be a reasonable method for ensuring appropriate security for confidential information,
but a culture of unnecessary secrecy in a nonprofit is a huge red flag.

If the environment within the nonprofit is one of secrecy—beware. Also, beware of
the gatekeepers that guard the “secrets,” as these individuals are tasked with and re-
warded for their unwavering attention to keeping secrets secret.

Organizational Dysfunction and Finance and Financial Management

Internal controls, the preparation and presentation of financial reports, and overall
quality of financial management are important indicators of organizational function.
Dysfunctional organizations have either sloppy or nonexistent policies and procedures
for the management of revenues, payables, donations, and grants.

Organizational Dysfunction and the Lack of Internal Controls

Many nonprofit executives and board members believe that the concept of “internal
controls” applies exclusively to finance and financial operations. Internal controls are
necessary for Human Resources, IT, Operations, Crisis Communication, Governance,
and Administration. The absence of internal controls is evidence not only of sloppy
technique, it is also emblematic of a culture that does not have standards, or account-
ability. Not surprisingly, such a culture has a high probability of dysfunction if for no
other reason than that of lack of accountability.

Organizational Dysfunction and Information Technology

The way in which technology is used, misused, or ignored can signal dysfunction
within a nonprofit. One of the most common examples of dystunction is the failure to
stay current and to recognize that technology is an integral part of the internal control
infrastructure. Sadly, many nonprofits fail to understand the degree to which they de-
pend on technology. It isn’t just computers! The term technology relates to other im-
portant operational tools such as software, hardware, laptops and notebooks, PDAs, cell
phones, voicemail, e-mail, and Internet access. Failure to adequately manage this array
of technology can indicate organizational dysfunction, and a serious risk to the non-
profit in the form of hackers, theft of confidential data, identity theft, potential for ha-
rassment of staff, donors or others, and other liability scenarios for the organization.

The current legislative environment presumes a level of competence in the use and
application of appropriate technology as an integral tool in internal controls. Current
expectations are that all nonprofits understand how to use and manage the types of
technology that are appropriate to their organizations. Because technology reaches
across all sectors of a nonprofit, dysfunction within this operational component can
have far-reaching eftects.
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Organizational Dysfunction and Development and Fundraising

The manner in which a nonprofit chooses to raise funds for its continuing operation
has the potential to show a positive or negative image to the donors and community at
large. Organizational dysfunction can be evident in the manner in which a fundraising
campaign is structured and executed. The quality of “customer service” that donors or
patrons receive is also indicative of the degree of functioning within a nonprofit.

The quality of the overall planning and execution of a fundraising campaign can in-
dicate levels of dysfunction within the organization. One example that became a pub-
lic relations soap opera was a West Coast zoo’s naming contest for two grizzly bears.
The contest was initially open to the public. Then the zoo decided to auction oft the
naming rights and “payoft” those public entries with free tickets to the zoo. Then, the
zo0o’s management decided that the winners of the auction really didn’t get to name the
bears, and then happily, the couple who won the auction had the sense to ask the zoo
to open the naming contest to the public. The fiasco went full circle!

Donor privacy: If the nonprofit doesn’t appear to care about its donors’ privacy, or is
more interested in selling donor information to obtain additional revenue, these traits
should be red flags to the observer. Similarly, the degree of care the nonprofit takes to
ensure the security of donor records is an indicator of the level of organizational func-
tion. Limiting access to confidential donor records is essential to the preservation of
donor privacy. Staff need to be carefully screened and authorized to ensure that there
is no inappropriate communication with donors.

Organizational Dysfunction and Human Resource Management

Human resource management holds many clues to the nature of organizational dys-
function. One of the most obvious indicators of organizational dysfunction is a per-
missive atmosphere that highlights a sense of entitlement on the part of the staff and
volunteers. Staff and volunteers are habitually late, dress in an unprofessional manner,
and do not produce quality work. Staft and volunteers are permitted to treat clients and
visitors alike in a disinterested fashion—or even with outright hostility. Volunteers are
not trained or supervised. The nonprofit fails to appropriately screen paid and volun-
teer staff for sensitive work and handling confidential materials.

Another sign of organizational dysfunction is the volume of complaints regarding
hostile work environment, sexual harassment, or other dysfunctional behavior. Are
there complaints about food or other personal items being stolen? Are office spaces or-
derly, or piled with paper and trash? Do staff members treat the nonprofit’s furniture,
equipment, and other materials with respect?

What is the “tone” of the furnishings inside staft members’ workspaces? The furni-
ture may be provided by the nonprofit, but personal items including pictures, posters,
slogan buttons, and other signs can express—sometimes unmistakably—the disdain the
staff member has for the organization, a boss, or other “targets” within the nonprofit.
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How do staff members answer the phone? How do they greet visitors? Are staff
members good organizational citizens? What sort of pride do they evidence in their
nonprofit, their colleagues, and in their own work?

Although it is unrealistic to expect that everyone is happy all of the time, morale of
staff is an important barometer of organizational function. Low morale should never be
ignored—it is a red flag. Something is going on and further examination is indicated.

Organizational Dysfunction and Public Trust

Public trust is one of the most important assets a nonprofit has—and at the same time
it is one of the most elusive. Public trust isn’t something that can be shown to staff,
clients, donors, or even members of the public. This fragile and subtle feature is the life
breath of a nonprofit (or private sector company as well). However, like the life breath
that sustains life itself, once it is compromised, the living organism either is damaged or
dies. Nonprofits that experience scandals or other crises do not always return to nor-
mal operation. The nonprofits that fail to have a crisis communication plan or fail to
be transparent or exhibit resentment of public inquiries about financial records are
showing signs of dysfunction.

Does your nonprofit have a plan for dealing with a crisis? What if a key member of
the staff dies, becomes disabled, or is under investigation? Do you have a spokesperson?
Or would you sound like the interim Executive Director who commented to a re-
porter, “The time is not ripe to make any public statements.” The local newspaper had
just broken the story of fiscal mismanagement at a nonprofit organization that, ironi-
cally, was in business to help nonprofits manage their organizations more efficiently.
Five months after his haughty pronouncement, the Executive Director was forced to
again deal with the media—this time to announce the closure of the clearinghouse.

Organizational Dysfunction and Legal Issues

Dysfunctional organizations often either have no understanding about the significance
of legal issues, or engage in games of denial to justify their ignorance. Legal issues can
relate to required filings such as IRS Form 990s, workers’ compensation claims, com-
plaints to regulatory agencies regarding harassment or hostile environment claims, or
even failing to understand the connection between the quality of internal controls and
legal obligations.

Legal documents such as contracts, leases, filings with state and federal regulators,
and licenses need to be secured in an orderly fashion. Dysfunctional organizations
often fail to have a coherent filing system that provides quick access to documents
when needed.

Many dysfunctional organizations do not understand how and why complaints can
escalate into litigation, nor do they understand the techniques that can be employed to
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“de-escalate” a situation. A common reason for pursuing litigation is that the aggrieved
party was either ignored, their allegations dismissed as trivial, or they were treated with
disrespect. Boards and senior management can take the same ostrich-like stance because
it would be “too much work” or “cost too much” to establish solid policies and pro-
cedures.

Organizational Dysfunction and the Ability to Understand
the External Environment

Keeping pace with current legislative and industry trends is more important than ever.
The external environment is fraught with change—and this change is unlike that ever
witnessed before. In the wake of Enron and other corporate scandals, the federal gov-
ernment is under pressure from the public to crack down on private sector and non-
profit sector abuses. Shareholder activism has paved the way for a new type of activism,
“donor” activism, which demands the same type of transparency from a nonprofit as a
shareholder would expect from a corporation. The equivalence of these expectations
is unprecedented. Never before have public sector expectations of nonprofits been so
closely aligned with expectations of the private sector.

Organizational dysfunction is evident in the failure to stay current with legislative
changes, changes in public expectations and that of important stakeholders such as fun-
ders, and failure to stay current with “industry” issues. Denial of the importance of
environmental scanning results in the failure to have everyone in the nonprofit
stay current on these issues and engage in routine professional development (see Ex-
hibit 3.2).

EXHIBIT 3.2 QUESTIONNAIRE

Does Your Nonprofit Have Problems With...

e Producing accurate financial statements in a timely manner?

e Travel and other reimbursable claims that appear to be inflated or inaccurate?

e Compensation and benefits packages for executives?

e A board that isn’t effective or shows evidence of dysfunction?

* Meeting deadlines for reports and documents for regulators or foundations?

e Hackers and other IT security issues?

e Employees and volunteers using the nonprofit’s e-mail and Internet access for personal use?
e Fundraising, particularly as this relates to using vendors for fundraising efforts?

e Understanding how the legislative environment has changed?
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What Are the Costs of Organizational Dysfunction?

The bumper-sticker slogan, “If you think education is expensive, try ignorance,” rings
true in dysfunctional nonprofits. Dysfunction exacts a heavy price on nonprofits. Here
are some areas in which organizational dysfunction is evident in higher costs.

* Increased insurance premiums: A very large nonprofit was deeply in denial
about their failure to adequately address risk areas within their operation. Their
insurance rates more than doubled in one year’s time. The underwriters were can-
did about the impact of their dysfunctional management on premiums. Despite its
size, the nonprofit had tenuous internal controls—and engaged in virtually no
oversight or due diligence on its outside projects. The underwriters were con-
cerned that this organization presented as yet unseen risks and was taking no steps
to either acknowledge these risk areas or deal with them in a coherent fashion. In-
surance premiums are based on several factors, including industry trends, market-
ing of specialty coverage, and the insured’s claims history. Insurance professionals
look at nonprofits as companies in the same manner they look at any of their com-
mercial insurance clients. They expect nonprofits to conduct their operations in
a business-like fashion and conform to the same operational standards as organi-
zations in the private sector.

* Inability to obtain insurance: If a nonprofit does not inspire confidence with
their insurance professional(s), it will be difficult for them to obtain the types
of insurance they need, at the limits they require, at a reasonable price. Some
types of insurance such as workers’ compensation can be purchased from state-
supported plans, but other types of insurance such as commercial liability needs
to be placed in the general market. Directors and Officers insurance can be dif-
ficult to place and very expensive. The more evidence, such as adaptation of
SOX best practices, that a nonprofit can show to garner the confidence of its in-
surance professionals, the more likely it is to obtain the necessary portfolio of in-
surance.

* Difficulty in retaining talented staff: Good help is indeed hard to find, and
it’s expensive to have to continuously train new staff. Even more expensive is the
loss of talented staft. Talented people bring new ideas, perspectives, creativity,
and problem-solving to a nonprofit. They also know that their skills are in de-
mand, and that whatever compensation package they have could be replicated in
an organization that isn’t as dysfunctional. No organization is without some type
of dystunction, but truly dysfunctional organizations exact a toll on all staft, par-
ticularly the talented ones. Sometimes, the departure of a talented staff member
can be a catalyst for change, but the organization has still experienced a “brain
drain.”



ORGANIZATIONAL CULTURE es3

* Workers’ compensation claims rising and associated costs: Dysfunctional
organizations often experience an increase in workers’ compensation claims for
emotional stress, repetitive stress injuries, or back injuries. These conditions are
more difficult to prove, and often more expensive to treat because of the impre-
cise aspects of the injury. An insurance professional was asked by a client to review
the alarming increase in repetitive stress and emotional stress claims. Upon inter-
viewing the claimants, the insurance executive concluded that ergonomics wasn’t
the issue, but the client’s dysfunctional management style was. The employees did
whatever they could to stay out of the office.

* HR costs—absences, sick days, lower productivity: As was noted in the
previous story, a dysfunctional environment will result in more absences, sick
days, workers’ compensation claims, and, ultimately, lower productivity. Staff re-
tention is lower, which will, in turn, increase the costs of recruitment, hiring, and
training.

* Technology: Misuse of technology is common in dysfunctional organizations.
Staft surf the Net instead of working, download files and programs that can trans-
mit viruses, and pave the way for hacker break-ins.

» Difficulty in attracting donations, capital, or funding: Organizational dys-
function has a way of making the nonprofit less attractive to sources of capital,
major gifts, and grants. Banks, foundations, and major donors all expect the non-
profit to be able to present a professional profile in terms of governance, internal
controls, and legal compliance. Several prominent philanthropists declined to give
major gifts to a large nonprofit primarily because they observed that the non-
profit’s chief executive and its board failed to ensure that the organization man-
aged its money in a proficient manner. The executive had been promoted because
of his scholarly accomplishments, rather than any business acumen, and board
members were chosen primarily on the basis of their philanthropic “capacity.”
This deficiency in the executive’s skill set and the board’s benign disinterest had
a trickle-down effect within the nonprofit’s staff.

+ Difficulty in attracting board talent, collaborative ventures, and corpo-
rate partnerships: One of the most common mantras among dysfunctional or-
ganizations is that if they demand performance, they will never be able to recruit
board members. Just the opposite! People of quality generally refuse to join the
governance entities of dysfunctional organizations because their skills will either
be ignored or wasted.

Although no organization is perfect (i.e., without any form of dysfunction), it is im-
portant to understand the type and source of dysfunction within your own nonprofit
and its impact on the financial well-being of the organization as well as on the non-
profit’s standing in the community (see Exhibits 3.3 and 3.4).
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EXHIBIT 3.3 COSTS OF DYSFUNCTION

What Are the Costs of Dysfunction in Your Nonprofit?
e Decision-making

e Are decisions delayed or stymied by endless discussion, committee meetings, or other
methods?

e Are there metrics in place to establish objectives before making a decision?

¢ Are the appropriate players involved in the discussion? If the discussion only entails lower-
level staff who have no authority to make a decision, the process is dysfunctional.

¢ How are the relevant facts and data gathered prior to making a decision?

e How are decisions evaluated? Is there a mechanism for reviewing important decisions to
determine if a course correction is needed?

e Insurance premiums and availability

¢ Has the nonprofit experienced difficulty obtaining insurance at the appropriate limits for a
competitive price?

e Has the nonprofit experienced a large number of claims? Major claims? Claims in one
particular area?

e Are supervisors held accountable for the frequency and severity of on-the-job injuries? Has the
nonprofit’s workers’ comp experience modification increased in the past three (3) years?

e Difficulty in attracting major donors, grants, and other sources of capital

e Has your nonprofit had difficulty in securing major gifts from donors? If so, what reasons have
the donors given for declining to give a major gift?

e Has your nonprofit been turned down for grants or other project-related funding?
e Has your nonprofit had difficulty obtaining a line of credit, mortgage, or other loan products?
e Regulators

* Has your nonprofit received inquiries from the Internal Revenue Service and/or any state or
federal regulators about your operations?

e Has your nonprofit been named in any complaints to governmental agencies?

EXHIBIT 3.4 SPILLOVER EFFECTS

Spillover Effects of Dysfunction

DYSFUNCTIONAL BOARD ‘

e Lack of oversight and direction in governance

e Board clique or senior management making all
the important decisions

¢ Not living up to legal obligations of care,
loyalty, and obedience
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Potential for fraud and mismanagement of
nonprofit

Fails to provide board with accurate financial
reports and other documents

Can engage in inappropriate or illegal activities
in dealing with rank and file such as sexual
harassment or violation of Whistleblower
Protection

Dysfunctional behavior results in higher
operating costs such as unemployment
insurance, training new employees, workers’
comp, and the like

CONCLUSION

As you complete the worksheets included in this chapter, consider how the types of

dysfunction you have identified could act as a barrier to understanding SOX require-

ments and adaptation of SOX best practices. The implementation of activities to be in

compliance with SOX as well as benefit from the adaptation of best practices may also

involve neutralizing the areas of dysfunction within your nonprofit.

The important thing to remember is that times have changed—and the changes you

need to make are the law. It isn’t about worrying if you are going to step on toes or hurt

people’s feelings—your nonprofit’s continued existence depends on its level of com-

pliance. The more everyone in the nonprofit understands SOX and its requirements

and best practices, the easier it will be to obtain the necessary cooperation to make

changes.






CHAPTER 4

Root Cause Analysis Part I:

Three N f Cri

She is a renowned cardiologist, he was an immigrant who did well in his new
country, but is now serving time in a penitentiary and will probably be deported upon
his release, and he was a househusband who was recently sentenced to one to three
years in prison. What do these people have in common? They are all disgraced leaders
of nonprofits who experienced major crises. These crises were the stuft of headlines,
CNN coverage, and, in two cases, Congressional inquiry. What else do these people
have in common? They operated at a stunning level of hubris, manipulating their non-
profits until time and circumstances caught up with them. They also had something
else in common that was more insidious: an organizational culture that afforded them
the opportunity to engage in fraudulent behavior. Board ignorance and apathy often
unknowingly supported their efforts, and it was not until whistleblowers came forward
and Congress began questioning that their activities were halted.

CHAPTER OVERVIEW

This chapter examines the recent crises of these three nonprofits whose good names
and public image may never be fully rehabilitated. The nature of the crises will be ex-
amined for the purpose of conducting a brief root cause analysis. The common threads
and the unique elements will be compared in terms of the learning that emerges from
each of these crisis scenarios. Chapter 5 will examine how compliance with SOX
whistleblower protection and document preservation as best practices could have
averted these crises.

This chapter will examine selected nonprofit crises that have received widespread
publicity. The technique of root cause analysis will be used to dissect these crises
and identify the commonalities that emerge from the organizational dysfunction. The
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purpose of these case studies will be to present the reader with an array of “real life”
factors that contributed to the disasters that took place.

A brief root cause analysis will be conducted to examine the relevant facts of the
crises that affected the American Red Cross (AR C) National Headquarters and its Sep-
tember 11th fundraising and blood collection efforts, the United Way of the National
Capital Area, and the James Beard Foundation.

The analysis of each of the crisis scenarios will include these components:

* Source of the crisis: What were the events, allegations, or criminal behavior
that instigated the crisis scenario?

e Who was involved: The Board, Executive Director, or some other staff

member?
* How did they get caught?
* What were the clues to the dysfunction?
* Who discovered the fraud?
* What happened to the person(s) who discovered the fraud?
* Where was the Board in all of this?

* Organizational culture: What aspects of the nonprofit’s culture contributed to
the events surrounding the scandal?

* Who were the governmental or law enforcement authorities whose in-
tervention brought the crisis to a conclusion?

* What was the estimated cost of the crisis?
* Did they lose a contract (such as the United Way and the CFC)?
* Describe the adverse publicity.
* Describe who lost their job and/or was prosecuted.

* Was there a forensic audit or other review to recap the economic damages?
For example, PriceWaterhouseCoopers (PWC) was engaged to conduct a
forensic audit of the United Way of the National Capital Area.

* Impact of the crisis: What happened to the nonprofit in the aftermath of the
scandal?

Each of these crises has unique aspects, but they also have common factors that con-
tributed to the makings of the quandary. Out of each of the crisis scenarios are lessons
that can serve as valuable pedagogical tools for today’s practitioners. The discussion will
also highlight these areas:

* What made each of these crisis scenarios unique?

* What were the common factors?

e What were the lessons learned?
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* How can these lessons apply to each of these organizational components?
* Governance and Board
* Operations
* Staffing
* Relations with the public (and the media)

CHAPTER OBJECTIVES
By the end of this chapter, you will be able to:

* Trace the roots of the dysfunction in each of the three crisis scenarios presented
in the chapter.

* Discuss the common factors that contributed to the crises.

* Describe the manner in which the organizational culture of each of the organiza-
tions contributed to the crises.

* Discuss the lessons learned from each one of these scenarios.

AMERIcAN RED Cross NATIONAL HEADQUARTERS
AND PosT-SEPTEMBER |IITH FUNDRAISING AND
BLoopb CoLLECTION

The first nonprofit and its crisis that will be discussed is the American Red Cross and
its fundraising and blood collection activities post-September 11th.

BACKGROUND

When the United States Congress signed the Geneva Conventions in 1881, it autho-
rized the formation of a Red Cross Society in the United States, the American Red
Cross. Congress mandated that the American Red Cross would perform two primary
functions. The first was to provide assistance to victims of disasters, and the second was
to act as a communications liaison between the armed forces and the American public.

Clara Barton was the first president of the American Red Cross. The organization
expanded its programmatic offerings in the ensuing decades, but retains its Congres-
sional charter because it delivers the two mandated services to the public. With the in-
troduction of blood transfusion and related technology in World War II, the American
Red Cross became the primary blood collection entity in this country. Today, its bio-
medical services division is a multi-billion dollar business.

Source of the Crisis—What Were the Events, Allegations, or Criminal
Behavior that Instigated the Crisis Scenario?

Following the September 11th attacks on New York and Washington, the American
Red Cross launched a phenomenally successful fundraising and blood donor drive. In
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the initial hours and days after the attack, the public believed that blood donations were
necessary to treat the injured, particularly those from the World Trade Center in New
York. Blood donors lined up for hours to give blood at Red Cross collection sites.
Monetary donations poured into the Red Cross Chapters and Headquarters.

As the days turned into weeks, it became very apparent that there were few survivors
of the attack on the World Trade Center who required blood. Whole blood has a shelf
life of approximately six weeks. The American Red Cross did not have sufficient re-
frigeration facilities to freeze and store these blood products. No alternative use for the
blood was planned, such as shipping it overseas. Hence, the public watched with dis-
may—and often disgust—when video footage of Red Cross workers destroying the
donated blood products was shown around the world six weeks after the September
11th attack.

The Red Cross claimed that all of the monetary donations were going to be used to
assist the surviving families of people who were killed in the attacks. The American
Red Cross President, Dr. Bernadine Healy, established the “Liberty Fund” to consol-
idate these donations. What the public was not aware of was a closely guarded Red
Cross secret. Historically, money collected from disaster-related fundraising efforts was
put into the overall budget of ARC Disaster Services. Traditionally, there was never
any assurance to the American public that all of the money collected for a specific dis-
aster would be used exclusively for that purpose. The intent was to use whatever the
current “disaster” was as a means of raising funds to support future disaster scenarios.
Red Cross “insiders” were outraged that Dr. Healy, who was clearly a newcomer to
Red Cross and thus an “outsider,” chose to segregate the enormous sums being do-
nated as a result of the September 11th attacks. As pressure began to mount to integrate
the Liberty Fund donations with the rest of the disaster relief funds, Dr. Healy delayed
the payment of gifts to the victims’ families. The families complained to Congress, and
Senator Charles Grassley (R—Iowa), Chair of the Senate Finance Committee, began to
investigate. The Red Cross changed its position and stated that all of the Liberty Fund
monies would be distributed to victims’ families. Dr. Healy was forced to resign as
ARC President.

Who Was Involved —The Board, Executive Director,
or Some Other Staff Member?

The Liberty Fund crisis scenario involved Dr. Healy and the Red Cross Board of Gov-
ernors. Dr. Healy’s tenure at the Red Cross had been stormy due to a variety of fac-
tors, but primarily her management style and the board’s composition. This governance
entity presents an interesting dichotomy. The composition is divided between politi-
cal appointees (appointed by the current President of the United States) and members
elected from local Red Cross Chapters. Thus, the board consists of Red Cross “insid-
ers” whose numbers and influence far outweighed the relatively disinterested political
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appointees. Dr. Healy had served as head of the National Institute of Health. Her hard-
charging management style and persistent questioning of board inaction were the cat-
alyst for a fractious relationship. Immediately prior to the September 11th crisis, Dr.
Healy had uncovered a $1 million fraud at a large chapter in New Jersey. She wanted
to prosecute, but the board showed no interest in pursuing the matter. A more detailed
discussion of the financial mismanagement that Dr. Healy uncovered will be addressed
in Chapter 9.

How Did They Get Caught?

This was a crisis that was covered step by step in the media. The destruction of the
blood was broadcast around the world, the families of the victims aired their complaints
in the media, and Congressional inquiries were the headlines of cable and network
news. The clues to the dysfunction were more carefully hidden. The composition of
the board, and the fractious relationship between the board and Dr. Healy did not be-
come apparent until she was forced to resign as President. During the televised press
conference when the President of the ARC Board of Governors announced that Dr.
Healy had resigned on her own, she shook her head “no” and then announced that the
board forced her to resign—as the world watched.

Other clues to the dysfunction were even more difficult for outsiders to discern. The
workings of the ARC Disaster Services, particularly at National Headquarters, have
traditionally been intricate. Insiders in this division generally begin their Red Cross
“careers” at local chapters, and because of the 19th Century Congressional mandate are
viewed as having an exceptional skill set. Anyone outside of this division is an out-
sider—even other Red Cross stafters and volunteers. The Disaster Services leadership
has traditionally been permitted to raise and spend funds without oversight from ARC
senior management or the board.

Who Discovered the Fraud? What Happened to the Person(s) Who
Discovered the Fraud?

The complaints of the September 11th victims’ families raised public awareness that 1)
the funds from the Liberty Fund were not being distributed as advertised, and 2) pres-
sure was being put on Dr. Healy by Disaster Services to integrate the money into the
overall Disaster Services funds. Victims’ families went to the media and to Congress.
Eventually, some of the families did receive cash gifts, but only after Congressional in-
quiry and continuing media coverage.

A CBS news story reported that some at Red Cross headquarters were afraid the
National Disaster Fund was becoming a “leaky piggy bank” for chapters (Atkinson,
2002). The traditional arm’s-length relationship between Red Cross National Head-
quarters and its chapters ensured that National would be actively discouraged from pro-
viding the level of aggressive oversight that chapter financial matters required. Red
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Cross auditors were also stymied. CBS news reported that money given to the Boston
chapter was “not easily traceable,” according to a Red Cross audit report (Atkinson,
2002).

Rampant chapter mismanagement of donations was probably a factor in Dr. Healy’s
decision to establish the Liberty Fund to segregate the September 11th funds from the
National Disaster Fund. The local chapters were incensed and began lobbying their as-
sociates on the Red Cross Board of Governors. The Board members from the chapters
were growing impatient with Dr. Healy’s relentless exposing of rampant fraud within
the chapters, and the Liberty Fund appeared to be the last straw. Dr. Healy was termi-
nated several weeks later. During the news conference, David McLaughlin, Chair of
the Red Cross Board of Governors, told employees, “I don’t say it’s the best thing for
the Red Cross, but I think Dr. Healy thinks it’s the best thing.” Healy shakes her head
“no,” and when she tries to speak, McLaughlin cuts off the news conference (Atkin-
son, 2002).

Where Was the Board in All of This?

The actions leading up to Dr. Healy’s departure suggest that the Board of Governors
took the opportunity to rid itself of Dr. Healy and her persistent pressure to address fis-
cal mismanagement problems in the chapters. The Board supported Disaster Services’
traditional fundraising approach, but in the face of mounting public and Congressional
pressure, gave in to the demands to release all of the Liberty Fund monies to the vic-
tims’ families.

Organizational Culture—What Aspects of the Nonprofit’s Culture
Contributed to the Events Surrounding the Scandal?

The American Red Cross’ organizational culture reflects the dichotomy of a national
headquarters and local chapters spread out across the United States. The chapters have
traditionally believed that they are the “owners” of the Red Cross name. They look at
National Headquarters as meddlesome bureaucrats. The configuration of the Board of
Governors has facilitated this viewpoint because the chapter representatives on the
Board of Governors have considerable influence. National Headquarters does not ap-
pear to have the power or the support to provide the aggressive supervision that chap-
ter operations require. It should come as no surprise that Dr. Healy uncovered rampant
financial malfeasance at the chapter level.

Because Disaster Services was one of two Congressionally mandated services, there
appears to be a culture of preeminence within the ranks. Individuals who were long-
time members of Disaster Services, whether as staft or volunteers, generally had years
of experience working in primitive conditions. Those common experiences further
promoted the selectivity upon which this division prided itself. Dr. Healy’s forging
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ahead with a special fund that denied this division and its affiliates in the local chapters
access to the overflowing cofters from September 11th seemed to be an innovation that
they did not want to implement.

Who Were the Governmental or Law Enforcement Authorities Whose
Intervention Brought the Crisis to a Conclusion?

The U.S. Senate Finance Committee Chaired by Senator Charles Grassley held hear-
ings into the matter, and forced the interim Red Cross President, Harold Decker, to
agree to use all of the Liberty Fund money as cash gifts for the victims’ families.

What Was the Estimated Cost of the Crisis?

The crisis surrounding the blood donations and fundraising in the wake of September
11th brought about the resignation of Dr. Healy, and subjected the American Red
Cross to well deserved adverse publicity and Congressional scrutiny. Red Cross insid-
ers believe that, of all of the Red Cross’ recent crises, this was the most serious, as the
Grassley inquiries possibly put the organization on a path to implode. The organization
survived only by careful negotiation with Congressional authorities.

Was There a Forensic Audit or Other Review to Recap
the Economic Damages?

Thanks to Senator Grassley, the Red Cross was forced to turn over all of the money in
the Liberty Fund to September 11th families. Grassley also forced the Red Cross to tell
the truth about the rampant financial malfeasance on the national and chapter levels.
However, Senator Grassley had to insist on the truth fwice.

Following Dr. Healy’s termination, Senator Grassley sent a letter to interim Presi-
dent Harold Decker containing 39 questions about how the charity intended to deliver
September 11th monetary relief judiciously and quickly to qualified recipients. Grass-
ley’s inquiry came after many of his constituents expressed concern over the Red
Cross’ delay in distributing their donations for victims’ relief (Grassley, 2002).

In a follow-up letter dated August 12, 2002 to the recently installed Red Cross Pres-
ident, Martha Evans, a clearly infuriated Grassley concluded:

In summary, the information that I received independent of the Red Cross leads me to
conclude that the rosy picture the Red Cross sought to present does not match the real-
ity presented in these documents. To get to the bottom of whether the Red Cross has se-
cured all 9-11 donations in the Liberty Fund for the exclusive use of the victims and holds
its chapters accountable, please provide detailed responses to the following questions: I
have received information that at least one chapter has not yet turned over all donations
meant for the Liberty Fund. Identify that chapter and any others that have not turned
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over these donations, explain why not, and identify any penalty imposed against that
chapter. For the past three years, identify any chapter that failed to provide any required
financial information to any Red Cross governing body (i.e., National) in full or on time.
Red Cross” answer to Question #29 is unclear as to whether there are guidelines for uni-
form record keeping and financial reporting by the regions and chapters (“In regard to
uniform record keeping and reporting, chapters use standard charts of accounts for ac-
counting purposes.”) Please clarify this response including what is meant by “standard
charts of accounts.” For the past three years, identify any investigation involving allega-
tions of mismanagement or fraud by any Red Cross officer, director, employee, or vol-
unteer. Also, state the status of the investigation and whether any settlement or penalty
resulted, and identify the settlement amount or penalty. For the past three years, identify
all Red Cross officials who have left their positions under circumstances involving alle-
gations of mismanagement or fraud. State whether any internal disciplinary proceeding
was conducted or whether any lawsuit or charge was filed against the individual and the
status of that action. Also, state whether he or she was allowed to retain benefits or trans-
fer to another chapter and, if so, explain why. Identify and explain the circumstances for
the “five involuntarily decharters” referenced in your response to Question #24. It is my
understanding that the Red Cross has a strong policy that the chapters should be finan-
cially self-sufficient. The CBS Evening News reported on July 31, 2002, that the Red
Cross has allowed chapters to receive money from the National Disaster Fund more than
3,000 times last year. Please list all income to and expenditures from the National Disas-
ter Fund from Fiscal Year 2000 to the present. This list should include but not be limited
to all chapter “Form 903" requests as well as chapter accruals and advances. The list
should also disclose the purpose of each Form 903 request (i.e., the precise reason why
the chapter requested the funds). Also, describe the method by which the Red Cross ap-
proves or denies each 903 request as well as the procedures in place to ensure, after it ap-
proves the request, that the chapters properly use the “903” funds. Information that I
have received indicates that, contrary to the Red Cross’ response to Question #26, the
organization may receive more than 5% of its funds from federal, state, and local govern-
ment sources and that in many chapters this amount frequently exceeds 30—40%. Please
clarity your response and identify all chapters at which government funds (federal, state,
and/or local) comprise more than 10% of the chapter budget (Grassley, 2002).

Impact of the Crisis—What Happened to the Nonprofit in the
Aftermath of the Scandal?

In light of Senator Grassley’s vigorous pursuit of the truth, the Red Cross has taken
steps in future disasters to limit the amount of their fundraising, and in the case of the
2004 Asian Tsunami, it stopped accepting funds when the organization received as
much as they could process and distribute.

There has been very little impact on the size and structure of the American Red
Cross, although there were layofts at National Headquarters, and the CFO at the time
of the crisis, Jack Campbell, retired.
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UNITED WAY oF THE NATIONAL CAPITAL AREA

The second nonprofit and its crisis to be analyzed is the United Way of the National
Capital Area.

Background

The United Way of the National Capital Area (UWNCA) is one of the larger United
Way affiliates in the United States. Prior to the scandal, the UWNCA administered the
Combined Federal Campaign (CFC) in the Washington Metro Area. The CFC in-
cluded all donations that came from military and federal government personnel.

Source of the Crisis—What Were the Events, Allegations,
or Criminal Behavior that Instigated the Crisis Scenario?

Allegations surfaced that senior management were receiving pay in excess of their con-
tracts, credit cards were being used inappropriately, and reimbursements were exces-
sive and often without appropriate documentation. Individuals on the UWNCA staft’
who brought up questionable activities were terminated, and a board member who
raised questions was removed from the board. The UWNCA’s long-time auditing firm
that conducted the UWNCA'’s audits engaged PriceWaterhouseCooper (PWC) to
conduct a forensic audit. The results of the audit confirmed that Oral Suer, Executive
Director of the UWNCA, embezzled over $1 million, and that at one point, UWNCA
“borrowed” $3 million from the CFC funds. PWC auditors could find no evidence
that the $3 million was ever returned to the CFC.

Who Was Involved —The Board, Executive Director,
or Some Other Staff Member?

The PWC forensic audit implicated Oral Suer, Executive Director, and members of his
senior staff. The board of the UWNCA was a large entity, but closely governed by a
tightly knit Executive Committee who may have known about the financial machina-
tions of senior management, but chose to ignore the fraud.

How Did They Get Caught?

Clues to the dysfunction began to emerge when members of the staff’ questioned fi-
nancial records and board members began asking questions. One member of the board
who persisted in asking questions was categorized as a “racist” by the board leadership.
Financial records did not reconcile with receipts and other source documents. Mr. Suer
and his senior management were permitted to use United Way credit cards without
question, and were reimbursed for expenses without receipts or other documentation.
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Who Discovered the Fraud?

The UWNCA'’s longtime auditor was aware of the shoddy financial management, but
did not push for answers until staff and board members began to question Mr. Suer’s
financial dealings.

What Happened to the Person(s) Who Discovered the Fraud?

Staft and board members who either discovered the fraud or raised questions were rou-
tinely removed from the organization. The subsequent PWC forensic audit uncovered
volumes of evidence.

Where Was the Board In All of This?

The board of the UWNCA was large, and met infrequently. When the board did
meet, the agenda consisted of superficial topics, and the effect was a “feel good” ses-
sion designed to promote cheerleading, rather than governance.

Organizational Culture—What Aspects of the Nonprofit’s Culture
Contributed to the Events Surrounding the Scandal?

In Mr. Suer’s heyday, he was a close friend and associate to the now disgraced William
Aramony, who was CEO of the United Way of America office. Mr. Suer’s manage-
ment of UWNCA as his own personal piggy bank presents a disturbing parallel to the
charges lodged against Mr. Aramony. The appearance of the scandal suggests that
UWNCA had an organizational culture in which senior managers were accountable to
no one—including the board. The Executive Committee of the board enabled the dys-
functional behavior by its closed management style and culture of secrecy. Board mem-
bers outside of the Executive Committee were not even permitted to have a roster of
the other board members.

The UWNCA'’s board culture significantly contributed to the overall mismanage-
ment of the agency primarily because they were too big and the majority too disinter-
ested in holding management accountable. The board’s decision-making appeared to
be consolidated among the board leadership. Certain board members had knowledge
of senior staft wrongdoing, but consistently failed to advise the rest of the board.

Interaction among board members outside of the carefully controlled meetings was
virtually prohibited. Board members who requested a copy of the board roster were re-
tused.

As a means of diverting attention from the board members who questioned finan-
cials, the board leadership subjected the questioners to harassment and public humilia-
tion, including charges of racism. One board member who persistently raised questions
and resisted board intimidation was unceremoniously removed from the board. Board
members were vehemently chastised for talking to the media.
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Board culture actively suppressed meaningful dialogue between membership and
board officers/senior management. Board leadership abdicated their fiduciary obliga-
tions and accountability to the UWNCA'’s senior management. Board agendas were
staft driven, and board meetings contained very little substantive discussion.

Who Were the Governmental or Law Enforcement Authorities Whose
Intervention Brought the Crisis to a Conclusion?

Law enforcement arrested Mr. Suer for embezzlement. Price WaterhouseCoopers com-
pleted an exhaustive forensic audit, which would have been even more voluminous if
the auditors had been given access to the carloads of material that Mr. Suer took upon
his departure from the UWNCA, and had been given access to Mr. Suer’s close associ-
ates. The associates refused to cooperate with the PWC auditors on advice of counsel.

What Was the Estimated Cost of the Crisis?

The UWNCA lost their lucrative contract to handle the CFC. The organization also
was the subject of Congressional inquiry, and drastically reduced its staff, replaced its
entire board and senior management, and closed most of its branch locations.

Describe the Adverse Publicity

The ongoing events as the crisis unfolded were described in the Washington Post, Chron-
icle of Philanthropy, and other print and media outlets.

Describe Who Lost Their Job and/or Was Prosecuted

Oral Suer, former CEO, was prosecuted. His successor, Norman Taylor, was dis-
missed. The entire board was replaced.

Was There a Forensic Audit or Other Review
to Recap the Economic Damages?

Following the crisis, PWC was engaged to conduct a forensic audit of the UWNCA’s
books. The PWC Executive Summary cites two issues that significantly limited their
investigative ability:

* Inability to interview all relevant key personnel: Several of the former staft
or Board members with whom we requested interviews were unavailable. Other
former staft also did not return our calls, including Anthony Vallieres, former

Chief Financial Ofticer (CFO).

* Lack of availability of records: As certain aspects of our FAI [Forensic Ac-
counting Investigation] (i.e., Mr. Suer’s compensation) spanned a long time period
(approximately 30 years), it is natural that records prepared contemporaneously
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with the events under review would not have been retained in the normal course
of business. Furthermore, a UWNCA staffer informed us that Mr. Suer was seen
removing documents when he left UWNCA. The nature of these records is un-
known. In addition, the state of organization of UWNCA'’s records, particularly
in earlier periods, is disorganized and not optimal, as there was no index of stored
records, nor was there a formal records retention policy, and some of the docu-
ments we sought were simply never located by either PWC or UWNCA.

The complete audit is a 200+ page document. The following is a sample of the
PWC FAI findings:

‘We have found evidence that Mr. Suer apparently requested and received payments from
UWNCA throughout his tenure at the organization, which appear to have been clearly
above and beyond his normal Board-approved compensation. Mr. Suer’s Board-approved
compensation included his regular annual salary, 24 days of annual leave per year, 18 days
of sick leave per year, and $10,000 per year in deferred compensation. We found that he
obtained these additional amounts via a number of different methods, most authorized or
approved by Mr. Suer himself without any documented outside approval/scrutiny. These
apparent excess payments were made through annual leave exchanges, advances, deferred
compensation payments, and other various means.

We found, according to the best available documents, that the total taxable compen-
sation received by Mr. Suer appears to have been far greater than his Board-approved
salary. We determined that this difference apparently exceeds $270,000.

We developed a listing of all manual payroll checks payable to Mr. Suer. Based on the
description from the check stubs, we also assigned a category to the payment. This total
was roughly $3.7 million before considering repayments.

We also found personal checks written to Mr. Suer for exchange of annual leave that
were used to satisty his personal UWNCA contribution/pledge obligation. Mr. Suer had
his donations sometimes withheld from the exchange of annual leave cashed out. Two
additional checks were also found relating to Oral Suer’s UWNCA pledge contributions.
These checks were payable to Oral Suer and total $9,000. The description on the check
stubs reads, “Refund of 1988 pledge payment.”

We also learned that upon Mr. Suer’s retirement, UWNCA entered into a contract
with him for consulting services. The terms of this contract called for a monthly payment
of $6,000 to Oral Suer and up to $5,000 per month in expenses. Mr. Suer received
$6,000 per month between January 2001 and January 2002 when the contract was ter-
minated. Mr. Taylor, his successor, informed us that Mr. Suer provided little in the way
of personal services to earn that amount, and Mr. Taylor believed it to be more in the
manner of a not-to-compete agreement . . .

During his tenure, Mr. Suer also held six different American Express Corporate Cards.
The total amount charged on these cards between 1974 and 2002 was $248,952.15. Be-
ginning in 1997, UWNCA expense account numbers were assigned to each line item on
the American Express bill.
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Mr. Suer’s executive calendar indicates that beginning on Friday January 25, 1991
through Sunday January 27, 1991, Mr. Suer would be attending the Super Bowl. The
Super Bowl was held on January 27, 1991 in Tampa Bay, Florida. Mr. Suer submitted a
receipt for $543.99 and was ultimately reimbursed for “Conference Expenses” incurred
on January 26, 1991 at a hotel in Kissimmee, Florida. We have also been informed that
there was no known UWNCA conference in Florida at that time.

As disclosed in the 19972000 OPM Audit, in March of 1999 UWNCA borrowed,
on a short-term basis, $3 million from the segregated CFC [Combined Federal Cam-
paign] accounts. In April 1999, the loan was supposed to have been repaid with interest.
The repayment of the principal amount of the loan was apparently facilitated through a
cash transfer of funds in the amount of $3 million. However, we could not locate evi-
dence of an actual cash transfer made for the short-term interest portion of this amount
($13,273.91). Instead, we found UWNCA had recorded a journal entry to credit the in-
terest to the CFC accounts. To the date of this report, we have been unable to locate a
physical check or wire transter demonstrating the movement of $13,273.91 in cash to the
correct accounts. CFC policy explicitly states that UWNCA and CFC funds are not to
be commingled at any time.

Impact of the Crisis—What Happened to the Nonprofit
in the Aftermath of the Scandal?

Oral Suer was convicted of embezzlement. The Washington Post reported that at his
sentencing, U.S. District Judge Gerald Bruce Lee also ordered Suer to pay $497,000 in
restitution. Suer, a native of Turkey who is a permanent U.S. resident but never ob-
tained citizenship, is likely to be deported after his sentence, defense lawyers said.

Lee gave Suer the maximum possible sentence under a federal sentencing guideline
range of 21 to 27 months. He acknowledged that Suer had accomplished a great deal
at the United Way but said, “At the same time, you were involved in theft. That’s the
only way to put it—theft.” The judge agreed to recommend that Suer serve his sen-
tence at a minimum-security prison (Markton, 2004).

The ending of the high-profile case did little to please officials at the UWNCA,
which has filed a civil suit against Suer and is seeking $1.6 million, based on an audit
released last summer that found he took that much. Suer has paid $94,000, which will
be subtracted from the $497,000 he was ordered to hand over.

“The harm that he did to the people of this region is incalculable,” said Eric Holder,
an attorney for the United Way of the National Capital Area. “We don’t think
$497,000 adequately expresses the true nature of his crimes.”

“His apologies,” Holder added, “even though they may have been great in number,
are way too late and have too little impact.” (Markton, 2004)

In July 2005, the United Way announced that UWNCA President Charles W. An-
derson, along with Resource Development and Communications staft, will operate
from the new regional office at 1725 I Street, N.W. “This location puts us closer to our
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corporate partners and to many of the charitable agencies we serve, while enabling us
our operations as inexpensively and efficiently as possible,” Anderson said. Relocating
the D.C. regional office was a “no-brainer” according to Ric Edelman, UWNCA
Board Chair and Chairman, Edelman Financial Services. “This move is another way of’
showing that our United Way has become one of the most effective, responsive, and
transparent nonprofit organizations in the area.” Edelman added that the office reloca-
tions were supported unanimously by the United Way’s board. (UWNCA press re-
lease, July 18, 2005)

JAMES BEARD FOUNDATION

The third nonprofit and its crisis discussed is the James Beard Foundation.

Background

The James Beard Foundation was created upon the death of culinary legend, James
Beard. The purpose of the foundation was to serve as a launching point for up and
coming chefs and to recognize excellence in the culinary world. The foundation’s web
page cites their mission as “To foster the appreciation and development of gastronomy
by preserving and promulgating our culinary heritage, and by recognizing and pro-
moting excellence in all aspects of the culinary arts.” (www.jamesbeard.org)

Source of the Crisis—What Events, Allegations,
or Criminal Behavior Instigated the Crisis Scenario?

Len Pickell ingratiated himself with the James Beard Foundation Board and became the
unpaid President of the Foundation. He manufactured a “background” that presented
himself as the wealthy scion of a clothing retailer, an oenophile, and a CPA who, iron-
ically, specialized in forensic accounting. While Mr. Pickell raised the profile of the
Foundation by his prolific fundraising, he also used the Foundation as an easy source
of personal funding. He misused the Foundation’s credit cards and arranged for the fi-
nance staff to provide him with signed blank checks for him to use to reimburse him-
self for expenses. He hid much of the expenditures that he felt the board would
disapprove of, while using his charisma to attract donors and to curry favor with the

board.

Who Was Involved —The Board, Executive Director,
or Some Other Staff Member?

Mr. Pickell was the primary wrongdoer, as he embezzled almost $1 million from the
Foundation. His board, however, by their lack of concern, facilitated the embezzle-
ment by creating a culture that permitted Mr. Pickell to misuse his access to funds.
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What Were the Clues to the Dysfunction?

The interaction between board members and Mr. Pickell provided the most obvious
clues to the organizational dysfunction. Mr. Pickell was able to simply swindle his way
into a position of high leadership in the Foundation. If anyone had bothered to check
his “credentials,” he or she would have discovered that he was not a CPA, nor was he
the heir to a clothing retail fortune. He was an unemployed house husband from New
Jersey. His wife held a position with a technology company. He lived in a split-level
house in a middle-class suburb (Weiss, 2005).

How Did He Get Caught? Who Discovered the Fraud?

The Foundation’s aging auditor finally decided to call a halt on the fraudulent behav-
ior. Until that point, he had turned a blind eye to the activity.

What Happened to the Person(s) Who Discovered the Fraud?

The auditor turned over the evidence to the board, who contacted law enforcement.

Where Was the Board In All of This?

The board was figuratively—and possibly literally—out to lunch. The board was also
in the midst of an internecine struggle with the Foundation’s Advisory Board for their
awards program, which is considered the “Oscars” of the culinary world.

Organizational Culture—What Aspects of the Nonprofit’s Culture
Contributed to the Events Surrounding the Scandal?

Because the board appeared to spend more time socializing and dining than they did
governing, they fostered an organizational culture of entitlement. Board members were
often the major donors of the Foundation, so in that capacity, they appeared to feel en-
titled to use the Foundation’s money to jet to Paris to be wined and dined. The Foun-
dation’s “programs” often consisted of dinners at the Foundation’s headquarters
presented by chefs who were in the running for one of the awards. These pricey din-
ners netted the Foundation vast sums of money and visibility among the jet set. There
was, however, very little in the way of funding cooking opportunities for underprivi-
leged youth or other community outreach (Weiss, 2005).

Who Were the Governmental or Law Enforcement Authorities Whose
Intervention Brought the Crisis to a Conclusion?

New York State Attorney General Eliot Spitzer’s office investigated the scandal and
prosecuted the case.
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What Was the Estimated Cost of the Crisis?

The entire Beard Foundation board was replaced, and a separate board for the admin-
istration of the Beard Awards was installed.

Describe the Adverse Publicity

The scandal was widely reported in the print and visual media.

Describe Who Lost Their Job and/or Was Prosecuted

Mr. Pickell was sentenced to one to three years in prison and the entire board was re-

placed.

Was There a Forensic Audit or Other Review to Recap the Economic
Damages?

A forensic audit took place, which uncovered the extent of Mr. Pickell’s fraud.

Impact of the Crisis—What Happened to the Nonprofit in the
Aftermath of the Scandal?

The Foundation reorganized and replaced the board while adding a separate operation
with its own board to administer the Beard Foundation Awards.

FaActors, CoMmMON AND UNIQUE,
AND LEssoNs LEARNED

The crises described in this chapter serve as rich pedagogical tools as we study the role
of Sarbanes-Oxley legislation and best practices in today’s nonprofit world. The pub-
licity that each generated makes them easily recognizable—to practitioners and to
Congress. The call for more aggressive regulation of the nonprofit world clearly stems
from the number of crises just like these that appear almost on a daily basis.

What Made Each of These Crisis Scenarios Unique?

Each scenario reflected the unique operations of the nonprofit. In the case of the
American Red Cross, the scandal emerged from a function, Disaster Services, which
was mandated by Congress in 1881. Over the ensuing century, the practice of lever-
aging current disaster fundraising to bolster the overall disaster operations became com-
monplace. Dr. Healy was an outspoken leader, whose management style and
unrelenting pursuit of topics they didn’t want to deal with alienated powertul board
members. As the Red Cross received greater scrutiny from Congress, her board ap-
peared to choose to terminate her rather than to address the thornier and entrenched
issue of corruption within the larger organization.
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Conversely, it was Oral Suer’s board that facilitated his looting of the UWNCA of
roughly $1 million. The board of the UWNCA was so large and cumbersome that the
real power rested in the hands of Suer’s Executive Committee, which seemed to ignore
this man’s fraudulent behavior. The Executive Committee successfully ensured that the
rest of the board had no knowledge of the clandestine deals and contracts that were
signed. When other board members began to ask questions, they were badgered, and ha-
rassed. If that didn’t silence the critics, they were removed from the board. Even the au-
ditors of the organization were aware of the lack of internal controls, but did nothing.

The James Beard Foundation board was captivated by Mr. Pickell’s charisma. They fa-
cilitated his fraud by failure to engage in even rudimentary due diligence. They simply
ignored their fiduciary responsibilities. They did not insist on financial controls, nor did
they provide any sort of oversight to the operations of the Foundation. Mr. Pickell was
able to pass himself off as someone he wasn’t purely by use of charm. The high net worth
of the individual board members makes this collective naiveté even more incredible.

What Were the Common Factors?

Although the people, organizations, and actions of each of these crisis scenarios are not
alike, each crisis took on a high profile, which further exacerbated the damage to the
nonprofits. Although Dr. Healy was not accused of any crime, the nature of the crisis
tarnished any successes during her tenure at the Red Cross. Her recovery from a ma-
lignant brain tumor prior to her becoming President of the American Red Cross led
some observers to suggest her managerial problems stemmed from post-operative med-
ical issues (Sontag, 2001).

Mr. Suer and Mr. Pickell were both individuals from very humble backgrounds
whose success is the stuft of the American dream. All three leaders were energetic, self-
motivated, and arrogant. It was their arrogance that led them to believe that they
could prevail over boards that were either hostile or clueless. It was also their arrogance
that led Messrs. Suer and Pickell to believe that their auditors would continue to ignore
their fraudulent activities.

Media attention and public outrage were common factors that served to fuel the
crises, and to ultimately bring the downfall of all of the leaders. Each of these crises re-
ceived relentless attention in print, radio, television, and the Internet. The crises served
to further solidify Congressional determination to regulate nonprofits, and were the
catalyst for Senator Grassley’s request for the Independent Sector to publish findings on
regulation of the nonprofit sector.

What Were the Lessons Learned?

Each of these crises provides valuable lessons to the nonprofit world. Chapter 5 will
discuss how compliance with Sarbanes-Oxley and the adaptation of best practices could
have either diffused the crisis or reduced its impact. Exhibit 4.1 summarizes the primary
lessons for each of these crises.
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ExHIBIT 4.1

Organizational

CRISIS COMPARISONS

RooT CAause ANALYsIs PART |I: THREE NoNPROFIT CRISES

Component ARC UWNCA Beard

Board Because the ARC’s Board The UWNCA board was The board was forced to
of Governors is divided replaced. The resign, and a new board
between political PriceWaterhouseCooper’s was seated. A second
appointees and Red Cross  forensic audit identified “board” was seated to
“insiders,” it was unwilling  how the previous board oversee the awards
to deal with a had ignored clear signs activities.
dysfunctional that Mr. Suer was
organizational culture. embezzling money. The
Perhaps Sen. Grassley previous board was too
should have insisted that cumbersome to be a
the entire board be serious governance entity.
replaced, along with the
Disaster Services division.

Operations  The public is now aware of The UWNCA no longer The Beard Foundation is
Red Cross’ disaster handles the Combined operating in two sections,
fundraising strategy. Federal Campaign. It the Foundation’s
During the 2004 Tsunami closed offices in administration and a
disaster, the Red Cross surrounding communities.  separate division that
stopped collecting funds The new Executive Director oversees the annual
when the campaign is hoping that time will awards.
reached peak capacity for heal wounded relations
activities related to this with the corporate sector.
disaster. Red Cross senior ~ Donations from the public
management did not want  were down significantly in
another Congressional subsequent years.
inquiry.

Staffing Red Cross National UWNCA has had to lay off  The James Beard Founda-
Headquarters laid off staff  staff and close offices in tion website now includes
in 2002 and 2003. the surrounding a page extensively

communities. describing the Foundation’s
mission and commitment
to ethical behavior in the
workplace. The page
includes discussion of the
new Whistleblower Policy
and Conflict of Interest
policy.

Relations In the midst of the Public support of the The Beard Foundation’s

with the Congressional inquiry and UWNCA dropped “public” is the culinary

public the adverse publicity, the dramatically. The Executive  world. Despite the scandal

Red Cross changed its
policy on the Liberty Fund
and used it exclusively to
provide cash gifts to the
victims’ families.

Director and his team are
looking for ways to inspire
public confidence.

and Mr. Pickell’s trial, the
Beard Foundation Awards
Ceremony went on—and

are scheduled to continue.
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CoONCLUSION

Nonprofit disasters do indeed happen. The three crisis scenarios reviewed in this chap-
ter illustrate the price of inattention, inertia, hubris, and colossal greed. All three of the
nonprofits suffered to some extent—and Senator Grassley will no doubt be monitor-
ing the Red Cross for some time. The best outcome from these sad events is the
heightened awareness of Congress, the public, and donors. The Grassley hearings in
2004 and 2005 on nonprofit accountability set the stage for real reform—even if some
nonprofits will enter the 21st century kicking and screaming!






CHAPTER 5

Root Cause Analysis—Part Il

In Chapter 4, we examined the recent crises at three nonprofit organizations, the
American Red Cross, the United Way of the National Capital Area (UWNCA), and
the James Beard Foundation. How could SOX compliance and best practices have ei-
ther prevented these crises or reduced the effects of the crises?

The focus of this chapter is twofold. The first emphasis is on the ways in which com-
pliance with SOX requirements and adaptation of SOX best practices could have
helped these nonprofits avoid the damage caused by these calamities. The intent is to
provide the reader with a SOX best practices template that directly addresses the com-
mon areas of dysfunction identified in these crisis scenarios.

The second focus is on the findings of the Panel on the Nonprofit Sector’s Final Re-
port to Congress and the Nonprofit Sector on Governance, Transparency, and Ac-
countability as a means of describing the direction this collaboration of Congress and
the nonprofit “industry” sees for future nonprofit practice.

CHAPTER OVERVIEW

Although hindsight is indeed 20/20, compliance with SOX and adaptation of best prac-
tices could have had a mitigating effect on the severity of the crises we examined in
Chapter 4. The compliance requirements of Whistleblower Protection and Document
Preservation could have provided an earlier warning that something was wrong. Best
practices from SOX would have served to strengthen the nonprofit’s infrastructures and
ensured that their boards were awake, alert, and, most importantly, accountable.

87
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CHAPTER OBJUECTIVES

By the end of this chapter, you should be able to:

Trace the factors that contributed to the crises presented in Chapter 4.
Describe the ways in which compliance with SOX requirements could have re-
duced the impact of these crises.

Explain how the implementation of SOX best practices could prevent similar

crises from occurring.

SuMMARY oF FINDING FROM RooT CAusE
ANALYSIS—PART |

The crises within the American Red Cross, the United Way of the National Capital
Area, and the James Beard Foundation presented these common contributing factors:

Lack of board oversight and overall weakness of governance: None of the
boards appeared to understand its fiduciary obligations in providing oversight and
governance to these nonprofits.

Organizational cultures: Environments that provided opportunities for fraud,
or through inaction, facilitated dysfunctional behavior.

Protocols for expense reimbursement: In its forensic audit of the UWNCA,
PriceWaterhouseCoopers (PWC) auditors discovered pages and pages of reim-
bursements without receipts. Similarly, Mr. Pickell of the James Beard Founda-
tion was provided with signed blank checks for reimbursements that did not have
supporting documentation.

Senior management attitudes and behavior: In all three cases, the leaders
were self-confident, autocratic, and to some degree, charismatic. They viewed
their boards with either hostility or disdain. In the cases of Messrs. Suer and Pick-
ell, they were able to charm their board leadership into compliance. Dr. Healy
found herself in an adversarial role with her board because of her management
style and her status as an “outsider” in the Red Cross culture.

Audit and/or financial review: All three nonprofits had mechanisms that
served to conceal the dysfunction within the organizations. In the cases of
UWNCA and the James Beard Foundation, the auditors were complicit in pre-
venting the discovery of the fraudulent behavior

Role of whistleblowers: The individuals who were whistleblowers in these or-
ganizations came from a variety of roles and places. The victims’ families and their
use of media attention were the primary whistleblowers in the Red Cross scan-
dal. Their complaints garnered Congressional attention and thus ramped up the
pressure on the Red Cross. In the case of the UWNCA, several staft and board
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members began to question financial practices and reports. All of the whistle-
blowers were terminated, including board members. As the media reported on
these firings, pressure began to mount on Mr. Suer and his Executive Commit-
tee. The James Beard Foundation’s auditor finally decided that enough was
enough. He had seen evidence of Mr. Pickell’s plundering but had kept silent to
that point.

WHISsTLEBLOWER PROTECTION

The boards in all three cases were deeply in denial and, to some extent, complicit in
the fraud. In the cases of the UWNCA and the James Beard Foundation, whistle-
blowers were the insiders who knew what was happening, but needed to transmit it to
outsiders. The whistleblowers in the UWNCA were terminated for their reports and
questions. Had a Whistleblower Protection policy been in effect and enforced, the re-
ports these individuals were making may have been investigated at a much earlier
stage.

In the case of the American Red Cross, the whistleblowers about the Liberty Fund
were the families of the September 11th victims and, hence, outside of the organiza-
tion. However, as we saw in the excerpt of Senator Grassley’s letter to Marsha Evans,
Dr. Healy had previously alerted the board about the widespread financial mismanage-
ment within the local chapters. Internal memos related to the New Jersey Chapter
manager’s fraud suggest that the Red Cross insiders on the board found Dr. Healy’s
concerns an annoyance (Grassley, 2002). Although her termination was directly related
to the Liberty Fund crisis and the post-September 11th blood collection, her persis-
tence in rooting out corruption was a constant thorn in the board’s side. Dr. Healy’s
termination might not be directly linked to her whistleblowing, but it appears that only
Senator Grassley was genuinely interested in remedying the situation.

DocuMENT PREsSeErRVATION PoLicy

In all three instances, a Document Preservation policy would have obligated the orga-
nizations to have protocols for preservation, storage, and archiving of documents. The
policy would also contain a prohibition against the destruction of documents related to
an inquiry. Had that policy been in place and enforced, the PWC auditors would have
had access to the carloads of documents that Mr. Suer allegedly removed from the
UWNCA offices upon his retirement.

A Document Preservation policy at the James Beard Foundation would have meant
that the board was sufficiently engaged to actively supervise Mr. Pickell. It also could have
meant that Mr. Pickell would have had to produce documentation of his professional
background in the form of copies of college diplomas or transcripts—and possibly even
a CPA certification. A Document Preservation policy would have also identified the ap-
palling lack of internal controls in the Foundation’s financial management.
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The American Red Cross’s National Headquarters had been under pressure since
1991 from the FDA’s head, Dr. David Kessler, to establish and enforce a document
preservation policy for its biomedical operations. In response to the FDA’s increasing
sanctions, the Red Cross brought in Elizabeth Dole in 1991 as president. Ms. Dole’s
considerable political capital seemed to keep the FDA at bay until the Clinton Ad-
ministration reappointed Dr. Kessler as head of the FDA in 1992. The pressure for ap-
propriate documentation continues to this day. The Liberty Fund crisis was, in many
ways, a recurring scandal in this organization. The pattern of events includes Congres-
sional inquiry and outrage, but the organization’s charter remains intact even though
crises related to fundraising and operations occur on a regular basis.

Compliance with SOX Whistleblower Protection and Document Preservation pro-
visions would have meant a sea change in the board and organizational culture of all
three of these organizations. All three boards would have had to have a level of ac-
countability that would have facilitated their recognizing the fraud that was occurring
within their organizations. They would have had to be fully present to their gover-
nance and fiduciary obligations. Most importantly, they would have had to recognize
and accept that aggressive intervention was necessary to stop the fraud and change the
dysfunction within their nonprofit’s cultures.

SOX BesT PRACTICES

The best practices that emerge from SOX provisions and standards serve as the frame-
work for a transparent organization. This section examines how the implementation of
best practices could have averted these crises or reduced their impact.

SOX best practices include:

* Board independence and accountability

* Audit committee whose role is to oversee the annual audit or financial review (for
small nonprofits) and to upgrade the financial literacy of the board

* Enhanced detail and accuracy in the preparation of IRS Form 990

» Conflict of Interest policy and Code of Ethics that facilitate greater focus on de-
cision-making for the good of the nonprofit

* Internal controls, particularly as these relate to financial operations, and compli-
ance with all laws and regulations at the federal, state, and local levels

Board Independence and Accountability

The board played a pivotal role in each of these crises. In all three cases, the boards
were not at all independent. The Red Cross board was split between the political ap-
pointees and the Red Cross insiders whose allegiance was to an inbred organizational
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tradition. The UWNCA board was largely window-dressing. The Executive Com-
mittee was handpicked by Mr. Suer, who kept their allegiance firmly under his con-
trol. Similarly, Mr. Pickell, through his use of guile, ensured that his board was firmly
under his control.

Because none of the boards appeared to have any understanding of its legal obliga-
tions of care, loyalty, and obedience, the implementation of board performance stan-
dards would have been a significant means of establishing accountability. Board
orientations are essential in transmitting the information and protocols that board
members need in order to conduct business in a transparent manner.

Board member selection and screening are important elements in ensuring board in-
dependence. The board needs to be comprised of individuals whose experience and
professional credentials are in line with the governance needs of the nonprofit. Boards
who are selected by the nonprofit’s executive by definition lack the degree of inde-
pendence needed to adhere to SOX best practices.

Audit Committee

The audits of these nonprofits present a red flag. In the cases of the UWNCA and the
James Beard Foundation, the same firm and/or individual conducted the audits over
many years. The auditors were aware of inappropriate dealings, but chose to keep these
quiet. Best practices necessitate that auditors are rotated every three to five years. Both
Messrs. Suer and Pickell had been at the helm of their organizations over five years.
Had the best practices been in place, a new auditor would have also recognized the in-
appropriate dealings, but might have refused to stay silent.

All three boards may have had a high degree of financial literacy, but if any or all of
the boards had audit committees, these committees failed to perform as they were in-
tended. The role of the audit committee is to oversee the annual audit, which includes
a frank and open discussion with the auditor without staft present. An effective audit
committee would have insisted that the auditors be candid and that immediate action
be taken to stop the fraudulent activity. In the case of the Red Cross, the audit com-
mittee and the auditors should have insisted that funds raised for specific disasters be
spent exclusively on those disasters.

Enhanced Detail and Accuracy in the Preparation of IRS Form 990

The IRS Form 990s for all three nonprofits—the Red Cross, the UWNCA, and the
James Beard Foundation—are clearly very complex. It would be very easy to obscure
any misappropriation.

If the boards in each of the nonprofits had been required to review and approve the
990s, it might have been possible for them to identify problems on the amount that was

spent on programs, or in the nonprofit’s internal controls. There is a recommendation



o2 CHAPTER 5 RooT CAuseE ANALYsIS—PART Il

that 990s be signed by executives under penalty of perjury. Accuracy and transparency
in the preparation of 990s are the means by which missing funds and inappropriate use
of charge cards and reimbursements can be identified.

Conflict of Interest Policy and Code of Ethics

Implementation of a Conflict of Interest policy and a Code of Ethics relates to board
members and to members of the executive team. The degree to which these policies
are successful directly relates to the willingness of the board to be aggressive in en-
forcement. In the cases of the UWNCA and the Beard Foundation, the executives may
not have exhibited clear conflicts of interest, but they surely violated the spirit of any
code of ethics by placing their personal gain above the good of the nonprofit. Eftective
Conflict of Interest policies and Codes of Ethics are clear and unambiguous about what
1s inappropriate behavior and what are the sanctions for these behaviors.

Internal Controls

In all three cases, financial internal controls were lacking. In the case of the Red Cross,
the deceitful practices in disaster fundraising had been in place for decades. The ability
of the UWNCA and James Beard Foundation executives to embezzle $1 million each
clearly stems from a lack of internal controls, and the board’s disinterest in requiring in-
ternal controls.

The types of internal controls that would have shortened the time it took to discover
the fraud could include strict requirements for furnishing appropriate documentation
before a reimbursement check was issued. Obviously, the issuing of a signed blank
check would never be permitted, nor would the use of a nonprofit’s credit card for
personal items. The auditor would have access to any and all travel claims or other in-
stances in which reimbursement is necessary. In keeping with an eftective Whistle-
blower Protection policy, there would be a mechanism for reporting infractions and
other breeches of internal controls.

Protocols for travel claims and other reimbursements should be clearly defined and
distributed among all staft and volunteers. Senior management and board members
need to be held accountable for complying with these protocols. The protocols should
address the types of travel expenses that are covered and are not covered. The policy
should also specify the types of documentation that are required to be submitted before
reimbursement is made.

Credit cards, particularly ATM cards, issued to the nonprofit should be carefully
tracked to ensure that charges are appropriate. Each month, the bank and credit card
statements should be reviewed by the Treasurer or CFO. The statements should not be
opened by anyone prior to being routed to the reviewer. Records of all reimbursement
checks should also include appropriate documentation. Any discrepancies should be re-
ported immediately—to senior management and to the board.
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Recommendations on Best Practices from Independent Sector Report
to Congress and the Nonprofit Sector on Governance, Transparency,
and Accountability

In the wake of numerous nonprofit scandals like the Red Cross, UWNCA, and the
Beard Foundation, Senator Grassley requested that the Independent Sector’s Panel on
the Nonprofit Sector report on recommendations for action to be taken by Congress,
the Internal Revenue Service (IRS), and nonprofits themselves. The group’s final re-
port was released in June 2005. Many of the proposals mirror the recommendations
presented in the Grassley White Paper of 2004.

The Panel on the Nonprofit Sector’s Recommendations for Congressional Action
include:

For the IRS:

* Increase the resources allocated to the IRS for oversight and enforcement of char-
itable organizations and for overall tax enforcement.

* Authorize funding to be provided to all states to establish or increase oversight and
education of charitable organizations. Congress should authorize additional sup-
plemental funding for states willing to provide matching dollars for further im-
provements in oversight and education.

* Amend federal tax laws to allow state attorneys general and any other state offi-
cials charged by law with overseeing charitable organizations the same access to
IRS information currently available by law to state revenue officers, under the
same terms and restrictions.

For Congress:

* Authorize funding to enable the IRS to move forward with mandatory electronic
filing of all Form 990 series returns as expeditiously as possible and to coordinate
its electronic filing efforts with state filing requirements.

* Amend federal tax laws to permit the IRS to require all charitable organizations
to file their Form 990 series returns electronically, with appropriate accommoda-
tions to allow charitable organizations to comply with e-filing requirements in a
timely, cost-effective manner.

* Direct the IRS to require that the Form 990 series returns be signed, under penal-
ties of perjury, by the CEO, the CFO, or the highest ranking officer of the orga-
nization, or, if it is a trust, by one of its trustees.

* Amend federal tax laws to require all organizations recognized under Section
501(c)(3) of the Internal Revenue Code that are currently excused from filing an
annual information return because their annual gross receipts fall below the spec-
ified amount (currently below $25,000) to file an annual notice with the IRS with
basic contact and financial information.
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Amend federal tax laws to require charitable organizations to notify the IRS if and
when they cease operations and to file a final Form 990 series return within a
specified period after termination.

Amend federal tax laws to extend present-law penalties imposed on income tax
preparers of personal and corporate tax returns for omission or misrepresentation
of information, willful or reckless misrepresentation, or disregard of rules and reg-
ulations to preparers of Form 990 series returns.

Direct the Secretary of the Treasury to require that Form 1023, the application for
recognition as a tax-exempt organization under Section 501(c)(3) of the Internal
Revenue Code, be filed electronically.

Amend federal tax laws to require charitable organizations with at least $1 million
or more in total annual revenues to conduct an audit and attach audited financial
statements to their Form 990 series returns, and to require organizations with an-
nual revenues between $250,000 and $1 million to have financial statements re-
viewed by an independent public accountant.

Direct the Secretary of the Treasury to specify in regulations that the audited
statements should be made available to the public on the same basis as the annual

information returns.

Direct the Secretary of the Treasury to amend the regulations regarding qualifi-
cations for recognition as a tax-exempt organization under Section 501(c)(3) of
the Internal Revenue Code to require a qualifying organization, with certain ex-

clusions, to have a minimum of three members on its governing board.

Direct the Secretary of the Treasury to amend the regulations regarding qualifi-
cations for recognition as a public charity (and exemption from private foundation
status) under Section 509(a) of the Internal Revenue Code to require that at least
one-third of the members of a qualifying public charity’s governing board be in-
dependent, with certain exclusions.

Direct the Secretary of the Treasury to amend the regulations to prohibit indi-
viduals barred from service on boards of publicly traded companies or convicted
of crimes directly related to breaches of fiduciary duty in their service as an em-
ployee or board member of a charitable organization from serving on the board
of a charitable organization for five years following their conviction or removal.

For Nonprofits:

Charitable organizations should encourage state legislatures to incorporate federal
tax standards for charitable organizations, including prohibitions on excess bene-
fit transactions, into state law.

The board of a charitable organization should, as recommended practice or in ac-
cordance with the laws of its state:
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* Review the Form 990 or 990-PF filed by its organization annually.

* Undertake a full review of its organizational and governing instruments, key
financial transactions, and compensation policies and practices at least once
every five years.

* Include individuals with some financial literacy in its membership.

* Incorporate into the organization’s bylaws, articles, charter, or other appro-
priate governing documents a requirement that the full board must approve,
annually and in advance, the compensation of the CEO.

* Adopt and enforce a Conflict of Interest policy consistent with the laws of its
state and tailored to its specific organizational needs and characteristics.

* Establish policies and procedures that encourage individuals to come forward
with credible information on illegal practices or violations of adopted policies
of the organization. The policy should specify that the organization will pro-
tect the individual who makes such a report from retaliation.

* The charitable sector should undertake vigorous, sector-wide efforts to:

* Educate, in partnership with the IRS and state oversight officials, charitable
organizations about financial transactions that are potentially abusive tax shel-
ters and the additional reporting requirements and risks such transactions may
pose.

* Provide information and education to organizations on the roles and respon-
sibilities of board members and the factors that boards should consider in eval-
uating the appropriate size and structure needed to ensure the most effective,
responsible governance.

* Educate charitable organizations about the importance of the auditing
function.

* Educate and encourage all charitable organizations, regardless of size, to adopt
and enforce policies and procedures to address possible conflicts of interest and
to facilitate reporting of suspected malfeasance and misconduct by organization
managers.

When Only Platinum Will Do . . . The Very Best Practices
for Nonprofit Management

Senator Grassley’s 2004 White Paper recommended the practices that are described in
this section, but the Panel on the Nonprofit Sector did not support this position, cit-
ing its belief that the nonprofit world could regulate itself. After reviewing the three
crises from Chapter 4, one might question this position. However, your nonprofit has
the absolute right to establish a platinum standard of operation! Nonprofits should
consider adopting the following best practices:
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* Every five years, the board should conduct a full review of the nonprofit’s legal
documentation to ensure completeness, the nonprofit’s programming to ensure
that the programs are consistent with the nonprofit’s mission, and a full review of
the financial statements to identify trends and patterns over that time frame. The
review should also examine other documentation to identify trends, such as in-
surance claims, newspaper reports about the nonprofit, fundraising results, HR
complaints, and disciplinary action against individuals within the organization.

* Every year, the board should require senior management to present detailed re-
ports of program and fundraising evaluations and a complete description of the
metrics used to evaluate programs and fundraising.

* Every year, the board and audit committee should meet in executive session with
the nonprofit’s auditor. No staff should be permitted to attend this session. The
auditor should be required to identify areas that he or she sees as potential prob-
lems or opportunities for fraud, or where real fraud is taking place. If the nonprofit
is given a management letter by the accountant, the issues cited in the manage-
ment letter should be rectified immediately, and the improvements documented.

* The board should commission the development of an organization-wide risk
management plan and business continuity plan. The plans should be reviewed and
updated on an annual basis.

CoONCLUSION

Nonprofit crises come about because of a wide variety of factors, most of which in-
volve lax internal controls and wide open opportunities for fraud. The SOX require-
ments and best practices are rapidly becoming the gold standard for management in this
country—across all economic sectors. The common denominators are attention, vigi-
lance, and accountability. Corporate and nonprofit boards alike are being held to an
unprecedented level of accountability, and that’s as it should be. Donors, clients, and the
public at large deserve no less than full compliance.



CHAPTER 6

SOX Best Practices
and Governance

Harry was the Executive Director of a nonprofit that provided healthcare educa-
tion. He was a hard-working individual whose board largely included major donors to
the nonprofit. Many of the board members felt that their donor status entitled them to
treat Harry as if he was their butler. After several years of this type of abuse, Harry let
it be known that he wanted his hard work acknowledged with a pay raise. The board
president, one of the more arrogant board members, began the proceedings to fire
Harry. In the meantime, Harry was hospitalized for quadruple bypass surgery. The
board wanted to move ahead with Harry’s termination despite the admonishment of
one board member who insisted that a memo from her be placed in the minutes. The
memo advised that what the board was doing was illegal under state laws and under the
Americans with Disabilities Act.

The board pressed on with their termination of Harry, and he filed a complaint with
the state labor board. The proceeds of the legal settlement permitted Harry to purchase
a lovely vacation home in the country.

CHAPTER OVERVIEW

One of the hallmarks of today’s emphasis on accountability is the emphasis on the
board as the source of ultimate accountability in a nonprofit. Board members are held
to a higher level of scrutiny and responsibility for nonprofit operations and manage-
ment. Although the courts have long held nonprofit boards to the same legal standards
as private sector boards, the nonprofit world has been slow to insist on board member
performance. This chapter explores the role of the board, the board’s legal and ethical
obligations, and current trends in board accountability.

o7
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CHAPTER OBJECTIVES
By the end of the chapter, you should be able to:

* Describe the role of the board in today’s nonprofit organization.
* Explain the legal standards and ethical obligations for board members.
* Describe current trends in board accountability.
* Discuss important elements in board accountability and transparency.
» Utilize various methods for ensuring independence:

* Conlflict of Interest policy

* Code of Ethics
* Develop an effective committee system:

* Executive

* Audit

* Finance

* Nominating

* Development and Fundraising

* Human Resources (for employees and volunteers)

RoLE oF THE BoARD IN TobAaY’'s NONPROFIT

“Accountability” is an important watchword in today’s nonprofit governance envi-
ronment. The media is filled with examples of financial mismanagement, violation of
federal employment law, and failure to conduct due diligence in outsourcing functions.

An interesting example is the San Francisco Bay Area United Way and its nonprofit
subsidiary, Pipevine. Pipevine was under contract to collect and allocate corporate do-
nations to the United Way of the San Francisco Bay Area. Pipevine allegedly skimmed
millions from the donations because it had inaccurately forecasted its operating ex-
penses and wasn’t receiving sufficient revenue from the United Way to maintain sol-
vency. Published reports indicate that this scandal has resulted in a six-year downturn
in donations for this United Way affiliate. Corporations continue to be reluctant to
sponsor campaigns for employee donations.

When a nonprofit encounters these dramatic crises, the board is often the first place
to look for the source of the dysfunction. The first question that comes to mind in each
of these sad stories 1s, “Where was the board?”” Did the board understand what was
going on? Did the board ignore or condone clearly inappropriate and often criminal
behavior? Did the board even know what to look for? Today’s boards and board mem-
bers need to recognize that the level of scrutiny and accountability aimed at nonprof-
its has increased. Nonprofit boards can no longer afford to deal at arm’s length with the
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organization—or meet on a quarterly basis as was once touted in a well-known gov-
ernance model. The days of the fully accountable, fully present, “hands-on” board are
here to stay.

The actions of the board and the products of governance have become central issues
in SOX legislation, California legislation, and any potential clone legislation because
nonprofit boards hold the ultimate accountability for what transpires within the con-
fines of a nonprofit organization. There are no excuses for nonprofit board members
not to understand what is going on in the organization, nor are there any excuses for
board members not holding the Executive Director accountable for the actions of his
or her staff.

Legal Standards and Traditional Expectations

Boards (nonprofit and private sector alike) have always had standards of behavior asso-
ciated with membership. The quality of board decisions and actions are evaluated
based on how board members understood their obligations to the nonprofit institution,
and how carefully they deliberated before making a particular decision or taking a par-
ticular action. Board members are expected to conduct themselves and make decisions
consistent with three legal standards: care, loyalty, and obedience. The three standards
describe the types of consideration that should go into behavior and decisions. The
basic legal standard of the “reasonably prudent person” is particularly significant, as the
courts look to determine if the board took reasonable steps in decision-making or
action.

ExHiBIT 6.1 LEGAL STANDS AND EXPECTED BOARD
MEMBER BEHAVIOR

Legal Standard Expected Behavior

Care The director shall discharge his or her duties as a director, including his
or her duties as a member of a committee in good faith and with a care
that an ordinarily prudent person in a like position would exercise
under similar circumstances and in a manner the director reasonably
believes to be in the best interest of the organization.

Loyalty In his or her capacity as a member of a nonprofit board, the individual
is to give first priority to the institution in making financial decisions.
This means that board members may not engage in activities with the
nonprofit that will result in personal gain, nor are board members to
use their board status as means to any personal gain—financial or
otherwise

Obedience Directors are required to act within the bounds of the law generally,
and with the intent of achieving the organization’s mission as
expressed in its charter and bylaws.
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In addition to the primary legal standards of care, loyalty, and obedience, board mem-
bers have always been expected to:

* Attend board meetings on a regular basis: Board members who do not at-
tend meetings regularly have only a marginal understanding of the nonprofit’s op-
erational, financial, and governance issues. These board members make poor
representatives of the nonprofit, and in their lack of knowledge can make unwise
decisions.

* Understand their governance role: Board members, by the legal standards of
care, loyalty, and obedience, are expected to put the welfare of the nonprofit
ahead of any personal consideration, and certainly ahead of any personal gain.
Board members are not there to micromanage the nonprofit, nor are they simply

(13 M b bRl M b
window-dressing” for senior management’s agenda.

* Read and understand (or ask questions until they obtain clarity) all ma-
terials sent in advance of a board meeting: The operative expectation is that
board members come to board meetings prepared to ask questions or obtain clar-
ity because they have carefully reviewed all of the materials in advance.

* Review financial documents carefully and provide appropriate over-
sight: Board members are expected to either understand the financial documents,
or seek assistance in learning how to read and interpret financial statements. In the
area of financial operations, board members need to ask the difficult questions and
insist on appropriate financial materials.

* Disclose any real or potential conflicts of interest: Board members, in order
to adhere to the standard of loyalty, must disclose any real or potential conflicts of
interest to the board. The rest of the board needs to know about these real or po-
tential conflicts of interest so steps can be taken to eliminate the impact of these
conflicts on board deliberations and decisions.

* Adhere to a Code of Ethics: Board members need to adhere to a Code of
Ethics that spells out the nonprofit’s values and principles. Adherence to a Code
of Ethics is another way in which board members put the interest and well-being
of the nonprofit ahead of their own.

New Expectations for Board Oversight and Governance

With the passage of SOX, the bar was raised on all organizations, not just publicly traded
corporations and not just nonprofits. All organizations that conduct business within the
United States are subject to greater scrutiny. Public trust is an important issue that all or-
ganizations—public, private, and independent (nonprofit)—need to address.

At issue is the level of competence and accountability within nonprofit boards.
Some nonprofit boards have been collections of friends, business acquaintances, and
even family members. Prior public scrutiny and expectations regarding nonprofit
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ExHiBIT 6.2 BOARD MEMBER LEGAL STANDARDS CHECKLIST

Legal Standard of Care
* Are board members furnished with financial statements and other materials well in advance of
the board meetings?

* |s an agenda prepared and followed for each board meeting?

¢ Are minutes kept for each board meeting?

e Do board members come to the meetings prepared to discuss the issues on the agenda?

e |s there a specific decision-making process; i.e., specific length of time for discussion followed by
a vote?

¢ If a topic needs to be deferred for a vote at a later date, are there specific steps and/or
information that will be gathered so the board can take a vote when the topic is revisited?

Legal Standard of Loyalty

¢ Are board members required to complete a Conflict of Interest letter on an annual basis?

e Does the board have specific protocols to handle conflicts of interest as they occur?

e Are board members fully briefed (usually at an orientation) about their fiduciary obligations?

e Are board members required to sign a Code of Ethics, and are they held accountable for
conducting themselves in accordance with the code?

Legal Standard of Obedience
e Are board members briefed on the nonprofit’s mission, and how that mission is affected by
board decisions?

e Are board members briefed on the correlation between their decision-making and their fiduciary
obligations as these impact the nonprofit’s mission?

e Are board members briefed on the correlation between the quality of their performance and the
nonprofit’s mission?

boards was low—as was noted by IRS Commissioner Mark Everson at the Grassley
Hearings. Federal agencies, such as the Internal Revenue Service (IRS), simply did not
have the resources or the directive to pursue nonprofit compliance.

In the past, nonprofit board members were expected to provide a rubber stamp of
approval for the Executive Director and raise money if necessary. Often, the members’
personal checkbooks were the main source in the nonprofit’s fundraising strategy. All
that has changed in the past decade. The number of prominent nonprofits embroiled
in financial scandals has increased dramatically. With the enactment of SOX in relation
to corporate scandal, the public is demanding that the nonprofit world be held to the
same level of accountability to protect the billions of voluntary donations that pour into
this sector each year.

New Expectations of Board Accountability
Nonprofit boards will now be held accountable for:

* Properly preparing an annual IRS Form 990 that is submitted on time, is com-
plete, and is accurate



102 CHAPTER 6 ConNFLIcT oF INTEREST PoLicy AND PROCEDURES

* Approving compensation package(s) for senior management

* Establishing and enforcing a Code of Ethics and a Conflict of Interest Policy
* Ensuring that the nonprofit either has an annual audit or financial review

* Establishing an audit committee

* Ensuring that the auditor is independent

* Reviewing, interpreting, and questioning financial statements prepared by staft’

Championing SOX Best Practices: The Board’s Governance Role

The SOX best practices presume that boards are actively engaged in the operations of
the nonprofit. This does not mean that boards are expected to “micromanage,” but it
does require that the board and senior management are highly interactive. Those 20th
century board governance models that presume the board fulfills its obligations at arm’s
length while pondering their universal theory of governance have always been bogus
and today are absolutely dangerous. Accountability is the key and will be a major
component within future state laws and regulatory requirements relative to nonprofit
accountability.

Board members need to understand that they are expected to fully participate in de-
ciston-making. To facilitate productive discussion and efficient use of time, board lead-
ership can institute ground rules to control the length of time that any one person has
the floor, issues related to civility of discussion, and the use of a “timed” agenda and
Robert’s Rules to ensure an orderly meeting. Pre-meeting preparedness is an essential
element to any successful meeting. Board members need to receive materials at least
one week prior to the meeting. Today’s technology can streamline the process by send-
ing the material as e-mail attachments or by fax. Regardless of the means of conveying
the materials, the board members must come to the meeting prepared to deliberate and
make decisions. A functional decision-making model also presumes a board culture that
supports asking difficult questions and making businesslike decisions. Nonprofits can no
longer afford to have a “mom and pop” mindset, nor can they afford to have compe-
tent professionals on their boards who abdicate their governance obligations.

One of the challenges in board deliberations is the tendency to engage in endless an-
alytic exercises. Reports from standing committees or ad hoc groups should include
recommendations based on solid analysis. The board should request the level of infor-
mation that is necessary and sufficient for reasonable decision-making. The meeting
agenda should outline the decisions that are to be made at the meeting, and allocate suf-
ficient time for discussion and then call a vote. Board members who wish to comman-
deer the agenda tend to use lengthy discussion as a strategic weapon. In this way, the
important issues never come up for a vote. The board leadership needs to be assertive
in ensuring that the agenda is balanced and that the necessary votes are taken.



RoLE oF THE BoARD IN TobAY’'s NONPROFIT 103

ExHiBIT 6.3 BOARD OF DIRECTORS GOVERNANCE PROFILE
AND PERFORMANCE EXPECTATIONS

WORKSHEET
Identify the roles and duties of the board including the distinction between
governance roles and management roles within the nonprofit.

Governance—Does your board engage in these activities?
e Policy-making and accountability—Board members recognize that they have ultimate control and
authority and responsibility for the nonprofit operations.

e Supervise Executive Director or CEO of the nonprofit.

Oversight in areas of:
e Financial operations

e Internal controls
e Compliance with federal, state, and local laws and regulations

Term Limits
e Does the board have term limits?

e If so, how many consecutive terms are board members permitted to serve?

e |f the board does not have term limits, is there a plan in place to introduce term limits and/or
establish an advisory board?

Summary of board committees’ descriptions and performance objectives

For each committee your board has, identify its function and objectives for the coming year. If the
board wants to add one of these committee designations, describe its function and objectives for
the coming year.

® Finance Committee

¢ Audit Committee

¢ Development and Fundraising Committee

e Personnel Committee

¢ Nominating Committee (for the board of directors)
¢ Facilities Committee

e Strategic Planning Committee

e Risk Management Committee

Board members, particularly board officers, have an obligation to the organization,
its staft, clients, volunteers, donors, and the community at large to conduct themselves
in a professional manner while acting in their role as board members. The good name
of the organization can be enhanced or compromised depending on how they conduct

themselves—in person, in print (letters or documents), and online via e-mail.
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All Nonprofit Boards Should Work Toward These Ethical
and Operational Principles

At the center of good governance are ethical and operational principles that guide
board members in discussion, activities, and decisions that put the welfare of the non-
profit before their personal or professional gain.

The Senate Finance Committee’s staff proposals and California’s Nonprofit Integrity
Act are based on the presumption that nonprofit boards have established policies to set
goals and objectives for the organization, as well as protocols to oversee the nonprofit’s
operations, particularly financial operations. The Senate Finance Committee staft em-
phasize this belief through the proposal to impose criminal liability for the CEO to pro-
vide reasonable assurance of the accuracy and completeness of all material aspects of the
return.

The board is the final authority in the nonprofit, and is obligated to closely super-
vise its only employee, the CEO. The Nonprofit Integrity Act further requires of
nonprofits whose budgets are in excess of $2 million that the board approve the com-
pensation packages of senior management.

Board’s Overall Responsibility for the Management of the Nonprofit

In addition to the principles that have emerged from the current legislative environ-
ment, boards need to consider adopting traditional tenets that address board authority
and overall responsibility for the management of the nonprofit. Boards are responsible
for crafting the procedures, policies, and protocols that ensure the nonprofit is in com-
pliance with federal, state, and local laws and is a going concern.

The board’s fiduciary obligations require careful oversight of financial operations to
ensure that a budget is crafted on an annual basis, to ensure that an annual audit or fi-
nancial review is conducted, and that IRS Form 990s are submitted in a timely fash-
ion. Additionally, the board is responsible for ensuring all other financial reports are
generated in a timely fashion (see Exhibit 6.4).

The board should ensure that it is in compliance with relevant federal law and reg-
ulations, state law and regulations, and any local ordinances. The board should also en-
sure that documentation of its actions, and board minutes, are prepared in the
appropriate manner and stored per the Document Retention policy.

The board should ensure that Human Resource policies are in place to safeguard the
rights of employees and volunteers, and to ensure that every employee and volunteer
has a job description and a method by which his or her performance is appropriately
and fairly evaluated. The board should also ensure that the nonprofit publishes an em-
ployee manual and a volunteer manual that identifies and outlines policies that apply to
employees and volunteers.

The board, as the ultimate authority in the nonprofit, is responsible for ensuring that
the nonprofit is adequately insured, including the variety of insurance policies that are
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ExHiBIT 6.4 AUDIT COMMITTEE WORKSHEET

Every nonprofit should have an audit committee no matter how small the nonprofit or its board. The
purpose of the committee is to provide oversight to the annual audit, or for small nonprofits, the
annual review of financials.

Composition of the committee—The committee needs to include:
¢ One financial professional

e Two to four members of the board who are not also members of the Finance Committee

COMMITTEE FUNCTIONS AND DELIVERABLES

Does your nonprofit’s Audit Committee . . .

e Serve as a liaison between the auditor and the board to ensure that the auditing firm is
appropriate for a nonprofit audit (skill set and experience) and to review the performance of the
auditing firm?

e Ensure that the auditor is only providing auditing services and not also providing consulting
services to the nonprofit, such as bookkeeping, financial information systems, HR outsource
services, legal services, or other professional services that do not relate to the audit?

e Ensure that the auditing firm or partner is rotated every three to five (3-5) years? If the auditing
firm is large enough, other partners or associates can rotate to provide auditing services to the
nonprofit. In any event, members of the auditing firm should not be recruited to serve on the
nonprofit’s board or on the auditing committee.

e Ensure that the nonprofit’s auditor has no financial or business connections to individual board
members?

* Meet with the auditor to review the audit and make recommendations regarding board approval,
or provide recommendations for modifications? The Committee makes these recommendations to
the full board, which ideally, meets with the auditor to discuss the audit.

e Ensure that if the audit produces a “management letter,” the issues outlined in the letter are
remedied immediately?

required for the nonprofit’s operations, professional liability coverage (if applicable), and
Directors and Ofticers insurance, including Employment Practices Liability Insurance
for the board. The board is also responsible for ensuring that this coverage is secured at
a competitive price and that the nonprofit’s insurance professional is responsive to the
nonprofit’s needs and requirements.

The Competent Board: Important Elements in Accountability

Current members of your nonprofit board were possibly recruited from many
sources—friends, relatives, donor database, or nonprofit clearinghouses. Some of the
members of the board are appropriate to the organization, and some may be above
their heads in terms of understanding their role and what is expected of them. SOX
best practices presumes that all members of the board are qualified to serve, that is,
competent to serve in a governance role, and possess an understanding of what is ex-
pected of them as well as a skill set that serves to accomplish expected performance.
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Board members should be recruited based on those specific areas of expertise, di-
versity, or background that the board’s leadership and nominating committee have
identified as significant to the nonprofit. Under no circumstances should more than one
member of a family be seated on the board, nor should a family member of any staft be
seated on the board. Similarly, vendors and consultants to the nonprofit should be dis-
qualified for board membership. Those individuals who are seated on the board should
also agree to sign a Conflict of Interest statement on an annual basis and should under-
stand that they are required to disclose immediately any circumstances that could be
considered a conflict of interest. In today’s environment, even the appearance of a con-
flict of interest is unacceptable.

How do board members learn about what is expected of them? One of the best ways
of offering a complete introduction to board service is through a comprehensive ori-
entation and subsequent “in-service” training sessions. The orientation for new mem-
bers should be crafted to address the important issues and expectations. The orientation
should also be held at a time of day that would accommodate most members—and
should be approximately 90 minutes to two hours long. The topics that are not ad-
dressed in the initial orientation can be covered in subsequent “in-service” sessions.

The primary learning objectives of any board orientation include:

* The new board members understand the nonprofit’s mission, vision, and strate-
gic plan.

* New board members have an understanding of the nonprofit’s history so that they
can appreciate where the organization has been and where it is headed.

* New board members understand their obligations and performance objectives.

* New board members understand the board policies on meetings, attendance,
conflict of interest, and other policies that emerge from SOX best practices.

* The new board members have received their job descriptions and understand
their performance expectations and fiduciary obligations as board members.

When a board member joins the board, he or she should know the length of the ap-
pointment and the rules for reappointment to the board. These rules, however, are use-
less unless enforced. If your board does not have term limits, it is essential that these be
instituted immediately—regardless of the outcry. Responsible board members will
have no objection to the enforcement of term limits. Those who protest could be of-
tered a seat on an advisory board—but the well-being of your nonprofit is far more im-
portant than yielding to manipulative behavior.

Depending on the size of the nonprofit, the ideal board size is somewhere between
7 and 16 members. Boards smaller than 7 can become deadlocked, and those larger
than 16 can become unwieldy or experience a chilling eftect on discussion, dissention,
and possibly the emergence of a “ruling elite” that generally takes the form of the Ex-
ecutive Committee.
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The board should establish procedures to ensure that new members are recruited,
trained, and understand their roles and obligations including term limits. Boards should
ensure that the size of the board is appropriate to the size and needs of the organiza-
tion. The board should also endeavor to evaluate their own performance as a gover-
nance entity, and the performance of their individual members. These performance
standards should include attendance at meetings, committee work, fundraising, prepa-
ration for discussion, and participation in strategic planning, and other activities.

Committee System

The board needs to develop an eftective committee system to delegate the tasks asso-
ciated with managing the board and the nonprofit. Committees can be as small as three
people, or much larger, although a committee greater than 15 people can be cumber-
some. Committees need not be populated exclusively from the board. Inviting
prospective board members to serve on a committee for a year or two can be useful to
both the prospective member and the board. The individual can see how the board op-
erates, and the board has the opportunity to see the individual in action.
Here are examples of the types of committees that support board activities:

* Executive: The Executive Committee generally consists of the board Chair,
Vice-Chair, Secretary, Treasurer, and Senior Management Team of the non-
profit. This committee is charged with the day-to-day governance of the organi-
zation, decision-making at the executive level, and crisis management.

* Finance: The Finance Committee is responsible for reviewing the monthly fi-
nancial reports, making decisions related to revenues and expenditures, and pro-
viding assertive oversight of all financial operations including purchase of

insurance. Financial literacy for members of this committee is a must.

* Audit: The Audit Committee convenes for a short period of time each year. This
committee must be completely independent from the Executive Committee and
the Finance Committee. No staff may sit on the committee, and no members of
the Executive or Finance Committee may be members of this committee. There
should be at least one financial professional on the committee. The purpose of the
committee is to oversee the annual audit or financial review (for small nonprof-
its) and to upgrade the financial literacy of the board. The roles and duties of the
Audit Committee is discussed in more detail in Exhibit 6.4

* Nominating: The Nominating Committee is charged with recruiting, screening
prospective board members, and recommending a slate of new directors for the
board’s approval.

* Development and Fundraising: The Development Committee is charged
with oversight into development and fundraising activities for the nonprofit. Often,
members of the Development Committee are expected to conduct development
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activities for the board itself. State laws, such as California’s Nonprofit Integrity
Act, require the board to provide active oversight into any and all contracts for
fundraising vendors and activities.

The committee system within a board can provide an effective means of distribut-
ing the work that is needed to ensure SOX compliance and adaptation of best practices.
Having a conflict of interest policy and procedures in place will help make the board
and its committees more effective. Exhibit 6.5 provides materials that will be helpful in
developing the policy and procedures

ExHiBIT 6.5 CONFLICT OF INTEREST POLICY AND
PROCEDURES WORKSHEET

Does Your Board Have a Conflict of Interest Policy? If So, Does It Contain These Talking Points?

e Legal standard of loyalty requires board members to put the financial interests of the nonprofit
ahead of any personal gain. One way to achieve this is to identify those relationships and/or
business dealings that either present a conflict of interest or have the potential for being a
conflict of interest.

e By signing a letter indicating real or potential conflicts of interest, or stating that the individual
has none, the nonprofit has a record of those areas that may pose a conflict of interest for
individual board members. The nonprofit can then take steps to ensure that the individual board
member does not take part in discussions or votes related to those areas.

e Transparency and full disclosure are very important in today’s nonprofit environment.
e Explain the procedures for dealing with conflict of interest:
e Conflict of Interest letters are signed on an annual basis.

e When a board discussion addresses an area that has been identified as a conflict of interest,
the individual involved is excused from the discussion and not permitted to vote. This is
recorded in the minutes of the meeting.

e The board reserves the right to ask an individual who presents a very serious conflict of
interest to resign from the board, or be placed in a capacity that neutralizes a conflict of
interest.

Every board member should be required to sign a Conflict of Interest Disclosure letter on an annual
basis. The text of the letter should include these points:

I, [Name of Board member], state that | have/do not have the following personal, business, or
professional relationships that may present a conflict of interest:

[circle here] | do not have any conflicts of interest.

[circle here] | have the following relationships or business interests that may pose a conflict of
interest:

List those relationships and businesses that might pose as conflict of interest.

As a member of the [Name of the Nonprofit] Board, | commit to placing the Agency’s interest and
gain ahead of my own, and will further commit to excusing myself from any discussion or votes
related to those areas in which | may have a conflict of interest.

Signed,
Date
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Another way of improving the effectiveness of the board and its committees is to
have a Code of Ethics for both the board and senior management team. Exhibit 6.6
provides materials that will be helpful in developing the Code of Ethics.

ExHiBIT 6.6 CODE OF ETHICS FOR BOARD AND SENIOR
MANAGEMENT WORKSHEET

The Code of Ethics needs to describe:

e The types of behavioral expectations that relate to the roles of board members and members of
senior management

¢ How employees or volunteers can raise ethical concerns. One provision that is particularly
significant is the prohibition against any type of loan or financial gift by the nonprofit to a board
member or member of the staff at any level.

¢ Note: Board, staff, and volunteers should be required to read/sign the code of ethics.

e How the nonprofit commits to being in compliance with laws and regulations, being accountable
to the public, and responsibly handling resources.

TALKING POINTS:

What the organizational values are that are present or expressed in the nonprofit’s
mission and other supporting documents such as strategic plans.

e Mission

® Governance

e Conflicts of interest

e Legal compliance

e Responsible stewardship of resources and financial oversight

e Openness and disclosure

e Professional integrity as related to all aspects of services rendered and in the process of
development/fundraising

e Other issues that relate to how your nonprofit operates

SAMPLE CODE OF ETHICS FOR A NONPROFIT BOARD MEMBER
As a member of the [Name of the nonprofit] Board, | will:

e Endeavor at all times to place the interest of the [Name of Your Nonprofit] above my own
personal interests.

e Be diligent in the performance of my duties, come prepared to all board meetings, and fulfill my
obligations as a board member.

¢ Not seek or accept any personal financial gain from my membership on the board of the [Name
of Your Nonprofit].

e Seek to continually improve my knowledge of the [Name of Your Nonprofit] and the nonprofit
sector.

e Strive to establish and maintain dignified and honorable relationships with my fellow board
members, the [Name of Your Nonprofit] staff, clients, and donors.

e Strive to improve the public understanding of the mission and vision of the [Name of Your
Nonprofit].

e Obey all laws and regulations and avoid any conduct or activity that would cause harm to the
[Name of Your Nonprofit].
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CoNFLICcT OoF INTEREST PoLicy AND PROCEDURES

The Time for SOX Compliance and Implementation of Best Practices
Is Now ... But Is Your Board Ready?

The time has come to embrace SOX compliance and adopt the best practices, but is

your board on board? Does your board exhibit any of the behaviors described in Ex-

hibit 6.7?

ExHIBIT 6.7

Example of Board Dysfunction

BOARD DYSFUNCTION

Description of Board Culture

Dominated by leadership who
bully and dominate members.

Board is a collection of primarily passive individuals who
choose, for whatever reasons, to tolerate being forced into
accepting the current leadership.

The board consists of passive
board members who have no
term limits or obligations, and
who deal with the organization
at an arm’s length.

Board members do not understand their responsibilities and
legal obligations. Board attitudes are consistent Yogi Berra’s
definition of ignorance, “Ignorance isn’t what you don’t know;
it’s what you know wrong.”

The Executive Director of the
nonprofit fields at least six
phone calls a day from board
members who wish to be

updated on operational matters.

The board is micromanaging. The culture of this board is
distrust of the senior management. Board members and their
leadership do not understand the governance role.

Board president, who has been
the president for 20 years, is
the nonprofit’s biggest donor.

Board culture is one of inertia. Some of the board members
have long-term social ties with each other and see their
positions of power on the board as appropriate “payback” for
their level of financial contribution.

Board has two tiers of member-
ship. The upper tier consists of
socially prominent individuals
with money and connections,
and the lower tier consists of
members who are expected to
be “worker bees.”

This board’s culture emerges from an organization that is
socially prominent, but has a constituency that demands to
be represented despite the fact that there are few socially
prominent individuals within that constituency. The lower tier
is expected to “pay their way” for being allowed on the board
by contributing or raising a stipulated sum each year, sitting
on multiple committees, and being assigned to projects that
are time and labor intensive.

The upper tier of the board is recruited from that city’s “high
society,” and these board members generally have no
committee or project obligations. They are simply expected to
lend their name to the organization and make significant
financial contributions.

The board’s committee system
produces no results. The board
leadership is visibly passive
and allows the senior staff to
run the board.

This is the classic “rubber stamp” board. The culture in this
board is one that defers all power to the senior management.
Board members view their role on the board as “feel good.”
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Example of Board Dysfunction Description of Board Culture

Artistic director is the board This board is a variation on the classic “rubber stamp” board.
chair, and his volunteer In this example, the board is a “checkbook” and “rubber
assistant is the second most stamp” board. The difference here is that board members
powerful person in the were expected to be passive, and expected to make
organization. The board chair significant financial contributions.

routinely keeps information that
he refused to share with the
other board members. Board is
window-dressing.

What Are the Factors that Contribute to Board Dysfunction?

Board dysfunction is not simply the result of one issue or even one person. Generally,

dysfunction reflects the confluence of a number of dysfunctional factors:

The board does not understand its governance and fiduciary role in the nonprofit.
Board members have not been briefed regarding the legal standards of care, loy-
alty, and obedience. Their fiduciary obligations are not clear, nor do they under-
stand what “governance” means in terms of role and deliverables.

Board members come to meetings unprepared to engage in meaningful discussion
or decision-making. The board’s working paradigm could be one of passive ac-
ceptance of staff reports, or like the United Way in Washington D.C., a cheer-
leading squad.

The nonprofit’s organizational culture suppresses board participation because the
board tolerates this behavior. Conversely, a board can attempt to micromanage a
nonprofit for many reasons, the most damaging being due to a past organizational
crisis. The board feels obligated to direct operations because it still does not have
confidence in the management team.

Board members are recruited for their social status and financial resources. This
type of “means testing” as a prerequisite for board membership gives board mem-
bers a sense of entitlement. Consequently, these board members believe that mak-
ing significant financial contributions is sufficient to meet board requirements.

Board members have leveraged their donor status to secure a leadership role on
the board. In some, but not all, situations, this can prove to be damaging to the
board. Conversely, some board members become interested in serving on the
board because they have donated generously to a nonprofit. These individuals can
prove to be good additions to the board.

Nonprofit management intentionally recruits passive individuals to establish a
“window-dressing” board, but do not orient the board on issues that might
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establish an assertive board. The level of dysfunction comes from management
expectations that the board members will do as they are instructed. The board
never fully understands its governance role, nor does it understand that in today’s
environment it can be held criminally liable for the nonprofit’s actions.

Strategies for Introducing Change in the Board Culture

Any type of organizational change can benefit from a “jump start.” Here are some rec-
ommendations to move your board toward a higher level of productivity:

» Talk with your auditor and your insurance professional. These advisors can pro-
vide you with information on new laws, regulations, and industry standards that
can serve as a catalyst for change.

* Recruit at least three to five top-notch board members in the next six months.
These individuals should present the types of skill sets that are currently missing
from the board. These individuals should be fully aware that they have been re-
cruited to assist you in the transformation of the board.

* Introduce term limits or a plan to enforce current term limits. Establish an advi-
sory council and board emeritus group without voting power. Eliminate dead
wood or dysfunctional board members.

* Develop an agenda of “deliverables” based on traditional expectations and SOX
best practices to establish priority areas for immediate action. Establish a core
group within the board to develop a strategy to achieve the deliverables. Institute
performance expectations, such as attendance, financial support, funding, voting,
and other behavioral norms.

* Begin the process to ensure that term limits are adopted or enforced. Transition
those members whose time and welcome have run out to the advisory council
and/or board emeritus group.

* Institute a Conflict of Interest policy that includes an educational component.
The educational component defines conflicts of interest, how to disclose a con-
flict of interest, and how to address conflicts of interest in an appropriate man-
ner—policy, protocols, and annual conflict of interest statements.

» Take steps to ensure that board meetings are run in a business-like fashion—with
a timed agenda, rules for discussion, and, if necessary, limited discussion time prior
to taking a vote. Conversation is not permitted to run on and thus obstruct the
business that is slated for that meeting.

* Board leadership and/or senior management should consider assertiveness training
to actively deal with the dysfunctional board members and/or situations that arise.
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Achieving Current Board Expectations: Putting SOX Best
Practices in Motion

The SOX legislation ushered in a new accountability based on a set of expected out-
comes. The discussion in this section outlines the types of best practices that emerged
from the SOX legislation and how these would work for your nonprofit board:

* Board recruitment and retention: Today’s nonprofit boards cannot afford to
be populated with individuals who are passive and/or lack the requisite skills—
and assertiveness—to provide appropriate governance and oversight to the non-
profit.

* Audit Committee: Nonprofit boards need to have a separate Audit Committee
that includes at least one board member who is a financial expert. The Audit
Committee must ensure that auditors are not also engaging in additional services,
such as consulting, for the nonprofit. The committee is also responsible for en-
suring that either the auditing firm is rotated every three to five years, or that the
lead auditor is rotated oft the nonprofit’s audit every three to five years. The
members of the Audit Committee need to be independent board members in
other words, not also members of Senior Management.

* Financial literacy: More rigorous review of financial statements and transac-
tions. Financial literacy for all board members means that the nonprofit may need
to establish a training program to ensure that all members of the board understand
how to read and interpret financial reports. The Executive Director and CFO
need to be able to certify the accuracy of financial documents and other submis-
sions such as Form 990s. All members of the board are fully aware of the finan-
cial condition of the organization, and senior executives such as the Executive
Director and the CFO are able to sign without hesitation.

* Code of Ethics for board and senior management—prohibition of inside
dealings: The board needs to adopt a policy strictly prohibiting personal loans to
any director, or officer, and a Human Resources policy that prohibits lending
money to the CEO, ED, CFO, or other staff. This policy describes the types of
behavioral expectations that relate to the roles of board member and member of
senior management. One provision that is particularly significant is the prohibi-
tion against any type of loan or financial gift by the nonprofit to a board member
or member of the staft at any level. No exceptions should ever be made to these
policies.

* Conflict of Interest policy: Why is not disclosing a conflict of interest a viola-

tion of this legal standard? Contrary to what many nonprofit board members be-
lieve, disclosing that you may have a potential conflict of interest is not a crime
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against humanity! A conflict of interest is simply that—the situation can, if ig-
nored, establish conflicting interests between the board member and the non-
profit. The individual board member is not “guilty” of anything by disclosing that
he or she has a potential conflict of interest. Actually, this type of disclosure is
something to be applauded! The important next step is to have the potential con-
flict of interest documented via a “Contflict of Interest Statement” that all board
members—and senior staff—should submit on an annual basis or in the event the
board member learns of a potential conflict of interest. Once the conflict of in-
terest 1s documented, the individual should be excused from the conversation/
vote whenever his or her participation would be inappropriate. The minutes
should reflect that Ms. or Mr. X was excused from the discussion on the non-
profit’s insurance coverage because he or she is a member of the insurance com-
pany’s board.

* Whistleblower Protection (SOX Requirement): It is important that the
nonprofit have a Whistleblower Protection policy for all staft and volunteers and
enforce it without exception. Board members are willing to blow the whistle on
inappropriate behavior and will be supported by other board members and board
leadership.

* Document Preservation policy (SOX Requirement): This policy was also
discussed in detail in Chapter 5. Establish a system that documents the policies that
are in place and the methods for enforcement and enforce it.

* Adequate insurance: The nonprofit and the board need to be adequately pro-
tected. It is essential that the nonprofit purchase Directors and Officers liability in-
surance, general liability, business interruption, automobile, property and casualty,
and other important insurance coverage. The nonprofit’s insurance professional is
a key player on this team. He or she can provide advice on the types of policies
that are right for your organization.

* Keep informed about current regulatory practices: The proceedings of the
Grassley Hearings, the report of the Independent Sector’s Panel on the Nonprofit
Sector, and agencies such as the IRS provide materials to keep abreast of current
developments in the legislative environment.

CoNCcLUSION

The board is the rudder that guides the nonprofit through the rough waters of its com-
petitive environment. The board is also the compass that aids the nonprofit in being
steadfast in its mission. In today’s legal environment, the board is the ultimate author-
ity in a nonprofit and is the collective entity that will be held accountable for what
transpires in a nonprofit. These expectations are not new—but they haven’t been en-
forced to the degree that they are today. Sitting on a nonprofit board is no longer a
hobby, it’s serious work and demands complete attention to the task.



CHAPTER ;

SOX Best Practices and the
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He was a “sincere and dedicated employee and a charming person. He was very
pious. He was the most religious guy I have ever met.” Who is this man? He’s the for-
mer CFO of a community clinic that saw its beginnings in San Francisco’s famous
“Summer of Love” in the late 1960s. He’s also a man who may have embezzled close
to $1 million. He used a government requirement in an ingenious manner. The fed-
eral government requires that nonprofits receiving federal grants return any unspent
money at the end of the fiscal year. The CFO was supposed to be remitting the un-
spent money directly to a government office, but instead he created a bank account in
Sacramento under a name that was similar to that of the agency where he was supposed
to send the money. For two years, he had the clinic staff give him the checks, which
he deposited in the bogus account. The CEO noticed some irregularities and the board
authorized an investigation before the CFO was fired and the clinic went to the au-
thorities (Van Derbeken, 2004).

CHAPTER OVERVIEW

This chapter examines the role of the executive and his or her team in introducing
compliance with SOX provisions and best practices. In the introductory story, the
CEO did not spot the financial irregularities until almost $1 million went missing. Al-
though the community clinic instituted new controls in an attempt to prevent future
fraud, the clinic is still responsible for reimbursing the federal government, and at-
tempting to recoup the embezzled money. As incidents of fraud in nonprofits become
more commonplace, Congress and state legislatures seek to change the laissez-faire cul-
ture in which nonprofits have traditionally operated. The expectations of the public
sector reflect the expectations of the public at large.

(=
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CHAPTER 7 SOX BesT PrRAcCTICES AND THE NONPROFIT EXECUTIVE

CHAPTER OBJUECTIVES

By the end of this chapter, you should be able to:

Discuss how recent state and federal legislation and proposals, such as the Grassley
White Paper, have changed the public’s expectations of CEO and CFO behavior.

Explain why the Executive Team is a crucial link between the board and non-
profit operations.

Describe the role of the Executive Team in coordinating SOX compliance and
best practices.

Trace the connection among the supporting factors that contribute to fraud in a
nonprofit.

Provide an outline of an effective crisis communication plan.

Identify the ways in which the executive team can provide oversight to impor-
tant components of SOX compliance and best practices within the nonprofit.

SOX Expectations of Management Team

The history of the events leading up to the passage of SOX pointed to the common

factor of corruption in the board and the executive team. Since then public expecta-

tions of Executive Team accountability have been raised across all economic sectors.

The two requirements of SOX and its best practices reflect these public expectations

for nonprofits:

Accountability: The Executive Team will support the board in its role as ulti-
mate authority in the nonprofit.

Transparency: Financial and other operational transactions will be open for re-
view and fully transparent.

Disclosure: Nonprofit management will ensure that transactions will take place
under the mantle of full disclosure. Examples of this include:

* Sign the IRS Form 990s and other financial statements under penalty of perjury.

* Responsible for ensuring that protocols exist to ensure full disclosure and or-
ganizational transparency.

* Responsible for ensuring that the SOX requirements of Whistleblower Pro-
tection and Document Preservation are in place and enforced.

* Responsible for implementing SOX best practices throughout the organization.

* Responsible for facilitating change in the board’s culture and in the organiza-
tion’s culture.

Today’s legislative tone has made this mandate for change permanent. There’s no

turning back. As we saw in Chapter 4, media attention and donor reaction to nonprofit



CHAPTER OBJUECTIVES 117

scandals leave permanent scars on the nonprofit’s ability to raise money and enjoy the
level of public trust that they had before the scandal. The executive team needs to lead
the way in changing the nonprofit’s current methods to introduce permanent change.

The Executive Team Is Vital in Facilitating Organizational Change

The benefits of SOX requirements and best practices can be translated into higher per-
formance through meaningful change in the nonprofit’s culture and operations. The
Executive Team gains nothing from just minimal compliance with SOX. In order to
achieve a higher level of performance, the executive team needs to work closely with
the nonprofit board, staff, and volunteers to introduce these change agents.

The executive team needs to:

+ Communicate the deeper meaning of Sarbanes-Oxley legislation: Donors,
clients, and the public deserve a nonprofit that provides services in a transparent
tashion in their community. Many nonprofits would prefer to whine about the
unflinching provisions of this law and the expectations of its best practices. Intro-
ducing meaningful change requires a steadfast adherence to these requirements
and best practices. In other words, no whining from anyone! The SOX require-
ments and best practices are protocols that every organization—private sector or
nonprofit—should have been doing all along!

 Establish the intention for change: Central to setting a resolute tone is the ex-
pectation that governance and accountability will be taken to a higher level in
your nonprofit. Implementing SOX requirements and best practices without fully
expecting a higher level of efficiency and performance is a waste of everyone’s
time. You're just dabbling. Minimum compliance is almost as bad as not com-
plying at all.

* Talk openly about fraud: One of the most difficult topics for an Executive
Team to address or even talk about is fraud. No one likes to believe that people
in their organization (particularly nonprofits) would ever steal or use resources in
inappropriate ways. If you believe that there’s no chance of fraud in your non-
profit, please stop reading this chapter, reread Chapter 4, and then come back to
this paragraph. Executive Team needs to candidly address the issue of fraud before
internal controls can be strengthened and before the rest of the organization un-
derstands why “business as usual” is not an option.

Talking to Staff and Volunteers about Fraud

Studies have shown that many of the cases involving fraud first involved the CEO and/or
the CFO (COSO, 1999). The fraud began, literally, at the top. This means that the Ex-
ecutive Team needs to first model the behavior they expect from the rest of the nonprofit.
Executives need to adopt a Code of Ethics that includes prohibitions against loans and gifts
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to management, stringent procedures for travel claims and management of expense ac-
counts, and transparency in their dealings. Modeling the behavior is the most effective
method of communicating that SOX compliance is not a fad. Before the Executive Team
can talk to the organization about fraud, they need to either augment their current ethical
standards or design standards that will address common areas of executive fraud.

Some of the more troublesome areas for nonprofits have been:

* Loans and gifts to executives: Nonprofit boards often agree to loans and gifts
to executives as incentives or as rewards for performance.

* Bonuses and perks: CEOs and members of the Executive Team either are re-
warded bonuses and perks by the board, or they institute such practices either
overtly or covertly with implicit board approval.

* Excessive Compensation and Benefits packages: Congress and state legisla-
tures have taken up the issue of executive compensation because excessive com-
pensation has been a recurring factor in nonprofit scandals.

* Expense accounts and travel claims: Financial misappropriation often is hid-
den in transactions involving expense accounts and travel claims.

* Lack of an enforceable Code of Ethics: Having a Code of Ethics is not just
for show. Members of the board and the Executive Team are obligated to conduct
themselves accordingly—and need to be subject to disciplinary measures includ-
ing termination for unethical conduct.

* Lack of an enforceable Conflict of Interest policy: Similarly, a Conflict of
Interest policy should apply to the board and Executive Team alike.

At the very minimum, the preceding issues should be addressed in the nonprofit’s
HR policies. The Executive Team leads the way in changing the nonprofit’s culture by
adopting ethical practices and ensuring that they set the example by their business deal-
ings. Do not expect the rest of the nonprofit’s staft and volunteers to change their be-
havior unless they see that the Executive Team has adopted these measures as part of
daily operations, and that the Executive Team is willing to hold themselves accountable.

How to Talk to Your Nonprofit about Fraud

The Executive Team needs to be candid about the factors that support fraud, and why
the implementation of SOX requirements and best practices will help the nonprofit re-
duce the potential for fraud within the organization. The team also needs to be resolute
in its approach. Don’t be sidetracked by the long-time staff person or volunteer whose
“teelings will be hurt” if protocols and expectations are changed. The well-being of
your nonprofit comes first. These individuals will just have to get over their “hurt” if
they want to remain part of the nonprofit. Management needs to be very clear about
their message to all staft and volunteers.
Change is not negotiable. Our nonprofit will change with or without you.
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Framework for Fraud

There are supporting factors within a nonprofit or any organization that facilitate op-
portunities for fraud:

* Motivation: People have to want to engage in fraudulent activities—and believe
that there will be few if any consequences if they are ever caught.

* The occasion for the fraud to take place: In other words, there is an open
door or opportunity to engage in fraudulent activities.

* Sloppy or nonexistent internal controls: It’s easier to cover one’s tracks when
there are no protocols or records kept.

* Access to electronic databases and online checking: Often, electronic
records will need to be altered to cover the fraud. Individuals who have access to
sensitive databases are in a position to set up sham accounts and issue checks to
themselves.

* Organizational culture: The environment either denies the possibility of any-
one committing fraud, or even more insidious, a culture that transforms staff and
volunteers into martyrs. How many times have you heard people say, “We work
so hard here for so little money.” Even more serious is the Executive Team’s en-
abling of this dysfunctional attitude. “We pay these people so little, we really can’t
expect them to agree to these requirements.”

* A board of directors that is asleep at the wheel: How often do we hear sto-
ries about fraud committed at nonprofit organizations only to learn that the board
knew nothing about it and suspected nothing?

SOX requirements will provide individuals with the opportunity to report waste,
fraud, or abuse without fear of retaliation. Document preservation will facilitate more
efficient record keeping and provide auditors (external and internal) with better data for
their review. The overall strengthening of the internal controls that comes with the im-
plementation of best practices will further reduce the opportunities for fraud, and will
introduce a change in the organizational culture.

The Executive Team’s Role in Setting the Organization’s Values
and Shaping its Culture

In Chapter 3, we discussed the elements of organizational culture and how this invisi-
ble element shapes the profile of a nonprofit. We examined how an organization’s cul-
ture can contribute to its dysfunction. Organizational culture is not set in stone—it can
be changed—and in order to implement Sarbanes-Oxley requirements and best prac-
tices, often the essence of a nonprofit’s culture needs to change. The primary change
agents are the board and the Executive Team. These leaders begin the process and use
strategies along the way that bring about a sea change in the way in which a nonprofit
does business, looks at its programs, its clients, its donors, its staff, and its future.

TLFeBOOK
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The nonprofit’s culture is reflected in its values and its belief system, the way in
which experiences are translated into lessons learned, and the ways in which new
methods are introduced. The Executive Team has a number of tools that can be ap-
plied to bring about attention and reinforcement to the changes that have been an-
nounced. Some of the ways in which the Executive Team can highlight the changes
that they expect to see, and the consequences for failure to change, include:

» Change what they articulate as measures of success. The Executive Team controls
the metrics for quality. Staff and volunteers will need to adopt a new understand-
ing of quality within the nonprofit. The Executive Team needs to present the
new standards.

* Allocate financial and other resources directly in support of the necessary changes.
This may require budgetary changes or reordering of priorities, but the advice to
“follow the money” is necessary. Other resource reallocation can take the form of
changing staff workstations or offices. Office “real estate” conveys powerful messages.

* Change how rewards and consequences are distributed. It is important to reward
the desired behavior and have swift consequences for foot-dragging or outright
refusal to comply. It is equally important to document performance expectations
and actual performance.

* Change the way in which staft members are promoted, assigned to plum projects,
or awarded special recognition.

Staff and volunteers need to be able to clearly see the connection between the de-
sired behavior and the positive reinforcement. Their behavior will need to change, but
equally important is that they also see that the behavior of the board and the Executive
Team has changed as well.

How Implementation of SOX Requirements and Best
Practices Facilitates Change

The Executive Team’s important duties in coordinating SOX compliance and best
practices center on coordinating and providing oversight for the Whistleblower
Protection policy, including the design of a confidential reporting mechanism and in-
vestigation protocols, for the design of an internal controls review, and for the imple-
mentation of a Document Preservation policy and prohibitions against destroying
documents during an investigation.

Whistleblower Protection

The first obligation from SOX that applies to all organizations is the requirement for a
documented “whistleblower protection” policy. SOX requires all organizations, in-
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cluding nonprofits, to establish a means to collect, retain, and resolve claims regarding
accounting, internal accounting controls, and auditing matters. The system must allow
tor such concerns to be submitted anonymously. SOX provides significant protections
to whistleblowers, and severe penalties to those who retaliate against them.

The board and Executive Team should direct the Human Resources division to ei-
ther create a Whistleblower Protection policy, or augment your nonprofit’s current
policy to articulate these standards. Additionally, HR needs to be instructed to create
a mechanism to make confidential reports, and to design training so that all staff and
volunteers know how to make a report, know their rights, and understand how the in-
vestigation will take place and results reported. This is a federal law, so your nonprofit
needs to be in compliance now. Chapter 9 provides more detail on the design and talk-
ing points of a Whistleblower Protection policy.

Document Preservation Policy

Document storage and retention is another area within SOX that applies to all organi-
zations. The language in Section 802 describes the consequences for failing to imple-
ment a Document Retention system:

Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a
false entry in any record, document, or tangible object with the intent to impede, ob-
struct, or influence the investigation or proper executive team of any matter within the
jurisdiction of any department or agency of the United States or any case filed under Title
XI, or in relation to or contemplation of any such matter or case, shall be fined under this

title, imprisoned not more than 10 years, or both.

Although Chapter 8 addresses the design of a Document Retention policy in more
detail, some key areas for consideration include:

* What documents and records should be preserved and why?
* Are the documents paper only or are electronic files included? Which ones?
* What about e-mail and instant messaging?

* What are the expectations about the way in which documents are stored or
archived and the ability to retrieve documents?

* How long are you supposed to keep these documents?
* Is there a protocol for disposing of documents once their storage time has elapsed?
* When should you not destroy materials?

* How can you make sure that everyone in the nonprofit—staft and volunteers—
understands and adheres to these requirements?

* What happens if your nonprofit is in violation?
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There needs to be a statement developed by the Executive Team that contains the
following talking points:

* What the Document Retention policy is and why it is required by law. It is im-
portant that the staft and volunteers understand that document preservation is a
component of SOX that applies to all organizations.

* What the new procedures are that emerge from the policy. Staff and volunteers
need to understand how to be in compliance, and what specific actions are required.

» What are the obligations of individuals to ensure that your nonprofit is in com-
pliance. Requirements for individual staft and volunteers should be presented in
writing. Because this is probably a very new requirement in your organization,
the more user-friendly the guidelines, the better.

* What is expected in terms of new behaviors and procedures, and what are the
consequences for individual employees and volunteers for failing to adhere to the
new procedures. It is particularly important that the Executive Team be prepared
to carry out unpleasant consequences swiftly to send a strong message throughout
the organization.

The Executive Team needs to coordinate the activities in the implementation of a
Document Preservation policy. Since most of today’s documents are stored in elec-
tronic format, the details of the design of the policy are addressed in Chapter 8. The
system you design for document storage, archives, and retrieval must be logical and user
friendly. If staft can’t understand what it’s about, what’s expected of them, and why
they are being asked to do this, the probability of compliance is low.

The Executive Team would need to create a cross-functional team representing
each division within the nonprofit. Each member of the team would be tasked with
being that functional area’s Document Manager. The individual’s performance expec-
tations would be altered to reflect the new responsibilities. This individual would be
tasked with coordinating the Document Preservation policy components that apply to
his or her department. It is essential that these individuals all have the same training and
knowledge of organizational systems and any technology such as scanners, software,
and the like, to ensure that documents are selected, preserved, archived, and able to be
retrieved in a consistent, standardized manner.

Establish rules for appropriate and secure electronic transmission of sensitive mate-
rials. Work with IT and legal professionals to ensure that these rules are comprehen-
sive and appropriate to your nonprofit.

The Executive Team will oversee the development of retention rules (based on legal
requirements and the operational needs of your nonprofit) and ensure that these rules
are clearly disseminated to all staft and volunteers. There needs to be a security classi-
fication system (develop a simple one) that allows for documents to be classified as
“confidential,” “private,” or other designation that precludes them from general access.
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The Executive Team needs to ensure that a directive against destruction of docu-
ments that are part of an investigation is written and distributed throughout the orga-
nization. The team also needs to review and approve rules for managing, storing,
preserving, and archiving electronic messages or other electronic data. The rules should
address the important issues, including listing the types of documents that are to be re-
tained and how these documents are to be stored.

Lastly, the Executive Team needs to conduct routine audits of the Document Re-
tention system—generally on an unannounced basis. The findings of these audits will
provide the team with valuable insight into the quality of the current protocols, the de-
gree to which staff members are in compliance, and what midcourse corrections would
be necessary to achieve full compliance.

The days of the “Mom and Pop” nonprofit are over—you have an obligation to
your donors, your clients, your board, and your staff to ensure that your organization
is in compliance with this component of SOX legislation. It’s not just a “best practice,”
it’s the law and it applies to all organizations in this country, including your nonprofit.
Exhibit 7.1 provides a SOX best practices checklist to help the Executive Team assess
and improve its practices

Technology Policy

An important add-on to a Document Preservation policy is a Technology policy. The
Executive Team needs to design the policy to address the use of all types of technol-
ogy that are present within the nonprofit, including e-mail, Internet access, voice mail,
cell phones, laptops, PDAs, faxes, and other equipment owned by the nonprofit.

ExniBIiT 7.1 EXECUTIVE TEAM COORDINATION OF SOX
COMPLIANCE AND BEST PRACTICES CHECKLIST

* The executive team has regular meetings with the board’s Executive Committee.

e The executive team reviews the nonprofit’s Whistleblower Protection policy to ensure it is written
in compliance with SOX requirements.

e The executive team reviewed the mechanism for whistleblower complaints to be filed to ensure
the rights of whistleblowers are preserved.

e The nonprofit has a Document Preservation policy in place.

e The executive team has reviewed and approved a policy prohibiting the destruction of
documents during an inquiry or legal action.

e The executive team has conducted (or is planning to conduct in the near future) a review of the
nonprofit’s internal controls.

e The executive team has developed a crisis communication plan for the nonprofit.

e The executive team has ensured that the procedures for all SOX requirements and best practices
have been shared with everyone, staff and volunteers alike.

e The executive team has taken responsibility for conducting unannounced reviews of procedures
and protocols to ensure compliance.
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Although Chapter 8 examines the design of this policy in greater detail, the policy
needs to include these talking points:

* Clearly state that all aspects of the nonprofit’s technology belong to the non-
profit. There are no expectations of personal privacy when using the nonprofit’s
technology.

* Identify all of the nonprofit’s technology: hardware and software including laptop
computers, desktop computers, hand-held devices such as PDAs and Blackberry,
cell phones, Internet access, e-mail, and all software programs purchased through
the nonprofit. Be aware that when electronic devices such as laptops or PDAs are
“recycled” to another staft member, the “hard drive” of the device may still con-
tain data, documents, or transactions from the previous employee. It is important
to institute a procedure to erase the hard drive once all of the documents have been
extracted and stored according to your nonprofit’s Document Retention policy.

* Develop a policy on the storage and transportation of sensitive information out of
your nonprofit’s facilities. Published reports routinely describe scenarios of laptops
being stolen that contained sensitive data. The same thing could happen to your
nonprofit if you store sensitive information about donors, clients, or staft on lap-
tops that leave your premises.

Staff and volunteers who are entrusted with the nonprofit’s cell phones, laptops,
PDAs, or other electronics need to understand that they will be held personally ac-
countable for the safety of the equipment, the safe use of the equipment, and the se-
curity of the data that is stored within these electronics.

Crisis Communication and Public Trust

Why is it important to plan for a crisis? From the moment your organization experi-
ences the onset of a crisis until services are returned to normal, you must be prepared
to act. Crisis planning will facilitate the development of a rational response to a crisis. A
crisis is defined as “an unstable or crucial time or state of affairs in which a decisive
change is impending; especially one with the distinct possibility of a highly undesirable
outcome” (Merriam-Webster http://www.m-w.com).

Examples of crisis scenarios would include:

* Fire, earthquake, or flood destroys nonprofit’s offices
* Key executive resigns, dies, or accepts another job

* Client accuses nonprofit of wrongdoing

* Nonprofit vehicle involved in serious auto accident
» Larger implications of a crisis

* Loss of public trust

e Loss of donations
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* Loss of public sector/private sector contracts or other collaborative ventures

+ Adverse publicity and its effects on observers; for example, pictures on CNN of
ARC destroying blood products two months after 9/11

Developing a Crisis Communication Plan

The Executive Team needs to develop a crisis management plan well in advance of any
incident. The plan should include these components:

» Communication and media relations plan
 Supporting staff, volunteers, and clients
* Positioning the nonprofit to resume operations

» Accepting and acknowledging emergency donations

Communication and Media Relations Plan

Develop a Crisis Communication plan that includes a designated spokesperson and a
backup spokesperson. These individuals need to be skilled in communicating with
media representatives. Additionally, everyone in the nonprofit should have contact in-
tormation to reach key staff 24/7. The Executive Team needs to develop materials that
can be drafted in advance and available at all times to the designated spokespersons.

Media relations are particularly important, as the way in which your nonprofit in-
teracts with the media can send a message that either reinforces your nonprofit’s good
name, or sends a message of disorganization and incompetence. The Team needs to en-
sure that there are written protocols for interacting with media representatives. These
protocols should include these directives:

* All media inquiries must be directed to the designated spokesperson—no exceptions.

* Consequences must be imposed, including termination, for violating the preced-
ing rule. These consequences need to apply to volunteers as well.

* Before speaking with the media, the spokesperson should prepare a summary
statement based on confirmed facts—always tell the truth.

* Determine the most appropriate way to brief board members, staff, volunteers,
and clients.

* Update the media as the situation evolves.

Supporting Staff, Volunteers, and Clients

Staff, volunteers, and clients may not be directly involved in the crisis, but need to have
access to necessary and sufficient information. If the crisis involves a community-wide
disaster such as a flood, earthquake, or tornado, then staff, volunteers, and clients could
be directly aftected.
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If the crisis is confined to your nonprofit, staft, volunteers, and clients will be seek-
ing information. It is important for the Executive Team to determine the level of de-
tail that is appropriate for a variety of constituencies. The Executive Team should
consider how staft, volunteers, and clients might be able to access the nonprofit’s web-
site or voice mail to obtain information.

It is essential that the Executive Team develop a written directive that all staff and
volunteers are required to sign that instructs them to direct all media inquiries to the
nonprofit’s designated spokesperson. Staff and volunteers need to understand that the
nonprofit’s spokesperson is the only individual authorized to speak with the media be-
cause that person has the latest and best information on the situation. Staft and volun-
teers should understand that failing to comply with this directive will result in
termination.

Positioning the Nonprofit to Resume Operations
In the event of an emergency or crisis, the plan should address this sequence of events:

1. Alert the designated spokesperson that an incident has occurred. There
should be a designated spokesperson and at least one backup spokesperson to en-
sure that the plan can be activated immediately.

2. Confirm the facts and determine the level of detail needed for each of
these stakeholder groups. Staft, volunteers, and clients will all want to know
about what happened. It is up to the Executive Team to ensure that stakeholder
groups have the level of detail that is appropriate. Board members need to have
the most detail; other constituencies need to have the quality of information that
is necessary and sufficient for their role in the nonprofit.

3. Disseminate the information to each stakeholder group via phone, e-
mail, or media coverage. There should be a defined sequence for informa-
tion dissemination. The board needs to be informed first, then staff and
volunteers, and then clients and other stakeholders.

4. Positioning the nonprofit to resume operations. The sooner the nonprofit
can access electronic data and files, the sooner operations can resume. The Ex-
ecutive Team should include designing redundancies as part of their work on in-
ternal controls. Keep copies of important account numbers, files, and documents
stored offsite.

5. Form an effective crisis team to develop plans that meet the needs of
your nonprofit. Before any crisis strikes, it is important that the Executive
Team appoint a crisis management team. Everyone in the nonprofit needs to
know who these individuals are, what they will be doing in the event of a cri-
sis, and how to contact them, particularly after hours.
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6. Tell the truth, always: The test of a crisis communication plan is how it pre-
serves the nonprofit’s integrity and public trust. Telling the truth is absolutely es-
sential. Understanding and managing media relations is an important aspect of a
good crisis communication plan. If the Executive Team does not have this skill
set, it is important that they obtain training and work with a public relations pro-
fessional to ensure that the crisis communications plan is effective.

Accepting and Acknowledging Emergency Donations

We live in a very generous society. In the event of a crisis, your nonprofit could very
well be besieged by kindhearted citizens who want to help. There should be plans in
place to accept emergency donation of time, talent, and money. As we saw in Chap-
ter 4, however, the mismanagement of emergency donations brought down the senior
executive of the American Red Cross. Donors to your nonprofit need to understand
where and how their money will be spent. If emergency donations to your nonprofit
will be spent for a particular program or facility, donors should be advised of this before
they make the donation. Donors have the right to be fully informed before they make
a donation.

Consider developing protocols to accept emergency cash donations through a vari-
ety of venues such as your nonprofit’s website, via media coverage, and through cor-
respondence sent to your nonprofit’s current donor base. In-kind donations are usually
offered during a crisis, and the Executive Team, in conjunction with the board, need
to decide if the nonprofit will accept these types of donations. The Executive Team in
conjunction with the nonprofit’s development division must establish a procedure to
acknowledge these donations in a timely manner.

By developing an efficient crisis communication plan, the Executive Team can en-
sure that the nonprofit’s public “image” will remain strong and that its covenant of trust
with the community at large will not be damaged. Exhibit 7.2 will help the Executive
Team develop an effective communication plan.

ExniBIT 7.2 CRISIS COMMUNICATION PLAN WORKSHEET

Does your nonprofit’s crisis communication plan have these components?

Communication and media relations plan

e A designated spokesperson and a backup spokesperson who are trained in communications and
media relations.

e Important! All staff and volunteers should understand that all media inquiries are to be
directed to the designated spokesperson. This is to ensure that all information given to the
media is accurate and up to date. Staff and volunteers also need to know that there are
severe consequences for breaching this protocol.

e A prepared statement that can be used in the event of a crisis—the statement is prepared in
advance and has these talking points:

(continues)
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EXHIBIT 7.2 CRISIS COMMUNICATION PLAN WORKSHEET
(CONTINUED)

e Give basic facts—name of the nonprofit, location, and brief description of the nonprofit’s
mission.

® The statement should have a section (that would be filled in when a crisis occurs) that
describes (there should not be any detail until facts and circumstances can be verified):

e What happened in very general terms
e Who was involved
e When the crisis occurred
e Where the crisis occurred
¢ Information on how to contact the nonprofit—solicit emergency donations
e The nonprofit’s commitment to the community and its clients
Supporting staff, volunteers, and clients

¢ In the event of a crisis, staff and volunteers need to know how to obtain information on the
situation and what is expected of them in terms of service.

e Clients will need to know how to obtain services and what programs might be temporarily
curtailed.

Accepting and acknowledging emergency donations

¢ Spokespersons and supporting staff should have a listing of key media outlets to provide press
releases and other information on the crisis.

e There should be a protocol for accepting emergency donations, obtaining donor information, and

acknowledging the donations. If emergency donations can be made on the nonprofit’s website,
there should be a special icon that directs the reader to the emergency donations link.

CoNCLUSION

The Executive Team are the leaders within the operations of the nonprofit. Their pri-
mary role is to ensure that SOX requirements and best practices are put into place, and
monitored for compliance. Although fraud is a difficult topic to discuss, particularly in
a nonprofit setting, the times demand that the Executive Team be resolute in con-
fronting this issue. Today’s business environment also demands that the Executive
Team model ethical behavior and accountability.

The Executive Team is the “face” of the nonprofit in the event of a crisis. The de-
sign of a solid crisis communication plan is crucial in weathering a type of business in-
terruption or community-wide disaster that the nonprofit might face.



CHAPTER 8

Sarbanes-Oxley Best Practices

and Information Technology

The nonprofit is a household name because of its environmental work. Its website
led the viewer through all the various programs and services it had to offer. It even had
a link for individuals to make donations. The development director and the technol-
ogy director were shocked to discover that a porn site was soliciting donations for the
nonprofit through a link in the porn site’s web page. Viewers of the porn site were also
directed to the environmental group’s site. How did the environmentalists ever find
out? The owners of the porn site proudly sent the environmental group a check for the
donations they had collected! The environmentalists’ attorney sent the porn site a cease
and desist letter and returned the check.

CHAPTER OVERVIEW

The use of technology has permeated all aspects of the business and nonprofit worlds.
While technology has helped to bring donors, volunteers, and the nonprofit closer to-
gether, the potential for hackers to infiltrate and loot the nonprofit’s databases and files
has dramatically increased. This chapter presents the who, what, why, and how of SOX
best practices in the information technology (IT) division.

CHAPTER OBJUECTIVES

By the end of this chapter, you should be able to:

* Describe the role of technology in SOX compliance and best practices.
* Produce a sample design of a Document Management program.
* Develop a technology policy for your nonprofit.

* Identify the ways in which your nonprofit’s website can show the SOX compli-
ance and best practices that your nonprofit has implemented.

129
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BENEFITS OF IMPLEMENTING SARBANES-OXLEY
BeEsT PRACTICES

Implementation of SOX best practices in the area of IT and electronic Document
Management compliance can serve to strengthen internal controls, raise awareness of
cyber-risks throughout the organization, produce a higher level of efficiency and pro-
ductivity, and maintain public trust by keeping electronic access to websites, databases,
and confidential information safe.

SOX best practices have some additional benefits as well for I'T. Public expectations
such as putting the Form 990s on the website can be achieved without compromising
sensitive data on the page with the major donors. The way in which SOX best prac-
tices are implemented can serve as the beginning of a sea change within the organiza-
tion. As we have seen in the passage of California SOX-clone legislation, it is only a
matter of time before many of these best practices become law, or are codified in the
regulatory requirements of federal agencies such as the IRS. As always, the issue of
technology can be something of a hot button for employees and volunteers who are ei-
ther not technology conversant, or are reluctant to model new behavior.

The board and Executive Team set the tone in IT as well as in the adaptation of all
of the SOX best practices. As one private sector executive pronounced, “Noncompli-
ance is not an option.” The same message must be communicated to everyone in the
nonprofit.

Role of IT in Overall SOX Compliance and in Adaptation
of SOX Best Practices

Technology and its application have become the backbone of nonprofit operations.
Virtually all nonprofit organizations use technology to some degree, whether in the
use of computers, databases, Internet access, websites, PDAs, laptops, notebooks, cell
phones, pagers, or voice mail. The proliferation of technology 1s a double-edged sword.
While technology can facilitate higher and more efficient levels of productivity, it is
also an integral part of SOX compliance and adaptation of best practices. The bar has
been raised permanently in terms of degree of compliance and using technology to
strengthen the nonprofit’s internal controls. There’s no going back!

Applying the Lessons Learned From the Private Sector

The private sector is an important source of learning about the adaptation of best prac-
tices. Although private companies, like nonprofits, are not required to comply with all
of the Sarbanes-Oxley legislation, they have learned that adaptation of best practices
that closely approximate full compliance are considered essential for their financial vi-
ability and competitive positioning.
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The private sector understands that:

* SOX is not going to go away.
» SOX addresses practices that should have been in place for all organizations, pub-
licly traded, private, and nonprofit.

IT is an essential component in the implementation of SOX Document Man-
agement compliance. The preservation and proper storage of electronic docu-
ments including e-mail, instant messages and voice mail are critical elements in
the nonprofit’s overall Document Management compliance plan. Compliance is
based on preservation of all vital records and the ability to retrieve important doc-
uments when needed.

Benefits of Having a Solid Document Management Program

The benefits of having a solid document management program in place provide value
to organizations in the form of:

* Ability to manage institutional knowledge: Executives, managers, and em-
ployees know where documents and records are stored. There is 2 method that fa-
cilitates immediate access, in addition to a set of protocols for archiving
documents, and, at the appointed time, the destruction of documents.

* Compliance with SOX: Compliance is assured by means of a policy prohibit-
ing destruction of documents during an investigation or discovery. Everyone on
the staft knows what the policy is, and knows that consequences for noncompli-
ance will be vigorously enforced.

* Opportunities for continuous improvement: Change and continuous im-
provement are accepted parts of the technology applications. The document man-
agement program needs to grow, expand, and improve with new technology and
methods.

* Implementing a document management program is one of the methods
for communicating management’s commitment to change within an
organization: Because document management is required under Sarbanes-
Oxley, the enforcement of this policy is an important signal that the organization
will be in compliance.

* Make compliance part of the employees’ performance reviews: If an em-
ployee is not managing his or her documents per SOX requirements, this is re-
flected in performance reviews. The employee’s future salary adjustments, or even
continued employment can be contingent upon the degree of compliance.

* Auditors expectations and observations: The nonprofit’s auditors will be ex-
amining the way in which documents (electronic and otherwise) are managed,
and the way in which technology is used to facilitate SOX compliance.
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* Raises performance levels: The ability to access files instantly saves time and
energy for everyone on the staft. Further, it brings about an efficiency of scale that
translates into higher levels of productivity (Davis, 2005).

SOX compliance standards reflect what organizations should have been doing all
along! Having an integrated document management system ensures that important
documents are stored in safe, accessible locations and backed up on a daily basis. The
core of any document management system is access and accountability. Having a solid
document management program in place will introduce a higher level of efficiency,
and accountability. Each division will have individuals who are responsible for docu-
ment preservation and whose performance review reflects how well they carry out
these responsibilities.

New IT Role—Document Management Program:
Establishing a Framework

As business operations have become increasingly dependent on technology applications
and products, the role of IT has emerged as one of the key operational units within any
company or nonprofit. The Executive Team i1s tasked with ensuring that SOX com-
pliance and best practices are implemented, but it is the I'T division that will execute
the assignment.

Tone at the Top—Board and Management Team

Because your nonprofit’s document management program is required for Sarbanes-
Oxley compliance, the board and senior management need to announce its imple-
mentation and emphasize that it is not a fad. Compliance with your nonprofit’s
document preservation policy is a condition of continued employment. Delegation of
responsibilities and accountability is essential in the design of any document manage-
ment program, but constant communication up and down the organization is also es-
sential. The reason people believe management innovations are fads is because they are
not constantly reminded of the change, nor is there sufficient training or personaliza-
tion of the change. In other words, staff and volunteers do not understand that they
have an individual responsibility for compliance, and that the quality of their compli-
ance will be assessed at their next performance evaluation. Enforcement of document
management compliance needs to be consistent and a condition of employment. Con-
sequences for failing to comply need to be swift and well publicized.

Overview of the Program: Designing an Method for Managing
Electronic Documents

Does your nonprofit have document management protocols? Some nonprofits have a
set of procedures for handling and storing documents. Many nonprofits have never em-
barked on such a plan.
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For example, do you know:

* Whom to contact when looking for a specific type of record?

* Who is the “go to” person for document preservation and to locate records in
every department of your nonprofit? Does every department in your nonprofit
even have such a person?

* How vendors handle your files? If you outsource a function such as payroll, the
vendors need to manage your nonprofit’s documents in the manner the nonprofit ex-
pects. Do not allow any divergence from the way documents are managed in your
nonprofit.

Basic Components of a Document Preservation Policy

Implementing a document management program need not be overwhelming. Con-
sider how the following components might be applied in your nonprofit:

* Policies and procedures: The policies and procedures serve as a framework for
the document management system. These policies and procedures need to address
what is necessary and sufficient. The requirements need to be easily understood and

user friendly in terms of performance.

+ Communication and training: The quality of the training in document man-
agement is the second key to its success only behind the policies and procedures
needed to establish the program.

* Auditing and monitoring: Auditing and monitoring of the program will need
to be an ongoing process. There are three primary elements:

* External audit: An external consultant assesses program. This means that the
nonprofit brings in an individual from outside of the nonprofit to review and
assess the current program.

* Internal audit: The management team or their representatives do a spot
check of individuals to see if their records are in compliance. If these records
are not in compliance, it is documented and included in the employee’s per-
formance review. The employee can be subject to consequences for his or her
noncompliance.

* Record categories: As part of the spot check, the reviewer should determine
where particular records should be located and check to see if the documents
are where they should be.

» Consistent enforcement: The results of the ongoing auditing and monitoring
should be reviewed to determine if further enforcement is necessary to bring
about standardized results.

* Continuous Improvement: The program should also contain a continuous
improvement aspect to ensure that new processes are adapted to capture further
efficiencies and effectiveness (Kahn, 2004).
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The following documents should be retained:

* Financial documents, reports, analysis, and forecasts
* Donor records, history and correspondence

* Human Resources Records, including volunteer and board files and contracts with
your nonprofit’s management, staft, and volunteers (if applicable)

* Documents that reflect the sale of property, merchandise, or any tangible or intangi-
ble assets

*  Documents that a regulatory agency or the law requires you to retain, such as tax returns,
business license document, professional licenses, vehicle registration forms, and
correspondence regarding these documents or about your nonprofit’s operations

* Documents containing information that an auditor or regulator would need to review

 Contracts with vendors for services, including insurance policies, auditor contracts
(particularly to demonstrate that the auditing firm is not providing any other ser-
vices to your nonprofit)

* Contracts with external clients (such as public sector agencies) to provide services to
these external clients

* Client files and correspondence, including any contracts for services
* Donor files and correspondence with donors
* Proposals in response to Requests for Proposals (RFPs)

* Documents related to your nonprofit’s operations or documents that have histori-
cal, legal, or programmatic significance

o Instant Message or e-mail that contains negotiations for a contract or other legal agreement

* Business transactions, including any document that would provide evidence that
your nonprofit took action in a business, contractual, or legal matter

Policies on Document Preservation

Policies on document preservation should be developed by the board and senior man-
agement. There needs to be a statement developed by senior management that contains
the following talking points:

* What the Document Retention policy is and why it is required by law. It is im-
portant that the staft and volunteers understand that document preservation is a
component of SOX that applies to all organizations.

* What are the new procedures that emerge from the policy? What are the deliv-
erables that the board expects?

* What does this legal requirement mean for your nonprofit?

* What are the obligations of individual employees to ensure that your nonprofit is
in compliance?
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* What is expected in terms of new behaviors and procedures, and what are the

consequences (for individual employees and volunteers) for failing to adhere to

the new procedures. (Note: Understand that middle and senior management must

be prepared to carry out the consequences swiftly to send a strong message

throughout the organization.)

How to Build a Document Retention System that Is

in Compliance with SOX

The system you design for document storage, archives, and retrieval must be logical

and user-friendly. If staff can’t understand what it’s about, what’s expected of them, and

why they are being asked to do this, the probability of success is low.

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Consider what types of documents your nonprofit would need to store/
archive and be able to retrieve. Some examples of documents that need to be
stored include: grant documents, tax and other financial documents, and
copies of policies. Be sure to build in the requirements of any third-party re-
viewers such as auditors or regulatory agencies, so your system will satisfy the
expectations of these reviewers.

Inventory the nonprofit’s current record system to determine what records
are in use, what records are in storage, and what records are archived. This
step should also include a review of the types of e-mail messages and instant
messages that are routinely transmitted along with attachments.

Develop retention rules (based on legal requirements and the operational
needs of your nonprofit) and ensure that these rules are clearly disseminated
to all staff and volunteers. There needs to be a classification system (develop
a simple one) that allows for documents to be classified as “confidential,”
“private,” or other designation that precludes them from general access. As
part of this step, it is essential that a training program be developed for staft to
ensure that they understand what is expected of them, what the procedures
are, and what records they are expected to retain.

Develop a process for finding and preserving documents that either will be or
are part of an investigation or legal action. There must also be a mechanism
for announcing that no documents are to be destroyed until an “all clear” no-
tice 1s given—and stiff consequences for failing to adhere to this directive.

Develop rules for managing, storing, preserving, and archiving electronic
messages or other electronic data. The rules should address the important is-
sues, including listing the types of documents that are to be retained and how
these documents are to be stored. The process need not be complicated, but
the rules need to be standardized—there is no room for “doing your own
thing.” Staff and volunteers need to understand that they are obligated to
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adhere to the rules—or face the consequences. The rules should also include
steps to be taken to ensure that the documents cannot be tampered with, such
as using PDF files or passwords. It is particularly important to store financial
records in such a way as to ensure that they represent a true and honest pic-
ture of the nonprofit’s financial profile and/or other financial description.
Regulators will expect to be able to rely on the accuracy of all of your elec-
tronic records—no exceptions.

Specific employees within each division of your nonprofit should be assigned the re-
sponsibility and the requisite power and resources for Document Retention within
their division. It is essential that these individuals all have the same training and knowl-
edge of organizational systems and any technology such as scanners, software, and the
like, to ensure that documents are selected, preserved, archived, and able to be re-
trieved 1n a consistent, standardized manner.

Establish rules for appropriate and secure electronic transmission of sensitive mate-
rials. Work with IT and legal professionals to ensure that these rules are comprehen-
sive and appropriate to your nonprofit.

Step 6: Develop a means by which the Document Retention system will be audited
on a regular basis to ensure that all staff are in compliance with the provisions.
Board and staft should understand that the audits will be random and unan-
nounced. Consequences for noncompliance should be meted out quickly to
send a message to the entire organization. Please understand that your non-
profit is a business, and you need to conduct operations in a businesslike fash-
ion. The days of the “Mom and Pop” nonprofit are over; you have an
obligation to your donors, your clients, your board, and your staff to ensure
that your organization is in compliance with this component of SOX legisla-
tion. It’s not just a “best practice,” it’s the law, and it applies to all organiza-
tions in this country, including your nonprofit.

Exhibit 8.1 will help your organization develop an eftective document retention and
storage policy, along with the needed protocols and procedures.

Special Designations for Sensitive Documents

Design a simple classification system that allows for some of the documents to be clas-
sified as “confidential,” “private,” or other designation that precludes them from gen-
eral access. The fewer documents that need a special classification, the better. You don’t want
to have to invoke the Freedom of Information Act to access your own files.

Staft should be screened before receiving clearance to handle sensitive documents.
Password protection can be a means by which sensitive electronic documents are se-
cured. Access to varying degrees of sensitive material should always be on a “need to
know” basis, which reduces the potential for individuals browsing through confiden-
tial materials.
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ExniBIiT 8.1 DOCUMENT RETENTION POLICY AND
STORAGE PROTOCOLS WORKSHEET

Document Retention Policy—Talking Points

Key areas for explanation in a document retention policy include:
e Why does [your nonprofit] need a document retention and storage policy?

e It’s required by the Public Company Accounting Reform and Investor Protection Act of 2002
(Sarbanes-Oxley).

e What documents and records should be preserved and why?
e See list of documents below.
e Why is there a rule against document destruction? When should you not destroy materials?

e If an official investigation is underway or even suspected, nonprofit management must stop
any document purging in order to avoid criminal obstruction charges.

Writing the Policy—Talking Points

What the Document Retention and Storage Policy is—and why it is required by law. It’s not just a
“best practice”—it’s the law and it applies to all organizations in this country. Your nonprofit has an
obligation to your donors, your clients, your board, and your staff to ensure your organization is in
compliance with this component of Sarbanes-Oxley legislation.

How does it work? In this section of the policy, provide your staff and volunteers with some clear
guidelines. (Just emphasize the important issues—the guidelines should not be voluminous. If your
guidelines are over ten pages, consider if all of the information is necessary and sufficient.)

The guidelines should answer the questions:

e How do | start?

e What should my files look like when I’'m finished?

e How long do | have to do this?

e What files should | ensure are retained and stored (this will be discussed in the next section)?

e When should | not destroy files? When an instruction is sent to everyone at the [your nonprofit]
to stop document destruction. You are expected to stop destroying documents until you receive
an instruction stating that document destruction can resume.

e How to maintain files and determine which are sent to storage? Also discuss when files can be
destroyed (after X number of years—depending on the type of file—and not when a moratorium
is in place).

e Documents—Not all of these document categories are applicable to your nonprofit, so only
include the ones that are and add those special document categories your nonprofit needs (but
might not have been on the list). Be sure to include a brief description of these documents that
would be meaningful to the staff and volunteers at your nonprofit.

Types of documents your nonprofit would need to store/archive and be able to retrieve:
Financial documents, reports, analysis, and forecasts:

e Donor records, history, and correspondence.

* HR records, including volunteer and board files and contracts with your nonprofit’s management,
staff, and volunteers (if applicable).

e Documents that reflect the sale of property, merchandise, or any tangible or intangible assets.

e Documents that a regulatory agency or the law requires you to retain, such as tax returns,
business license documents, professional licenses, vehicle registration forms, and
correspondence regarding these documents or about your nonprofit’s operations.

(continues)
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ExHIBIT 8.1 DOCUMENT RETENTION POLICY AND
STORAGE PROTOCOLS WORKSHEET (CONT.)

e Documents containing information that an auditor or regulator would need to review.

¢ Contracts with vendors for services, including insurance policies, auditor contracts (particularly to
demonstrate that the auditing firm is not providing any other services to your nonprofit).

¢ Contracts with external clients (such as public sector agencies) to provide services to these
external clients.

e C(lient files and correspondence.

e Donor files and correspondence with donors.

® Proposals in response to Requests for Proposals (RFPs).

e Documents related to your nonprofit’s operations.

e Instant Message or e-mail that contains negotiations for a contract or other legal agreement.

e Business transactions—Any document that would provide proof that your nonprofit took action
in a business, contractual or legal matter.

e Special designations for sensitive documents.

Design a simple classification system that allows for some of the documents to be classified as
“confidential,” “private,” or other designation that precludes them from general access.

Storing and archiving the documents

The rules for managing, storing, preserving, and archiving electronic messages or other electronic
data should address the important issues, including listing the types of documents that are to be
retained and how these documents are to be stored. The rules should also include steps to be
taken to ensure the documents cannot be tampered with—such as using PDF files or passwords. It
is particularly important to store financial records in such a way as to ensure that they represent a
true and honest picture of the nonprofit’s financial profile and/or other financial description.
Regulators will expect to be able to rely on the accuracy of all of your electronic records—no
exceptions.

Testing the System

Develop a means by which the Document Retention system will be tested on a regular basis to
ensure that documents are stored properly, and, more importantly, can be retrieved quickly. Staff
and volunteers should understand that the audits will be random and unannounced. Consequences
for noncooperation should be meted out quickly to send a message to the entire organization.

Storing and Archiving the Documents

Develop rules for managing, storing, preserving, and archiving electronic messages or
other electronic data. The rules should address the important issues, including listing
the types of documents that are to be retained and how these documents are to be
stored. The process need not be complicated, but the rules need to be standardized—
there is no room for “doing your own thing.” Staft and volunteers need to understand
that they are obligated to adhere to the rules—or face the consequences. The rules
should also include steps to be taken to ensure that the documents cannot be tampered
with, such as using PDF files or passwords. It is particularly important to store financial
records in such a way as to ensure that they represent a true and honest picture of the
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nonprofit’s financial profile and/or other financial description. Regulators will expect
to be able to rely on the accuracy of all of your electronic records—no exceptions.

Testing the System  Develop a means by which the Document Retention system will
be tested on a regular basis to ensure that documents are stored properly, and, more im-
portantly, can be retrieved quickly. Staff and volunteers should understand that the audits
will be random and unannounced. There should be consequences for noncooperation
that should be meted out quickly to send a message to the entire organization.

Policy on Prohibition of Destruction of Documents

Why is there a rule against document destruction? When should you not destroy ma-
terials?

If an official investigation is underway or even suspected, nonprofit management
must stop any document purging to avoid criminal obstruction charges. Sarbanes-
Oxley legislation is clear about the requirement to provide investigators with any and
all documents necessary for the investigation. This means that the nonprofit, and its I'T
division, need to be able to retrieve documents in a timely fashion.

Draft a brief policy with simple language that is easily understood that prohibits the
destruction of documents while the nonprofit is part of an investigation or other crisis
scenarios. The policy need not be lengthy, just a statement that in the event of an in-
vestigation or crisis, there will be a general order circulated that prohibits the destruc-
tion of any documents. Failure to comply can result in termination. Important! It is
essential that your nonprofit be prepared to execute the consequences that it states in a
policy like this. If your nonprofit is not prepared to terminate someone for violation of
this policy, don’t include language to that effect. Exhibit 8.2 will help you develop an
effective document destruction statement.

ExHiBIT 8.2 PROHIBITION AGAINST DESTROYING
DOCUMENTS WORKSHEET

The nonprofit’s document preservation policy needs to include a policy that prohibits destruction of
documents during a regulatory or legal investigation.

Talking Points:
e When are staff and volunteers prohibited from destroying files?
e When an instruction is sent to everyone to stop document destruction.

e Staff and volunteers are expected to stop destroying documents until such time that they receive
an instruction stating that document destruction can resume.

e Staff and volunteers must always receive permission before documents in any of the document
preservation categories are destroyed.
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Privacy Issues and Document Preservation

Does your nonprofit have a privacy policy that relates to donor information? Informa-
tion about clients, staff, and volunteers? If not, you need to develop and disseminate the
policy(ies) to the various constituencies, such as staft, volunteers, donors, and other
stakeholders. For example, if your nonprofit has a website, do you list the names of
donors? If you list these names, have each of the donors signed a consent document?
In today’s world of identity theft and Internet hacking, it is particularly important to
emphasize the need for privacy to protect donors, staff, and board members.

In today’s business environment, virtually all of the sensitive information kept on
staff, volunteers, donors, clients, and other stakeholders is stored in databases or elec-
tronic files. As part of the privacy policy, nonprofits should commit to maintaining the
confidentiality of these documents, and to ensuring that the records are secure. As part
of the policy, the nonprofit should specify how staff are limited in their access to secure
records, and the protocols that are in place to preserve the confidentiality of the doc-
uments.

Staft, volunteers, clients, and donors should be provided with information on how
your nonprofit is taking steps to guard their privacy, and contact information if they
need assistance in ensuring privacy.

Designing a Technology Policy

The use of technology has permeated all aspects of the business and nonprofit worlds.
While technology has helped to bring donors, volunteers, and the nonprofit closer to-
gether, the potential for hackers to infiltrate and loot the nonprofit’s databases and files
has increased dramatically.

An important component of IT implementation of SOX Best Practices is the design
of a technology policy or the revision of your current technology policy.

Your nonprofit’s technology policy should have these talking points:

* Clearly state that all aspects of the nonprofit’s technology belong to the nonprofit.
There are no expectations of personal privacy when using the nonprofit’s technology. Staft
and volunteers need to understand that they may not use the nonprofit’s e-mail for
personal business or to send inappropriate messages to other staff, volunteers,
donors, or anyone. All staft and volunteers should also understand that the non-
profit’s Internet access belongs to the nonprofit. Web surfing, access to porn sites,
or other inappropriate sites is strictly prohibited. Failure to comply should result
in strict penalties including possible termination.

* Identify all of the nonprofit’s technology, hardware and software, including lap-
top computers, desktop computers, handheld devices such as PDAs and Black-
berry, cell phones, Internet access, e-mail, and all software programs purchased
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through the nonprofit. Be aware that when electronic devices such as laptops or
PDAs are “recycled” to another staff member, the “hard drive” of the device may
still contain data, documents, or transactions from the previous employee. It is im-
portant to institute a procedure to erase the hard drive once all of the documents
have been extracted and stored according to your nonprofit’s Document Reten-
tion policy.

* Develop a policy on the storage and transportation of sensitive information out of
your nonprofit’s facilities. Published reports describe multiple scenarios of laptops
of bank employees being stolen that contained client financial data. The same
thing could happen to your nonprofit if you store sensitive information about
donors, clients, or staff on laptops that leave your premises.

* The policy should also have provisions on appropriate use of portable technology
such as PDAs, cell phones, and laptops. Safety and security issues need to be
spelled out particularly as these apply to:

* Using cell phones while driving
* Discussing confidential information via cell phone

* Using the cell phone for personal business, or illegal uses such as crank calls or
harassing another person

* Logging of numbers on the cell phone memory

All staff and volunteers who have access to any of the nonprofit’s technology should
be required to read and sign the Technology policy. Each person who signs the policy
should have a copy of it to keep for his or her reference. Exhibit 8.3 will help you to
develop an effective Technology policy

Your Nonprofit’'s Website

Your nonprofit’s website is the electronic “face” of your organization. The way in
which it is designed, its features (which make it user-friendly, or not), and the content
say important things about your organization. Some nonprofits use their websites to
collect donations, sell merchandise, or respond to a global disaster. The nonprofit’s
Document Preservation policy should also include those “documents” that can be
pages on the website, such as:

* Your nonprofit’s 990s for the past three years; these documents are on
www.guidestar.org anyway, so there’s no point in hiding them

* Documents that demonstrate SOX compliance and best practices, such as your
nonprofit’s Whistleblower Protection policy and Document Preservation policy

* Reports, information about board members, programs, annual reports, and finan-
cial reports
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ExHiBIT 8.3 TECHNOLOGY POLICY CHECKLIST

e All aspects of the nonprofit’s technology belong to the nonprofit. There are no expectations of
personal privacy when using the nonprofit’s technology.

e E-mail and web access belong to the nonprofit.
e Examples of inappropriate e-mail messages:
e Jokes
e Harassment
e Political commentary, particularly hate messages

e Anything you wouldn’t want to read on the front page of your local newspaper, or have CNN
broadcast

e The policy covers all of the nonprofit’s technology—hardware and software, including laptop
computers, desktop computers, handheld devices such as PDAs and Blackberry, cell phones,
Internet access, e-mail and all software programs purchased through the nonprofit.

® Requires returning of all electronic devices such as laptops or PDAs when leaving the employ or
volunteer assignment of the nonprofit.

¢ Policy on the storage and transportation of sensitive information on laptops that leave your
premises.

e Staff and volunteers who are entrusted with the nonprofit’s cell phones, laptops, PDAs, or other
electronics need to understand that they will be held personally accountable for the safety of the
equipment, the safe use of the equipment, and the security of the data that is stored within
these electronics.

Security is rapidly becoming one of the most significant challenges to websites—any
website—nonprofit or private sector. Nonprofit websites need to have firewalls and en-
cryption software to protect donor information and to ensure that transactions online
with donors are secure. When donors put a credit card number on your website, they
and you need to feel confident that this sensitive information is properly encrypted and
transported to the correct location. You should also consider including recommenda-
tions for safety in online transactions, such as using a credit card, rather than a debit
card, checking credit card statements to ensure that all the transactions are accurate,
and, if possible, include a link to your local Better Business Bureau, Chamber of Com-
merce, or nonprofit clearinghouse to verify that you are a member in good standing.

Who Owns Your Website?

This may appear to be a nonsensical question, but consider the case of the small dance
company. The company had a volunteer who spent a significant amount of time work-
ing on projects. In fact, this volunteer seemed to be everywhere at all times. The vol-
unteer offered to design the dance company’s website, and his efforts were lauded. One
board member, however, found this individual’s activities, and his whole demeanor,
suspicious. The board member went to the website www.whois.com and looked up
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the dance company. Guess who owned the dance company’s website? That’s right, the
volunteer. Judging from his reaction when confronted, he never thought anyone from
the board would ever think to check. The board had to request that the phone com-
pany hosting the website take it down until the matter was settled. The volunteer was
paid an undisclosed sum to surrender the rights to the website.

Jump-start the Process!

Implementing a “compliance” project can seem daunting, but that doesn’t have to be
the case. A fresh perspective can bring life to the planning.
Consider these steps:

1. Board and Senior Management announce that the changes are permanent, there
are rewards for compliance, and the plan for putting the Document Preservation
policy in place. There’s no turning back—and the stakeholders need to under-
stand that. The policy and the plan need to be user-friendly. If staft and volunteers
are confronted with a document in legalese, there will be a revolt and not com-
pliance.

2. The board and Senior Management need to create a team to design policies that
are relevant to the whole organization. Be sure that the team consists of star
players representing all of your nonprofit’s functions. Membership on this team
should be high status and include perks such as assistance in completing their
regular work.

3. Build the plan to address what you are already doing (so you don’t have to rein-
vent the wheel), and include those areas of improvement you wanted to acquire.
Conduct a brief assessment and review—it will be worth the time. Don’t engage
in “paralysis by analysis”—keep it moving. Emphasize the processes that create
efficiency, and ultimately, less work!

4. Use the tools that you already have—document the process using technology
and ensure that copies of the Document Preservation policy are widely dissem-
inated. Also, consider developing a one-page “shortcut” list to highlight the
ways documents should be handled, and preserved, on a daily basis. The faster
the staff and volunteers can assimilate the desired behaviors into their daily rou-
tine, the faster the plan will solidify.

5. Have an outside expert review the plan and process once it is in place to ensure
that it would make sense to a regulator or other stakeholder.

It’s important to recognize that the first draft of a compliance plan does not need to
be perfect, it just needs to incorporate the important elements. The plan will be refined
over time, particularly if regular updates are scheduled into the process.
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CoONCLUSION

With the growth of technology, nonprofits and businesses have become highly depen-
dent on computers, laptops, cell phones, PDAs, databases, and software applications. [T
has emerged as a primary operational building block within nonprofits. Sarbanes-Oxley
compliance and best practices are highly dependent on the effective use of technology.



CHAPTER 9

Human Resource Management—
Sarbanes-Oxley Requirements

and Best Practices

Dr. Bernadine Healy headed the American Red Cross for two years. In her short
but stormy tenure, she discovered rampant financial irregularities within the local of-
fices of the organization. She even discovered that a local manager had embezzled $1
million. Her board did not appear to be interested in pursuing these matters, but Sen-
ator Charles Grassley (R—Iowa) was. In an angry letter to Martha Evans, the woman
who replaced Dr. Healy as Red Cross President, Senator Grassley asserted that the Red
Cross board had ignored:

* The embezzlement of $1 million by Hudson County, New Jersey, chapter offi-
cials. [Dr. Healy] states that information about this crime “demonstrates that many
of the controls presumed by you [the Board]| and senior management to be in

place are not there.”

* Dr. Healy’s assertion that the Red Cross is in need of institutional reform: “Com-
pensation information from chapters is voluntarily reported to headquarters. Head-
quarters does not have direct access to a complete record of this information.
Therefore, we cannot assure the accuracy of the Form 990 (annual Return of Orga-
nization Exempt from Income Tax) provided to the Internal Revenue Service . . .
Other issues that have been festering and are widely known include the lack of ac-
countability of chapters for annual performance; a reluctance of Headquarters to
exercise hiring and firing authority over chapter executives; and a tendency of
Headquarters to relegate its authority to an advisory role as it relates to chapters.
We have limited organization-wide systems to ensure compliance.”

145
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Senator Grassley’s letter continues by reviewing an August 2001 internal document
prepared at Dr. Healy’s request, entitled “Emerging Trends in the FY 2001 Operations
of Chapters.” This report details findings based on 80 audits at Red Cross chapters na-
tionwide to reveal serious financial mismanagement.

The examples he cites are:

* “National disaster contributions are not remitted to national headquarters or are

”

not remitted timely (classified as a ‘Critical Issue’)

* “Bank reconciliations are not completed, or not completed timely, reviewed, or
tested by someone with no cash-related responsibilities and/or signed and dated

bR

by the reviewer (classified as a ‘Major Issue’)

* “Endowment moneys are not appropriately maintained, e.g., maintained locally

bR

(classified as a ‘Critical Issue’)

* “Investments (e.g., stocks, corporate bonds, and collateralized mortgage obliga-

L2

tions) are not in compliance with corporate policy (classified as a ‘Critical Issue’)

* “Financial reports to the board are not prepared or reviewed regularly and/or do
not contain adequate information (e.g., comparison to the budget, a balance sheet,

or year-to-date figures), and/or are not accurate (classified as a ‘Critical Issue’)
(Grassley, August 12, 2002)

Although her work in uncovering what appears to be long-standing corruption within
the Red Cross was laudable, she was forced by her board to resign later in 2002 because
of the organization’s post-September 11th fundraising and blood collection crisis.

CHAPTER OVERVIEW

Two common areas of dysfunction within nonprofit organizations are the management
of reports of waste, fraud, or abuse commonly known as “whistle-blowing” and the
protocols for reimbursement of travel and other types of expenses. Whistleblower Pro-
tection 1s a SOX requirement while protocols for travel claims and other reimburse-
ment issues is an important best practice. Policies need to be in place to ensure
reimbursements are handled in a consistent manner regardless of the status of the staft
or volunteer. As we saw in Chapter 4, two of the three crisis scenarios involved CEOs
embezzling money from their nonprofits mainly through travel claims and other reim-
bursements that were either bogus or not related to the nonprofit’s business.

CHAPTER OBJUECTIVES

By the end of this chapter, you should be able to:

* Discuss the function of a Whistleblower Protection policy and the features that
must be included in this policy to be in compliance with SOX.

» Compare the means by which employees are distinct from independent contrac-
tors and the regulatory implications.



WHISTLEBLOWER PROTECTION 147

* Explain why nonprofits need to establish protocols for exit interviews, including
turning in electronic devices and ensuring that the hard drives of these devices are
properly cleaned.

* Provide examples of protocols for handling travel expenses, credit cards, and other
credit accounts.

WHIsTLEBLOWER PROTECTION

The first obligation from SOX that applies to all organizations is the requirement for a
documented Whistleblower Protection policy. SOX requires all organizations, includ-
ing nonprofits, to establish a means to collect, retain, and resolve claims regarding ac-
counting, internal accounting controls, and auditing matters. The system must allow
for these reports to be submitted anonymously and for the individuals filing the reports
to be shielded from retaliation.

If not, policies and procedures should be developed that contain, at the minimum,
the following features:

* There is a confidential means for reporting suspected waste, fraud, and
abuse: Staff and volunteers need to know how to go about filing the report and
what types of evidence they should provide to substantiate their claims.

* There is a process to thoroughly investigate any reports: Volunteers and
staff should also know how investigations are conducted and what will be ex-
pected of them in terms of providing a statement or answering questions.

* There is a process for disseminating the findings from the investigation:
The whistleblower should also know how the findings of the report will be
disseminated.

* The employee filing the complaint will not be subjected to termination,
firing, harassment, or miss out on promotion: This is the most important
part of the policy. All staff and volunteers should know what their rights are under
the Whistleblower Protection policy.

» Even if the findings do not support the nature of the complaint, the em-
ployee or volunteer who made the complaint will not face any reper-
cussions: Staft and volunteers also need to understand that if they file a report and
the findings don’t support their claim, there will not be any repercussions.

Communication is key in ensuring that all employees and volunteers understand
why reporting waste, fraud, and abuse is expected, what their rights are, and how in-
vestigations are conducted and findings presented. Every employee and volunteer
should have a copy of the Whistleblower policy, and it should be readily available for
review in hard copy and online. This policy should also be covered in any orientation
or training programs the organization ofters for its employees and volunteers. The non-
profit’s legal counsel should review the wording of the Whistleblower Protection pol-
icy and provide advice whenever “whistleblower” reports are filed.
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The Nonprofit Times reports that a “survey found only 16 percent of nonprofits have
whistleblower policies in place . . . [compared with previous year’s survey | that found
21 percent of respondents were considering such policies . . . having a whistleblower
protection policy shows an organization’s constituents, membership, or funders that it
is taking internal control seriously . . . ‘Having a policy is important’ the Senate Finance
Committee staffer said. ‘It’s even more important to listen to what they’re saying and
act on it.” The stafter said whistleblowers are an important part of the government’s
oversight of the sector. “We benefit mightily,” the staffer said. ‘Invariably, we have
whistleblowers who talk to us,” regarding nonprofit investigations (Sinclair, 2004).

Exhibit 9.1 will help you develop an eftective Whistleblower policy.

ExHiBIT 9.1 WHISTLEBLOWER PROTECTION POLICY
WORKSHEET

Your nonprofit needs to have:

¢ A Whistleblower Protection policy

¢ A method for reporting waste, fraud, or abuse

e Procedures for conducting investigations

* Protocols for disseminating findings (in conjunction with your legal counsel)

Whistleblower Protection Policy
e The Whistleblower Protection policy is being implemented at [your nonprofit] to comply with the
Public Company Accounting Reform and Investor Protection Act of 2002 (Sarbanes-Oxley).

e At [your nonprofit], any staff member or volunteer who reports waste, fraud, or abuse will not be
fired or otherwise retaliated against for making the report.

e The report will be investigated, and even if determined not to be waste, fraud, or abuse, the
individual making the report will not be retaliated against. There will be no punishment for
reporting problems—including firing, demotion, suspension, harassment, failure to consider the
employee for promotion, or any other kind of discrimination.

Methods for Reporting Waste, Fraud, or Abuse
There are several ways in which your staff and volunteers can report suspected waste, fraud, or abuse:

e Contact the nonprofit’s ombudsman.
e (all the designated hotline that your nonprofit has set up for this purpose.

e Send an e-mail to a designated address that your nonprofit has established for these types of
reports.

¢ Make the report in writing.

Investigating the Report
Your nonprofit would list the steps it would take to:

¢ Investigate the allegation.

¢ Disseminate the report on your findings, including providing the person filing a report with a
summary of the findings.

e Take steps to deal with the issue addressed, including making operational or personnel changes.
e |f warranted, contact law enforcement to deal with any criminal activities.
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WHY INDIVIDUALS ARE RELUCTANT TO “BLow
THE WHISTLE” oN WaAasTE, FRAUD, AND ABUSE

As we saw in the introductory story, whistle-blowing can be a career-limiting gesture.
Despite the pervasive financial irregularities that Dr. Healy discovered, she received
virtually no support from her board to remedy the situation and hold people account-
able. Her story is a highly visible example, but the types of response within nonprofits
to whistle-blowing can be more subtle, but just as eftective in silencing or discrediting
the whistleblower.

Whistleblowers are not universally embraced by management in any organization,
private or nonprofit. Often, they are described as “not a team player” or are categorized
as troublemakers. Management can use tactics such as rumor and innuendo to make the
whistleblower look bad. Other tactics include the silent treatment by supervisors or
colleagues, or even changing the location of the person’s office or the type of equip-
ment that is assigned to him or her. The organizational displeasure is intended to be ob-
vious to the whistleblower and to everyone else. (Sinclair 2001)

The Whistleblower Protection requirement of SOX is clear about the prohibition
against retribution of any kind—even the subtle acts. Having an effective Whistle-
blower Protection policy is important because of the SOX legal requirements, and to
provide a mechanism to protect the nonprofit’s integrity and future viability. The
crises that are described in Chapter 4 exacted heavy damage on the affected nonprof-
its. Many people lost their jobs, and the previously good names of the organizations
were tarnished by relentless adverse publicity.

CREATING A CONFIDENTIAL REPORTING SYSTEM

Confidentiality is the key in developing a process whereby employees and volunteers
feel safe in reporting waste, fraud, and abuse. One way a confidential reporting system
can be established is to use an ombudsman. Another way would be to use a third-party
reporting system that is not connected to the organization.

Ombudsman

For many years, organizations in Europe and long-term care facilities in the United
States have used ombudsmen as a way to provide a safe avenue for employees and
clients to report fraud and abuse. In the U.S., a long-term care ombudsman is an ad-
vocate for residents of nursing homes, board and care homes, and assisted living facili-
ties. Ombudsmen are trained to resolve problems and can address complaints brought
to them. A long-term care ombudsman can be a confidential ear for complaints and
concerns, can help resolve complaints and concerns, educate residents about their
rights, and help long-term care facilities develop more eftective practices. Nonprofit
organizations can use the role of the long-term care ombudsman as a guideline for
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creating their own confidential reporting system. To be effective, an ombudsman is in-
dependent of the organization and is someone whose position as ombudsman cannot be
terminated for reasons other than failure to perform. Having this type of program in place
can go a long way to correct problems as they arise and to meet the SOX requirements.

Third-Party Reporting Systems

Third-party anonymous hotlines are a risk-free way to report unethical or illegal ac-
tivity. With a third-party anonymous hotline, an employee or volunteer can report
questionable activities any time of day or night. The hotlines can handle a variety of re-
porting issues, such as:

* Accounting irregularities

* Violations of governmental regulations

* Fraud

* Falsification or destruction of organizational records
* Workplace violence

* Substance abuse

* Discrimination

* Sexual harassment

* Conflicts of interest

* Release of proprietary information

Employees and volunteers who feel uncomfortable coming forward via internal re-
porting processes might feel more comfortable reporting issues via a third-party hotline.
Reports filed in an anonymous fashion still obligate the nonprofit to conduct an in-
vestigation. However, if the caller does not identify himself or herself and provides only
sketchy details, the investigation may be hampered.

Conducting an Investigation

Once a staff member or volunteer has reported waste, fraud, and abuse, it is of para-
mount importance to conduct an investigation that is balanced and designed to get to
the bottom of the problem reported. How the report is handled and the way in which
everyone involved is treated can be the difference between a professional approach and
a further invitation to disagreement.

Before a complaint is even lodged, the nonprofit should have an established proto-
col for conducting an investigation. When an individual makes a report, he or she
should be advised on how the investigation will be conducted, how confidential in-
formation will be handled, and how the findings will be disseminated. The individual
making the complaint should also be reminded of his or her rights under the Whistle-
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blower Protection policy and should be assured that the nonprofit takes these protec-
tions seriously.

An individual should be appointed to handle the investigation who has been trained
in how to conduct an investigation and deal with conflict management. The individ-
ual conducting the investigation should also present:

* An unbiased attitude toward the individuals involved: It is important that
the individual conducting the investigation is not a superior or a subordinate of
any of the individuals involved. If the nonprofit is so small that this would be im-
possible, a board member should be enlisted to conduct the investigation.

» Impartial approach that puts the best interest of the nonprofit first: The
individual conducting the investigation should not have any real or potential con-
flicts of interest in the outcome of the investigation.

* The individual’s workload and other obligations should be such that he
or she can devote sufficient time to conduct the investigation: This is an
important aspect of a successful investigation. If the staff member or board mem-

ber is swamped with other work, his or her commitment to an impartial investi-
gation will suffer (Kastl, Avitabile, Kleiner, 2005).

The structure of the investigation should emphasize gathering of facts and interviews
with the parties involved. The interviews should facilitate the presentation of facts,
but can also be opportunities to determine the variety of perceptions and viewpoints.
The interviewer should also be aware of the clues given by body language and verbal
cues.

As the facts are gathered and individuals interviewed, the individual conducting the
investigation must make a recommendation to the nonprofit’s management. Decisions
about action or discipline need to be consistent with organizational policy and applic-
able law. The findings should be communicated to the involved parties, taking into
consideration privacy issues. If an individual is disciplined, the person filing the com-
plaint should not be privy to the specifics, but should be told the matter has been re-
solved. As with any personnel issue, consultation with the nonprofit’s legal counsel is
essential in crafting the presentation of the findings.

TrRAVEL CLAIMS AND REIMBURSEMENT PoLiciEs

One of the most problematic areas in terms of financial internal controls is that of pro-
tocols for reimbursement of travel expenses. Reimbursement issues are among the
most common sources of fraud and financial misappropriation evident in the crisis sce-
narios reviewed in Chapter 4.

The Independent Sector’s Report to Congress presents the following recommenda-
tions for the IRS and for nonprofits on travel expenses policies:



152

CHAPTER © HuMAN RESOURCE MANAGEMENT

The Internal Revenue Service should:

Require charitable organizations to disclose on their annual information returns
(Forms 990 or 990-PF) whether or not they have a travel policy.

Provide specific information in the instructions to the Forms 990 and 990-PF re-
garding travel costs that are not permitted or that should be reported as taxable in-
come (including reference to IRS Publication 463: Travel, Entertainment, Gift and
Car Expenses).

Recommendations for Charitable Organization Action:

Charitable organizations that pay for or reimburse travel expenses of board mem-
bers, officers, employees, consultants, volunteers, or others traveling to conduct
the business of the organization should establish and implement policies that pro-
vide clear guidance on their travel rules, including the types of expenses that can
be reimbursed and the documentation required to receive reimbursement. Such
policies should require that travel on behalf of the charitable organization is to be
undertaken in a cost-effective manner. The travel policy should be provided to
and adhered to by anyone traveling on behalf of the organization.

Charitable organizations should not pay for nor reimburse travel expenditures
(not including de minimis expenses of those attending an activity such as a meal
function of the organization) for spouses, dependents, or others who are accom-
panying individuals conducting business for the organization unless they, too, are
conducting business for the organization.

The Independent Sector Report also includes these points on travel policies:

The same standards for reimbursement of travel expenditures should be applied to
the organization’s board members, officers, staff, consultants, volunteers, and oth-
ers traveling on behalf of the organization. Decisions on travel expenditures
should be based on how to best further the organization’s charitable purposes,
rather than on the title or position of the person traveling. (Independent Sector,
Report to Congress and the Nonprofit Sector, 2005)

Crafting a Travel Expenses Policy

Nonprofits can look to the Independent Sector’s full report for guidance on the craft-

ing of an effective Travel Expenses policy. Important components of a Travel Expenses

policy include:

Who is covered by the policy and who is not eligible: The Travel Expenses
policy should apply to all board, staff, and volunteers who are obligated to travel
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tor business purposes. The authorization to travel needs to be documented and ap-
proved. In other words, the ED’s travel should be reviewed and approved by ei-
ther the Board Chair or another member of the Executive Committee. Travel by
members of the board should also be approved by the Executive Committee. The
policy should clearly specify that spouses, dependents, or others who are accom-
panying individuals conducting business for the nonprofit are not covered unless
they are conducting business for the nonprofit too (Independent Sector, 2005).

* The types of expenses that are reimbursable: The nonprofit needs to clearly
identify the types of expenses that are covered and the types of expenses that are
not covered. Some nonprofits will reimburse for the cost of an entire meal, oth-
ers will not reimburse for any alcohol that is purchased as part of the meal. If this
is the case with your nonprofit, it needs to be clearly stated, and the documenta-
tion (i.e., restaurant receipt) must be required to show that the request for reim-
bursement is for food only.

* Similarly, the policy on reimbursement for travel to and from the airport or train
station must be clearly stated, as well as the policy on payment for parking fees. If
these expenses are not eligible for reimbursement, the policy must be specific.

* Protocols for submitting a travel claim including the required docu-
mentation: Although the exhortation to require documentation as part of a
travel claim may appear to be rudimentary, the escapades of two Executive Di-
rectors in Chapter 4 will provide ample evidence that not everyone is paying
attention. The real issue is how regimented this obligation will be in your non-
profit. It should be an absolute requirement for everyone—no exceptions. Rank
does not have any privileges in this area.

Exhibit 9.2 will help you to develop an eftective travel claim policy.

Training on Protocols for Submitting Travel Claims

If protocols for travel claims are a new venture within your nonprofit, it is important
to offer training and user-friendly resources for staff/volunteers and board members to
use. The training can either be in person or online and should include a discussion of
why travel claims protocols are being standardized and how to submit a travel claim.
Be sure to include examples of forms and how various types of travel claims are docu-
mented. It is particularly important for those individuals who must review and approve
the travel claims for payment to understand that incorrectly completed forms, or forms
lacking proper documentation, must be returned to the individual with a clear expla-
nation on what modifications are necessary. Standardization is the key—no one should
be permitted to receive payment for claims that are improperly prepared.
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ExHiBIT 9.2 TRAVEL CLAIMS POLICY CHECKLIST

e Travel claims are submitted on a specific form designed by the nonprofit. The form needs to
capture the name of the staff/volunteer/board member, dates traveled, purpose of travel, listing
of expenses and documentation attached (original documentation should be required).

e The travel claim indicates the purpose of the trip, who authorized the travel, and a copy of the
documentation.

¢ |[f the travel claim includes reimbursement for meals, the purpose of the meal and the names of
the guests are included. For example, if the meal was a business lunch as part of attending a
conference, the receipt for the meal needs to be included, and any guests or clients should be
listed.

e |f parking or transportation to the airport is an authorized expenditure, the travel claim also
needs to have either a receipt for parking or a mileage listing.

¢ The nonprofit should specify the time frame when a travel claim needs to be filed; for example,
within ten (10) business days of returning to the office.

e The travel expense policy includes a list of authorized expenditures. Any expenditures that are
not included as authorized expenditures on the list must be approved by the CFO or Treasurer
before they can be reimbursed.

e Travel claims will not be paid unless the form is completed correctly and there is supporting
documentation for all expenses.

e The executive team and/or the board’s executive committee will make random and unannounced
examinations of travel claims within a specific time frame to ensure compliance.

EMPLOYEES OR INDEPENDENT CONTRACTORS?
WHY THE IRS WANTS TO KNOW

An important but thorny issue in nonprofits is the accurate classification of paid staft. If
a paid staff person is classified as an independent contractor, the nonprofit is not liable
tor payroll taxes, workers compensation, or unemployment insurance. If your non-
profit is found to be improperly classifying employees as independent contractors, the
IRS can exact sanctions against your organization in the form of unpaid employment
taxes and insurance—and, of course, stiff penalties.

In this era of heightened IRS scrutiny, it is important for nonprofits to classify their
paid staft correctly. Exhibit 9.3 details which factors the IRS considers in determining
whether the paid staff is an employee or independent contractor.

PrRoTECTING THE PRIVACY OF STAFF
AND VOLUNTEERS

When a nonprofit hires an individual as an employee or permits an individual to vol-
unteer, the organization requires that the individual provide certain types of personal
information. Employees are generally required to provide sensitive information such as
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ExHiBIT 9.3 IRS FACTORS DETERMINING EMPLOYEE
OR INDEPENDENT CONTRACTOR STATUS

Factor Employee Independent Contractor

Supervision The worker must follow specific The worker must produce a specified
instructions on where, when, and result, but is permitted to work at
how to perform the work. another location.

Schedule Worker works full-time for one The worker works for more than one
employer. employer.

Workday Employer defines how long the The worker sets his or her own
worker works per day. hours unless otherwise specified by

engagement contract.

Location of work Worker works exclusively on Worker completes tasks at locations
employer’s premises. of his or her choice.

Assistants Employer assigns assistants to Worker hires and supervises his or
worker. her own assistants.

(Allbusiness.com: The Advisor, 2005)

their social security number, names and contact information for next of kin or other
family members, and possibly document numbers that reflect a particular immigration
status.

Privacy issues have become more complex because of the proliferation of cell
phones, PDAs, laptops, and other electronics. Additionally, Internet access and e-mail
have also contributed to privacy infringement. Although privacy concerns apply to
other areas within the nonprofit such as client services and fundraising, the Human Re-
sources division is responsible for maintaining the privacy and security of personnel
records of staff and volunteers.

Privacy and Document Preservation: Access to HR Records

Human Resources’ document preservation guidelines need to ensure that steps are
taken to protect confidential records and sensitive information. Because today’s per-
sonnel records are most likely kept on databases, it is important to work collaboratively
with the nonprofit’s IT division to ensure that access to sensitive information is re-
stricted. Individuals who have access to these records should be carefully screened, in-
cluding background and credit checks, and should be closely supervised.

Identity theft is one of the fastest growing crimes in the United States. The Federal
Trade Commission estimates that over 10 million Americans have become the victims
of identity theft, and the FDIC reports that the collective impact on the financial sec-
tor of the economy was over $50 billion in 2003.
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Identity Theft

In today’s world of identity theft, databases and electronic files can be fertile sources of
information for thieves. The problem is that the identity thieves can be located in the
same workplace as the victims. How easy does your nonprofit make it for identity theft?

Personnel files should be treated as highly confidential, particularly if these files are
stored electronically. All databases should be password-protected, and protocols should
be in place to ensure that staft do not leave their workstations with a confidential file
on the screen. Similarly, if personnel files are in paper files, these files should never be
permitted to be left unattended on a desk or in an unlocked file cabinet. Salary spread-
sheets, benefits documents, and the like need to be similarly secured.

Trashcans and recycle bins are goldmines to identity thieves. The HR department
should invest in several sturdy shredders. All paper that is disposed from this department
should first be shredded. The trashcan is for waste other than paper.

Knowledge is power! Talk to staff and volunteers about how to protect themselves
from identity theft and how to routinely check their credit card invoices and credit re-
ports for evidence of improper charges or the creation of new accounts. The more that
staft and volunteers are informed, the better they will understand and comply with the
precautions your nonprofit has implemented.

Electronics and Privacy

The use of laptops, PDAs, cell phones, pagers, and other electronic devices is so wide-
spread that almost no one notices anymore. The difficulty is that employers sometimes
forget that these devices have been issued to staff. When a staft member or volunteer
resigns, the exit interview does not always include procedures such as turning in elec-
tronic devices. Even if these devices are returned, they can be recycled to new staft
without first taking the proper precautions to ensure that the hard drives of these de-
vices are properly cleaned. Laptops aren’t the only electronic devices with hard drives.
PDAs have hard drives, and cell phones have memories. If your nonprofit chooses to
recycle these devices to new staff, it is imperative that I'T cleanses the hard drive to en-
sure that any confidential material is permanently deleted.

CoNcCLUSION

Whistleblower protection is essential to maintaining the nonprofit’s integrity. Staft and
volunteers need to know that they will be safe when reporting waste, fraud, or abuse.
Opportunities for fraud, such as the misuse of travel and reimbursement claims and
identity theft, need to be dramatically reduced if not eliminated. The longer these
problems fester or are covered up, the greater the damage from the fallout of the in-
evitable crisis. Sarbanes-Oxley requirements and best practices can serve to make your
nonprofit’s HR function more secure and more productive.



CHAPTER 10

SOX Best Practices
and Fundraising

The AIDS support organization was a shadow of itself following one of the most
damaging scandals the community had ever seen. The organization, which became one
of the oldest AIDS service providers in the country, grew rapidly in the early 1980s from
its roots as a volunteer-based support service for terminally ill people. As the AIDS pan-
demic hit San Francisco, the nonprofit began to focus its energies on serving people who
were living with AIDS. At the time, this was a pioneering effort, as AIDS was a highly
feared and misunderstood disease. The nonprofit grew rapidly in size, stature, and rev-
enues. Volunteers flocked to help, donations poured in, and Ryan White funds were
awarded to support its endeavors. The organization entered into a contract with the
city/county government to manage residences for people with HIV/AIDS.

In addition to the funds, volunteers, and contracts, the organization also attracted
charlatans on the board and on the management team. The board turned a blind eye
to financial reports that failed to track statistics and produce reports in a manner that
was required by the city/county government. One day, an internal whistleblower
went to the city/county to report that funds were being commingled and misused. In
the subsequent scandal, the nonprofit lost the contract, and saw donations fall from $1
million per year to $10,000. It took eight years and four Executive Directors before the
nonprofit was able to regain its good name.

CHAPTER OVERVIEW

Fundraising is often the primary method of revenue generation for nonprofit organi-
zations. Aside from this important aspect of revenue generation, fundraising is an inte-
gral part of the nonprofit’s “face” in the community, a fragile aspect of the nonprofit’s
public trust. The nonprofit exists because it has taken the steps necessary to obtain a
501(c)(3) designation from the IRS, and has filed the necessary paperwork with its state
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government. What keeps a nonprofit a viable entity 1s the continued trust the public
has in the good work and integrity of the organization. When that trust is broken, it
may take years to repair. The introductory story is an all too common illustration of a
nonprofit that has found an important niche, grown quickly, and in the process, almost
destroyed itself.

CHAPTER OBJECTIVES
By the end of this chapter, you should be able to:

* Discuss the changing federal and state legislative environment and its impact on
fundraising practices.

* Describe the role of the board and Executive Team in providing oversight and
guidance to a nonprofit’s fundraising.

* Explain how internal controls are essential in combating fraud in nonprofit
fundraising.

* Identify red flags for fundraising fraud, and methods for ensuring the security of
donor records and other confidential information.

THE CHANGING LEGISLATIVE ENVIRONMENT’S
IMPACT ON FUNDRAISING PRACTICES

Although the features of the Sarbanes-Oxley legislation may on the surface appear to
have more impact on the private sector, the public sector (i.e., government) push for
greater accountability includes the independent sector; in other words, the nonprofit
world as well. This section presents the summary of findings of the United States Sen-
ate Finance Committee June 2004 and April 2005 hearings on Charitable Giving Prob-
lems and Best Practices, along with the highlights of recent California “Sarbanes-Oxley
clone” legislation (SB 1262) signed into law on September 29, 2004. The common
theme of the testimony of witnesses, the Congressional staft papers, and the California
“Nonprofit Integrity Act” (SB 1262) is that nonprofit organizations have, through fis-
cal and governance abuses, particularly as these relate to fundraising, diminished public
trust. Public outcry for reform served as the catalyst for these Congressional hearings on
nonprofit abuses.

Fundraising and the U.S. Senate Hearings on Nonprofit Accountability

As discussed in Chapter 2, Senator Charles Grassley (R—Iowa) held hearings on non-
profit accountability in June of 2004 and April 2005. Senator Grassley had long been a
champion of nonprofit transparency, particularly as this relates to ensuring that donor
funds are appropriately spent. The June 2004 hearings featured confidential witnesses,
one of whom was “Mr. Car,” who testified about the abuses that are rampant in car
donations. In the April 2005 hearings, Senator Grassley invited Art Taylor, president
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and CEO of the Better Business Bureau’s Wise Giving Alliance, to testify about a donor
expectations survey the Alliance had recently conducted.

Summary of Mr. Car’s Testimony before the U.S. Senate Finance
Committee—June 2004

“Mr. Car” is the pseudonym of a confidential witness testifying at the 2004 Grassley hear-
ing on nonprofit accountability. This witness had firsthand knowledge of the methods
used by fundraising vendors who specialize in managing automobile donations for
nonprofits. In his testimony, he outlines in great detail the process for car donations.
The following summary describes several processes used in these transactions.

The Process of Auto Donation Using a “Broker”

* Potential donors see an advertisement in their local newspaper proposing fair
market value as a tax deduction. The donors are usually are looking at donating
an older vehicle they do not use, but in some cases the cars are nearly new.

* Donors call a toll-free number, at which point either the charity will answer the
call or the call is forwarded to a third-party broker. The potential donor provides
a description of the vehicle to the broker, year, make, and model. The broker will
verity if the vehicle has a clean title. The broker will then tell the donor to refer
to Kelly Blue Book to determine the amount of his or her tax deduction.

* Next, the broker will tell the donor that a local towing company will pick up the
car in five to ten working days. In most cases, the towing company is owned by
either an auto auction or used car dealer.

» After the car is picked up, it goes to auction. The standard commission for the
auto auction house is 25% of the sale price of the vehicle. If the car goes to a used
car dealer, there is usually flat rate pricing. Flat rate pricing will typically be $75 a
car and $125 for trucks. These are the rates for cars produced between 1985 and
today. In addition, the broker at the beginning gets a sliding scale reimbursement
between 30% and 45% of the check value he or she receives for performing the
following duties: advertising, operating the toll-free hotline, title work, and as-
signing auctions to pick up the cars. Check value 1s not what the car sold for. For
example, if a car sells at auction for $1,000, the auto auction receives 25%, or
$250. The broker will receive 30%—45% of the $750 remaining. However, the
auto auction double dips by charging a buyer’s fee to the purchaser and will thus
make close to $350. However, this unfortunately is the best-case scenario.

The Process of Auto Donation Using Flat Rate Sales

Flat rate sales are the way for insiders to cheat the charities. Again, these are cases that
I know firsthand. We received a vehicle donation for a charity of a 1999 Ford Con-
tour. We received a fax for the pickup order and it was a $75 unit. This meant that the
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car was already assigned to be sold at the used car lot and, regardless of sale price, the
most the broker would get is $75, and the charity would only get a percentage of that;
for example, $30-$40. The car actually sold for $3,500. Thus, the intermediaries got
well over $3,000 profit and the charity received pennies. This is common industry
practice across the board and is known as “flat rate sales” fees.

The Process of Auto Donation Using “Fixing Cars”

Another example of an even more terrible practice is what is known as “fixing cars.”
Involves intermediaries purposely disabling vehicles that were prescreened as running
vehicles—and therefore worth more—so when the vehicle arrives at the auto auction
or used car dealership, they can call the broker and inform them the car was misrepre-
sented, and the broker 99% of the time does not contact the donor to reconfirm the
vehicle’s condition. Again, “fixing cars” is 2 common practice in the industry. For ex-
ample, a 1996 Ford Crown Victoria was picked up in running condition. However,
two days prior to auction, the vehicle was disabled by turning the distributor cap to off-
set the timing. In this case, the auto auction disabled the vehicle and then sold it to
them through their used car license. That car, the Ford Crown, went for $275 dollars,
and it was then after the auction that the insiders took a timing light to reset the dis-
tributor and drove the car away. The intermediaries later sold the car for probably
about $3,700. Another technique is to simply pull out the fuse block or blow the fuse
and then put it back in after they’ve purchased the car themselves for less than its ac-
tual value. This, again, is very common. In fact, I personally was approached by a cou-
ple who donated their vehicle because their son died. They wanted to donate their
vehicle to the charity to try and make a difference. The car was sold at auction for
$4,200. Once all the percentages were taken out that charity received less than $300.
There has to be something that can be done about this. So many people out there
donate their cars to make a difference for research, treatment, and transplants. How-
ever, the truth is, there wouldn’t be enough money from that car donation to buy
my mother’s medication for one month, let alone help the progress of research and
treatment.
The following exchange took place following “Mr. Car’s” testimony:

Senator Grassley: Mr. Car, why are charities getting pennies on the dollar for the cars
that are donated?

Mr. Car. Because the charities are not paying attention to what options they are using
to get the highest market value for the vehicle, and they are overlooking the flat sale fee
of $75 and $125 that I mentioned earlier. They are basically not minding the store. If they
did, the charities would see the cars going for much more money than they are.
Senator Grassley: Ms. MacNab . . . (Ms. J. J. MacNab of Insurance Barometer LLC) I
would ask your views on why these abuses are happening, why charities are willing to
participate, and, finally, your thoughts and views on how widespread is the trend of

abuses involving charities.
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Ms. MacNab: [ see it happening right now because regulatory supervision is almost

nonexistent. Whereas, in the financial world, you have State and Federal agencies fight-

ing a turf war over who gets to take care of the bad guys, when it comes to charities, it

is kind of a reverse turf war. Everybody assumes that someone else will handle it. Even

though there are several agencies that can take over the regulatory spanking, no one is

stepping up to the plate. Also, audits are nonexistent. If you talk to a handful of charities,

no one can remember the last time anybody lost their tax-exempt status. If you are going

to have a voluntary compliance system, there has to be some expectation that you can get

caught if you do something wrong.

The second thing that is going on, why charities are participating in these plans, is right

now charities are having a couple of hard years. Fundraising is down, corporate donations

are down. They have lost money on their own portfolios in the market, and they are

looking for money anywhere they can get it. (Senate Finance Committee Hearings, June
2004)

Better Business Bureau Wise Giving Alliance Testimony

Similarly, evidence of donor apprehension is seen in the testimony by BBB of Amer-
ica—Art Taylor, president and CEO of the BBB Wise Giving Alliance. In 2001, the
Alliance commissioned Princeton Survey Research Associates International to con-

duct a major donor expectations survey, the results of which are available on the

www.give.org website.

Among the key findings of the Wise Giving Alliance survey were:

70% of respondents say it is difficult to know whether a charity is legitimate.
44% say it is difficult to find the information they want in making a giving decision.

50% say they would be “very likely” to get information they wanted from the
charity itself, although only 50% think the charities provide enough information
about their activities to help them decide about giving.

Donors are not sure what information they need or where they should get it, or
in some cases, how to assess the information they have. They are looking for help
in finding accountable charities.

The Alliance produces reports on national charities that specify whether an orga-
nization meets or does not meet the Standards for Charity Accountability.

Our reports do not rank or grade charities, but rather seek to assist donors in mak-
ing informed judgments about charities soliciting their support.

In addition, the Alliance goes beyond standards to issue special alerts and advi-
sories for individuals on topics related to giving. These include tips on donating
cars, as well as tips on charity telemarketing, police and firefighter appeals, and
charitable responses to disasters.
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Testimony of Brian Gallagher—CEO of United Way of America

Other testimony on fundraising and nonprofit accountability at the 2005 Grassley hear-
ings included comments from Brian Gallagher, CEO of the United Way of America.
Mr. Gallagher commented [that]:

The number one reason that people don’t have faith or trust in the nonprofit sector is that
donors don’t know how charities spend their money. It’s overwhelming—71% of re-
spondents that don’t trust charities said that their trust in nonprofits would be greater if
they knew how the money was spent.

To address that concern, I respectfully suggest that nonprofit organizations be asked to
report concrete results annually that are tied directly to their missions, not just the level
of activity. Perhaps a results section such as that can be added to the annual Form 990. We
should be asked to report concrete results that are tied directly to our missions, not just
the level of activity we produce. When you’re asking people to contribute, you're ask-
ing for an investment in your mission. And like a for-profit business, you are then ac-
countable to your investors, not just for keeping good books, but for creating value and
offering a concrete return (Gallagher, 2005).

The Grassley hearings in 2004 and 2005 continue to emphasize that the board is
now held ultimately accountable for the actions of the nonprofit staff. This means that
the board must provide active oversight to development and fundraising eftorts. This
expectation is further codified in California’s Nonprofit Integrity Act (SB 1262), which
obligates the board to review all contracts with fundraising vendors. The testimony
from “Mr. Car” at the 2004 Grassley hearings was particularly chilling in terms of how
little nonprofits actually received from these endeavors.

ExAMPLE oF STATE LAwW RELATIVE TO FUNDRAISING:
ProvisioNs oF CALIFORNIA's SB 1262 NONPROFIT
INTEGRITY AcT TO FUNDRAISING ACTIVITIES

The California Nonprofit Integrity Act (SB 1262) is the first of what might be many
other Sarbanes-Oxley “clone” laws dealing with nonprofits. As other states adopt these
types of “clone” laws, the topic of fundraising will surely be a common theme. As was
codified in the new California law on nonprofit integrity, the board has an obligation
to ensure that fundraising activities are conducted with integrity, with attention to
donor privacy. Further, the board has an obligation to perform due diligence before
signing contracts with third-party fundraising vendors. The California law also placed
the burden of closer supervision of all fundraising activities on the shoulders of the non-
profit (i.e., the board). Of particular note should be the provision in the law that the Act
applies to all corporations formed under the laws of other states that do business in California or
hold property in California. By “doing business,” this includes soliciting donations in California
by mail, by advertisements in publications, or by any other means from out