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Foreword

It's over 30 years ago that the first Edition of UNIX was released. Much has
changed since those early days, as it evolved from a platform for software
development, to the OS of choice for technical workstations, an application
platform for small servers, and finally the platform of choice for mainframe-class
RISC-based application and database servers.

Turning UNIX into the workhorse for mission-critical enterprise applications
was in no small part enabled by the evolution of file systems, which play such a
central role in this Operating System. Features such as extent-based allocation,
journaling, database performance, SMP support, clustering support, snapshots,
replication, NFS, AFS, data migration, incremental backup, and more have
contributed to this.

And the evolution is by no means over. There is, of course, the ever present
need for improved performance and scalability into the realm of Pbytes and
billions of files. In addition, there are new capabilities in areas such as distributed
single image file systems, flexible storage allocation, archiving, and content-based
access that are expected to appear during the next few years.

So if you thought that file system technology had no more excitement to offer,
you should reconsider your opinion, and let this book wet your appetite.

The historical perspective offered by the author not only gives a compelling
insight in the evolution of UNIX and the manner which this has been influenced
by many parties—companies, academic institutions, and individuals—it also
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gives the reader an understanding of why things work the way they do, rather
than just how they work.

By also covering a wide range of UNIX variants and file system types, and
discussing implementation issues in-depth, this book will appeal to a broad
audience. I highly recommend it to anyone with an interest in UNIX and its
history, students of Operating Systems and File Systems, UNIX system
administrators, and experienced engineers who want to move into file system
development or just broaden their knowledge. Expect this to become a reference
work for UNIX developers and system administrators.

Fred van den Bosch

Executive Vice President and Chief Technology Officer
VERITAS Software Corporation



Introduction

Welcome to UNIX Filesystems— Evolution, Design, and Implementation, the first
book that is solely dedicated to UNIX internals from a filesystem perspective.

Much has been written about the different UNIX and UNIX-like kernels since
Maurice Bach’s book The Design of the UNIX Operating System [BACHS86] first
appeared in 1986. At that time, he documented the internals of System V Release 2
(SVR2). However, much had already happened in the UNIX world when SVR2
appeared. The earliest documented kernel was 6th Edition as described in John
Lions” work Lions’ Commentary on UNIX 6th Edition —with Source Code [LION96],
which was an underground work until its publication in 1996. In addition to these
two books, there have also been a number of others that have described the
different UNIX kernel versions.

When writing about operating system internals, there are many different topics
to cover from process management to virtual memory management, from device
drivers to networking, and hardware management to filesystems. One could fill a
book on each of these areas and, in the case of networking and device drivers,
specialized books have in fact appeared over the last decade.

Filesystems are a subject of great interest to many although they have typically
been poorly documented. This is where this book comes into play.

This book covers the history of UNIX describing how filesystems were
implemented in the early research editions of UNIX up to today’s highly scalable
enterprise class UNIX systems. All of the major changes in the history of UNIX
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that pertain to filesystems are covered along with a view of how some of the
more well known filesystems are implemented.

Not forgetting the user interface to filesystems, the book also presents the file
and filesystem-level system call and library-level APIs that programmers expect
to see. By providing this context it is easier to understand the services that
filesystems are expected to provide and therefore why they are implemented the
way they are.

Wherever possible, this book provides practical examples, either through
programmatic means or through analysis. To provide a more practical edge to the
material presented, the book provides a complete implementation of a filesystem
on Linux together with instructions on how to build the kernel and filesystem,
how to install it, and analyze it using appropriate kernel-level debuggers.
Examples are then given for readers to experiment further.

Who Should Read This Book?

Rather than reach for the usual group of suspects—kernel engineers and
operating system hobbyists—this book is written in such a way that anyone who
has an interest in filesystem technology, regardless of whether they understand
operating system internals or not, can read the book to gain an understanding of
file and filesystem principles, operating system internals, and filesystem
implementations.

This book should appeal to anyone interested in UNIX, its history, and the
standards that UNIX adheres to. Anyone involved in the storage industry should
also benefit from the material presented here.

Because the book has a practical edge, the material should be applicable for
undergraduate degree-level computer science courses. As well as a number of
examples throughout the text, which are applicable to nearly all versions of
UNIX, the chapter covering Linux filesystems provides a number of areas where
students can experiment.

How This Book Is Organized

Although highly technical in nature, as with all books describing operating
system kernels, the goal of this book has been to follow an approach that enables
readers not proficient in operating system internals to read the book.

Earlier chapters describe UNIX filesystems from a user perspective. This
includes a view of UNIX from a historical perspective, application programming
interfaces (APIs), and filesystem basics. This provides a base on which to
understand how the UNIX kernel provides filesystem services.

Modern UNIX kernels are considerably more complex than their predecessors.
Before diving into the newer kernels, an overview of 5th/6th Edition UNIX is
described in order to introduce kernel concepts and how they relate to
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filesystems. The major changes in the kernel, most notably the introduction of
vnodes in Sun’s SunOS operating system, are then described together with the
differences in filesystem architectures between the SVR4 variants and non-SVR4
variants.

Later chapters start to dig into filesystem internals and the features they
provide. This concludes with an implementation of the original System V UNIX
filesystem on Linux to demonstrate how a simple filesystem is actually
implemented. This working filesystem can be used to aid students and other
interested parties by allowing them to play with a real filesystem, understand the
flow through the kernel, and add additional features.

The following sections describe the book’s chapters in more detail.

Chapter 1: UNIX Evolution and Standardization

Because the book covers many UNIX and UNIX-like operating systems, this
chapter provides a base by describing UNIX from a historical perspective.
Starting with the research editions that originated in Bell Labs in the late 1960s,
the chapter follows the evolution of UNIX through BSD, System V, and the many
UNIX and UNIX-like variants that followed such as Linux.

The latter part of the chapter describes the various standards bodies and the
standards that they have produced which govern the filesystem level interfaces
provided by UNIX.

Chapter 2: File-Based Concepts

This chapter presents concepts and commands that relate to files. The different
file types are described along with the commands that manipulate them. The
chapter also describes the UNIX security model.

Chapter 3: User File /O

Moving down one level, this chapter describes file access from a programmatic
aspect covering the difference between library-level functions and system calls.
Building on the six basic system calls to allocate files, seek, read, and write file
data, the chapter then goes on to describe all of the main file related functions
available in UNIX. This includes everything from file locking to asynchronous
I/0O to memory mapped files.

Examples are given where applicable including a simple implementation of
UNIX commands such as cat, dd, and cp.

Chapter 4: The Standard I/O Library

One part of the UNIX API often used but rarely described in detail is the standard
I/0O library. This chapter, using the Linux standard 1/0O library as an example,
describes how the library is implemented on top of the standard file-based system
calls.
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The main structures and the flow through the standard I/O library functions
are described, including the various types of buffering that are employed.

Chapter 5: Filesystem-Based Concepts

This chapter concludes the user-level angle by describing the main features
exported by UNIX for creation and management of filesystems.

The UNIX filesystem hierarchy is described followed by a description of disk
partitioning to produce raw slices or volumes on which filesystems can then be
created. The main commands used for creating, mounting and managing
filesystems is then covered along with the various files that are used in mounting
filesystems.

To show how the filesystem based commands are implemented, the chapter
also provides a simple implementation of the commands mount, df, and £styp.

Chapter 6: UNIX Kernel Concepts

Today’s UNIX kernels are extremely complicated. Even operating systems such
as Linux have become so large as to make study difficult for the novice.

By starting with 5th Edition, which had around 9,000 lines of code in the whole
kernel, this chapter presents the fundamentals of the kernel from a filesystem
perspective. Main concepts such as the inode cache, buffer cache, and
process-related structures are covered followed by a description of how simple
operations such as read () and write () flow through the kernel.

The concepts introduced in these early kernels are still as relevant today as
they were when first introduced. Studying these older kernels therefore presents
the ideal way to learn about the UNIX kernel.

Chapter 7: Development of the SVR4 VFS/Vnode Architecture

Arguably the most significant filesystem-related development in UNIX was the
introduction of the VFS/vnode architecture. Developed by Sun Microsystems in
the mid 1980s, the architecture allowed support for multiple, different filesystem
types to reside in the kernel simultaneously.

This chapter follows the evolution of this architecture from its first
introduction in SunOS through to SVR4 and beyond.

Chapter 8: Non-SVR4-Based Filesystem Architectures

Although the VFS/vnode architecture was mirrored in the development of many
other of the UNIX variants, subtle differences crept in, and some versions of
UNIX and UNIX-like operating systems adopted different approaches to solving
the problems of supporting different filesystem types.

This chapter explores some of the VFS/vnode variants along with non-VFS
architectures ranging from microkernel implementations to Linux.
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Chapter 9: Disk-Based Filesystem Case Studies

By choosing three different filesystem implementations, the VERITAS Filesystem
(VXES), the UFS filesystem, and the Linux-based ext2/3 filesystems, this chapter
explores in more detail the type of features that individual filesystems provide
along with an insight into their implementation.

Chapter 10: Mapping Filesystems to Multiprocessor Systems

The UNIX implementations described in earlier chapters changed considerably
with the introduction of Symmetric Multiprocessing (SMP). Because multiple
threads of execution could be running within the kernel at the same time, the
need to protect data structures with finer and finer grain locks became apparent.
This chapter follows the evolution of UNIX from a monolithic design through
to today’s highly scalable SMP environments and describes the types of locking
changes that were added to filesystems to support these new architectures.

Chapter 11: Pseudo Filesystems

In addition to the traditional disk-based filesystems, there are a number of pseudo
filesystems that, to the user, appear similar to other filesystems, but have no
associated physical storage. Filesystems such as /proc and device filesystems
such as specfs have become common across many versions of UNIX.

This chapter describes some of the more well-known pseudo filesystems. For
the /proc filesystem, the chapter shows how debuggers and trace utilities can be
written together with an example of how the UNIX ps command can be written.

Chapter 12: Filesystem Backup

Another area that is typically not well documented is the area of filesystem
backup. This chapter describes some of the backup techniques that can be used to
back up a set of files or whole filesystems, and the various archiving tools such as
tar, and the dump/restore utilities. The main part of the chapter describes frozen
image techniques that show how persistent and non persistent snapshot
technologies can be used to obtain stable backups.

Chapter 13: Clustered and Distributed Filesystems

This chapter describes both distributed filesystems and clustered filesystems. For
distributed filesystems, the chapter covers the development of NFS through its
early adoption to the features that are being implemented as part of NFS v4.
Other distributed filesystems such as AFS and DFS are also described.

The components required to build a clustered filesystem using Storage Area
Networks (SANs) is then covered followed by a description of the various
components of the VERITAS Clustered Filesystem.
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Chapter 14: Developing a Filesystem for the Linux Kernel

In order to understand how filesystems are implemented and how they work, it
is best to play with an existing filesystem and see how it works internally and
responds to the various file-related system calls. This chapter provides an
implementation of the old System V filesystem on the Linux kernel. By showing
how to utilize various kernel debuggers, the chapter shows how to analyze the
operation of the filesystem.

There are a number of features omitted from the filesystem that are left for the
reader to complete.

Typographical Conventions

All of the program listings, UNIX commands, library functions, and system calls
are displayed in a fixed-width font as shown here.

Many examples are shown that have required keyboard input. In such cases,
all input is shown in a bold, fixed-width font. Commands entered by the
superuser are prefixed with the # prompt while those commands which do not
require superuser privileges are prefixed with the $ prompt.

Shown below is an example of user input:

S 1s -1 myfile
-YW-Yr--Y- 1 spate fcf 0 Feb 16 11:14 myfile

Accessing Manual Pages

The internet offers the opportunity to view the manual pages of all major
versions of UNIX without having to locate a system of that type. Searching for
manual pages, say on Solaris, will reveal a large number of Web sites that enable
you to scan for manual pages, often for multiple versions of the operating
system. The following Web site:

http://unix.about.com/library/misc/blmanpg.htm

contains pointers to the manual pages for most versions of UNIX and Linux.
Manual pages contain a wealth of information, and for those who wish to learn
more about a specific operating system, this is an excellent place to start.
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UNIX Evolution and
Standardization

This chapter introduces UNIX from a historical perspective, showing how the
various UNIX versions have evolved over the years since the very first
implementation in 1969 to the present day. The chapter also traces the history of
the different attempts at standardization that have produced widely adopted
standards such as POSIX and the Single UNIX Specification.

The material presented here is not intended to document all of the UNIX
variants, but rather describes the early UNIX implementations along with those
companies and bodies that have had a major impact on the direction and
evolution of UNIX.

A Brief Walk through Time

There are numerous events in the computer industry that have occurred since
UNIX started life as a small project in Bell Labs in 1969. UNIX history has been
largely influenced by Bell Labs’ Research Editions of UNIX, AT&T’s System V
UNIX, Berkeley’s Software Distribution (BSD), and Sun Microsystems’ SunOS
and Solaris operating systems.

The following list shows the major events that have happened throughout the
history of UNIX. Later sections describe some of these events in more detail.
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1969. Development on UNIX starts in AT&T’s Bell Labs.

1971. 1st Edition UNIX is released.

1973. 4th Edition UNIX is released. This is the first version of UNIX that had
the kernel written in C.

1974. Ken Thompson and Dennis Ritchie publish their classic paper, “The
UNIX Timesharing System” [RITC74].

1975. 6th Edition, also called V6 UNIX, becomes the first version of UNIX to be
used outside Bell Labs. The University of California at Berkeley starts
development on the Berkeley Software Distribution or more commonly called
BSD.

1977. At this stage there were 500 sites running UNIX. Universities accounted
for about 20 percent of those sites.

1979. 7th Edition UNIX was rewritten to make it more portable. Microsoft
licenses 7th Edition and starts development of Xenix.

1980. Microsoft releases Xenix, a PC-based version of UNIX.

1982. AT&T’s UNIX Systems Group releases System III UNIX. The Santa Cruz
Operation (SCO) licenses Xenix from Microsoft.

1983. AT&T’s UNIX System Development Labs release System V Release 1
UNIX.

1984. 4.2BSD is released including TCP/IP. System V Release 2 is released and
the number of installations of UNIX worldwide exceeds 100,000. Digital
Equipment Corporation’s (DEC’s) 4.2BSD-based Ultrix is released.

1986. 4.3BSD is released. 4.2BSD-based HP-UX first appears. IBM releases AIX
2 for the RT server.

1987. AT&T releases System V Release 3, which includes STREAMS, the
Network File System (NFS), and the Transport Level Interface (TLI).

1989. As a joint venture between AT&T’s Unix System Laboratories (USL) and
Sun Microsystems, System V Release 4.0 is released.

1990. Based on SVR2 with enhancements from 4.2BSD and 4.3BSD, IBM
releases AIX 3.1.

1991. Linus Torvalds announces Linux 0.0.1.

1992. USL releases System V Release 4.2 that includes the VERITAS filesystem
VxFS and Volume Manager VxVM.

1993. 4.4BSD, the last release from Berkeley, is released. SVR4.2MP is released
by Novell following their purchase of USL from AT&T.

1994. 44BSD Lite, which was free of copyrighted UNIX source code, is
released.

1995. SCO buys Novell’s UNIX business.
1996. The Linux 2.0 kernel is released.
1997. UnixWare 7, a merge of SVR4.2MP and SCO OpenServer, is released.
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2001. SCO’s UNIX business is sold to Linux distributor Caldera. The Linux 2.4
kernel emerges after many delays.

How Many Versions of UNIX Are There?

Most versions of UNIX have stemmed from System V or BSD, with many taking
enhancements from both. The 1980s saw a proliferation of versions of UNIX.
Although it is difficult to give an exact figure on how many versions of UNIX
have actually been produced, by the late 1980s it is safe to say that there were
close to 100 different UNIX variants employed throughout the world. It is no
wonder why UNIX has had its critics and not surprising that attempts at
standardization have proceeded for much of UNIX's history.

Developing operating systems is a costly business, however, which has
resulted in consolidation throughout the mid to late 1990s. On the low end, Linux
and SCO variants tend to dominate while in the mid to high-end, Sun’s Solaris,
Hewlett Packard’s HP-UX, and IBM’s AIX account for most of the market share.

As time goes by there is likely to be further consolidation at the low to
mid-range of PCs, workstations, and servers with Linux clearly leading the way.
UNIX is still a clear leader at the high end of the market with Sun, HP, and IBM all
having enterprise level capabilities in their UNIX offerings. While it is difficult to
see further consolidation at this end of the market, only time will tell.

Why Is UNIX So Successful?

Although the large number of different versions of UNIX can be considered a
weakness since it raised the possibility of incompatibilities, it also demonstrates
one of the great strengths of UNIX: the ease by which UNIX has been ported to a
wide number of different hardware architectures and platforms, a task that was
addressed very early on during development at Bell Labs.

Even though the number of versions of UNIX increased dramatically over the
years, porting applications between one version and the next was still
considerably easier than porting between one proprietary OS and the next. This
task has been made easier by the introduction of relevant standards that nearly all
of the major UNIX vendors have adopted. No other operating system can claim
this level of dominance across such a wide range of platforms. The proliferation of
UNIX resulted in a huge amount of development pushing UNIX way ahead of its
nearest proprietary competitors.

The Early Days of UNIX

The research arm of the Bell Telephone Company, Bell Labs, had seen the need for
a new computer operating system in the late 1950s. This resulted in the BESYS
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operating system which, although used internally, had limited distribution
outside of Bell Labs. By the mid 1960s, third-generation computer equipment
was emerging and the people at Bell Labs had to decide whether to create a new
operating system or to adopt a third party OS. The decision was eventually made
to join General Electric and MIT to create a new timesharing system called the
MULTIplexed Information and Computing Service (MULTICS). This collaborative
venture aimed to show that general purpose, multiuser operating systems were a
viable solution. Based on a research operating system from MIT called the
Compatible Time Sharing System (CTSS), the MULTICS project resulted in a wide
range of new approaches. Amongst those working on MULTICS were Bell Lab
researchers Ken Thomson and Dennis Ritchie, who would take many of the ideas
from MULTICS and evolve them into what would become UNIX. As an example,
many of the UNIX commands were based on commands of the same name in
MULTICS, namely 1s, cd, and pwd. Due to the high cost of development and the
amount of time that it was believed MULTICS would take to complete, AT&T
withdrew from the MULTICS project in 1969.

On an internal GE-645 computer at Bell Labs, the GECOS operating system
was installed, which proved inadequate to many of the researchers. For many
this was seen as being back at square one. This resulted in a proposal by
Thompson and Ritchie to get Bell Labs to buy a new machine so they could start
work on their own interactive time-sharing system. The proposal was rejected
and Thompson started work on an old PDP-7. Developing initially on a GE-635,
Thompson produced a primitive kernel, assembler, shell, and a few utilities (rm,
cat, cp) that were then transported to the PDP-7 by paper tape. Even at this
stage the new primitive OS was sufficient for all further development to proceed
on the PDP-7 itself. As a pun on MULTICS, the new environment was named
UNIX.

In 1970 the UNIX pioneers acquired a DEC PDP-11 that was initially diskless
and had 24KB of memory. They used 12KB for the operating system, allowed a
small amount of space for user programs, and the rest was used as a RAM disk. It
was around this time that the first 1st Edition UNIX appeared.

The Early History of the C Language

Following the early assembler versions of UNIX, Thompson worked on a Fortran
compiler that evolved to support the language B, a cut-down version of BCPL.
The B compiler was provided as part of 1st Edition UNIX in 1971, and some of
the first utilities were even written in B. It was Ritchie’s work over the next two
years that resulted in the first C compiler, which became part of 3rd Edition
UNIX in 1973. Note that it would still be another 5 years before the appearance of
Kernighan and Ritchie’s book, The C Programming Language [KERN78]. Following
an abortive attempt by Thompson to write part of the kernel in an early version
of C which did not support structures, by 4th Edition UNIX that appeared in
1973, Thompson and Ritchie had rewritten the kernel in C.
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Research Editions of UNIX

There were a total of ten research editions of UNIX from Bell Labs. Perhaps the
most famous was 6th Edition UNIX which was described in John Lions’ book
Lions” Commentary on UNIX 6th Edition [LION96], which until it was published in
1996 remained an underground work. One thing that distinguished each research
edition was the introduction of a new Programmer’s Reference Manual. Following is
a brief summary of the different research editions and which UNIX features they
introduced:

1st Edition—1971. As well as the B compiler, 1st Edition UNIX introduced a
number of well-known UNIX commands including cat, chdir, chmod,
chown, cp, ed, find, mkdir, mkfs, mount, mv, rm, rmdir, we, and who.

2nd Edition—1972. One amusing note on 2nd Edition was a comment in the
Programmer’s Reference Manual that the number of UNIX installations had
now grown to 10!

3th Edition—1973. The UNIX C compiler (cc) first appeared. The kernel was
still written in assembler and the number of installations had grown to 16.
Pipes were also introduced.

4th Edition—1973. The kernel was rewritten in C.

5th Edition—1974. This edition appeared around the time of Thompson and
Ritchie’s paper “The UNIX Time Sharing System” [RITC74]. The source code
was made freely available to universities for educational purposes.

6th Edition—1975. This edition, also known as V6, was the first edition widely
available outside of Bell Labs. Most of the operating system by this time had
been written in C.

7th Edition—1979. The first K&R (Kernighan and Ritchie) compliant C
compiler made its appearance with 7th edition together with Steve Bourne’s
shell (sh). The kernel was rewritten to make it more portable to other
architectures. At this time the UNIX Systems Group was created and started
working on enhancing 7th Edition (on which System V UNIX would be
based). Microsoft also licensed 7th Edition, which it used to develop the
Xenix operating system. Note that the size of the 7th Edition kernel was only
40KB, a tiny program by today’s standards.

8th Edition—1985. 8th Edition UNIX picked up some enhancements developed
from 4.1BSD. This edition was used as the basis for System V Release 3.

9th Edition—1988. This edition picked up enhancements made for 4.3BSD.
10th Edition—1989. This was the last edition.

AT&T’s Commercial Side of UNIX

In the late 1960s, while Bell Labs was looking for a new timesharing system, the
Bell Telephone company was looking for a way to automate their telephone
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operations using minicomputers to switch over from their existing system of
people and paper.

It was Berkley Tague, the head of the computer planning department, who,
having seen the capabilities of UNIX, realized its potential and saw how it could
ease their job. By 1971 Tague gained approval for the adoption of UNIX to
support Bell Telephone operations. By 1973 he formed the UNIX Support Group
(USG) which worked closely with the UNIX team from Bell Labs. During the
same year, the first UNIX applications started to appear, initially involved in
updating customer directory information and intercepting calls to phone
numbers that had been changed. 1973 also saw the first C version of UNIX
released internally together with the first Programmer’s Work Bench, which
included sccs and other tools.

Around the time of 7th Edition UNIX, USG took responsibility for UNIX and
after a number of internal-only releases, System III UNIX became the first version
of UNIX that was available for use outside Bell Labs.

USG later became the UNIX System Development Laboratory (USDL). In 1984,
this group released System V Release 2 (SVR2) which was the first version of
UNIX to support paging, copy-on-write semantics, shared memory, and file
locking. SVR2 UNIX is described in Bach'’s classic book The Design of the UNIX
Operating System [BACHS6]. At this time there were about 100,000 installations of
UNIX worldwide running on a whole host of different platforms and
architectures. The fact that no other operating system had achieved this goal was
perhaps the single greatest reason why UNIX became so popular.

Following yet another name change to AT&T Information Systems (ATTIS), the
group released System V Release 3 (SVR3) in 1987. This included a number of
enhancements:

m The File System Switch (FSS) provided an architecture under which
multiple filesystems could coexist in the kernel at the same time. The FSS
provided a layer by which the rest of the kernel could perform file and
filesystem related operations in a filesystem independent manner through
a well defined interface.

m The RFS (Remote File Sharing) filesystem provided a fully distributed,
cache-coherent file system.

m The STREAMS subsystem for building networking stacks. The initial
implementation of STREAMS was first introduced in 8th Edition UNIX.

m The Transport Layer Interface (TLI) for network programming.

m Shared libraries which can reduce the amount of memory used.

System V Release 3.2 was released in 1987 which involved a merge of SVR3 and
Xenix, produced by Microsoft and the Santa Cruz Operation (SCO).

One of the major releases of UNIX from AT&T was System V Release 4 in
conjunction with Sun Microsystems. This is described in more detail in the
section System V Release 4 and Variants later in the chapter.
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The Evolution of BSD UNIX

Following Thompson and Ritchie’s paper on UNIX at the Symposium on
Operating System Principles in 1974, Bob Fabry, a professor at the University of
California at Berkeley wanted to get a copy to experiment with.

After buying a PDP 11/45, he received the tapes for 4th Edition UNIX which
was installed in 1974. Due to disk related problems, Ken Thompson spent time
dialed in over a modem debugging the system.

Following the purchase of a Vax 11/70 in 1975, Ken Thompson started a
sabbatical at Berkeley during which time he brought up 6th Edition. Around this
time, graduate students Bill Joy and Chuck Haley arrived and started working on
the newly installed system, initially enhancing a Pascal system that Thompson
had put together. The same year, they produced the ex editor and started
working on the kernel following the departure of Thompson back to Bell Labs.

Following requests for the Pascal environment, Bill Joy put together the
Berkeley Software Distribution (consider this as 1BSD) in 1977 and distributed thirty
copies. Soon after, Joy wrote the vi editor, still hugely popular 25 years later.

In 1978 Joy released the second Berkeley Software Distribution which became
known as 2BSD. This included an updated Pascal system, the vi editor, and
termcap which could be used for driving multiple different terminal types, a
must for supporting vi.

Needing more power, a Vax 11/780 was purchased and the 32/V port of UNIX,
initiated at Bell Labs, was installed. Following a number of enhancements to
make use of the new virtual memory capabilities of the machine, Joy started
porting 2BSD to produce the third Berkeley distribution, 3BSD, which was
released in 1979.

Around this time, DARPA (Defense Advanced Research Projects Agency) decided
to standardize on UNIX in order to provide a network to link their major research
centers. Based on Fabry’s proposal to DARPA and the ensuing success of 3BSD,
an 18 month contract was awarded to Berkeley. Fabry set up the Computer Systems
Research Group (CSRG) to handle the contract and research. Bill Joy came on board
and set to work on what would become 4BSD. Released in 1980, the new system
included the Pascal compiler, job control, auto reboot, and a 1KB size filesystem.
Joy then released 4.1BSD which contained numerous performance improvements
to the kernel.

Following renewal of the contract by DARPA, the new project would produce
what would become the Berkeley Fast File System, support for large virtual address
spaces and better IPC mechanisms. The TCP/IP stack was integrated into BSD
and a number of temporary tools were introduced on top of the networking stack.
These temporary tools, namely rcp, rsh, rlogin, and rwho are a little more
permanent than their original authors anticipated, still being used today.

Following Bill Joy’s departure in 1982 to co-found Sun Microsystems, 4.2BSD
was released in 1983. Due to the introduction of TCP/IP and the Fast File System,
the number of 4.2BSD installations far exceeded System V from AT&T.
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Following criticism of 4.1BSD performance, a two year period of tuning and
refining produced 4.3BSD which was released in 1986. Two years later,
completing the work started by Joy to divide the BSD kernel into machine
dependent and machine independent layers, CSRG released the finished work
under 4.3BSD-Tahoe. Further development which resulted in a rewrite of the
virtual memory subsystem, based on the Mach microkernel, together with NFS,
produced 4.3BSD-Reno in 1990.

BSD Networking Releases

To avoid BSD recipients having to obtain an AT&T source license while wanting
to have source access to the networking components of BSD, the Networking
Release of BSD was released in 1989. An expanded version, which involved
rewriting all except six kernel files, was distributed as the Networking Release 2
in 1991. This involved a huge effort by many people.

Bill Jolitz continued the work by rewriting the remaining six kernel files to
avoid AT&T copyrighted source code and porting the system to the Intel 386,
resulting in 386 /BSD which was distributed over the internet.

UNIX Goes to Court

Following the Net/2 release of BSD, the Berkeley Software Design, Incorporated
(BSDI) company was formed to develop a fully supported, commercial version.
The BSDI version, released in 1992, included replacements for the six kernel files,
was considerably cheaper than System V UNIX from USL, and used UNIX as
part of the telephone number in their advertisements to call for questions. This
was followed by a lawsuit from AT&T, initially aiming to prevent BSDI from
promoting their product as UNIX. This was then followed by an additional
lawsuit that claimed that the BSDI version contained proprietary USL source
code and secrets.

While the lawsuit continued, USL was purchased by Novell in 1993. Novell
founder and CEO, Ray Noorda, wanted to drop the lawsuit and in 1994 an
agreement was finally reached. As part of the agreement, 5 of the 18,000 files that
made up the distribution were removed. With some minor changes to other files
and the addition of copyright notices in an additional 70 files, the new,
4.4BSD-Lite version was released.

The NetBSD Operating System

386/BSD was extremely successful. Unfortunately Jolitz was unable to work full
time and keep up with his work on 386/BSD. Frustrated with the way that
development of 386/BSD was progressing, others started working on a parallel
development path, taking a combination of 386BSD and Net/2 and porting it to
large array of other platforms and architectures.
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The FreeBSD Operating System

Following work on Jolitz’s 386/BSD system, Jordan Hubbard, Rod Grimes, and
Nate Williams released the Unofficial 386BSD Patchkit which contained a number
of changes. Jolitz denounced approval of the project in 1993, which was followed
by discussions between Hubbard and Walnut Creek to produce a new operating
system, which they called FreeBSD. The first CDROM version of FreeBSD, version
1.0, was released in December of 1993.

Following the USL lawsuit, the base operating system was upgraded from
Net/2 to 4.4BSD-Lite, which resulted in the release of FreeBSD 2.0 in November of
1994. Enhancements continue to be added with the latest stable release being
FreeBSD 4.2.

FreeBSD has been relatively successful on its own ground. It was also used as
the basis for Apple’s Mac OS X operating system.

The OpenBSD Operating System

Following a disagreement between Theo de Raadt, who had been responsible for
the SPARC port of NetBSD, and the NetBSD core team, de Raadt founded
OpenBSD. The new OS started to diverge from NetBSD 1.1 in 1995 and this was
followed by the first release, OpenBSD 3.0 in October of 1996. The core focus of
OpenBSD was security.

Although not as portable as NetBSD, OpenBSD still runs on a wide range of
machines and architectures and continues to lead the way as the most secure BSD
release available.

Sun Microsystems and SunOS

Sun Microsystems was founded in 1982 by four people including current CEO
Scott McNeally and BSD developer Bill Joy. In their first year they released their
first workstation based on hardware developed at Stanford University and on the
BSD operating system.

Sun has continued from day one to innovate and enhance UNIX. In order to
provide remote file access they introduced the Network File System (NFS) and the
VFS/vnode architecture to support it.

In 1987 Sun and AT&T joined forces to develop UNIX System V Release 4,
which combined the best of SunOS and System V Release 3.2. SVR4 encompassed
many of the ideas that Sun had implemented including VFS/vnodes, NFS, and
their virtual memory architecture, which cleanly divides memory management
into machine dependent and machine independent layers. Sun, together with
IBM and HP, continues to take UNIX to the enterprise, continually enhancing
their UNIX offerings while retaining compatibility at the standards level.
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System V Release 4 and Variants

System V Release 4 set the standard for everyone else to follow producing an
extremely feature-rich operating system that combined the best of the historical
versions of UNIX with many new ideas from Sun. The following list shows some
of the major enhancements that came with SVR4:

m The VFS/vnode architecture that replaced the FSS from SVR3. The
VFS/vnode architecture was originally developed as part of SunOS.

Symbolic links.
The C and Korn Shells along with job control.
Memory mapped files.

The UFS filesystem derived from the BSD Fast File System. UFS became the
defacto standard on most versions of UNIX. It is still the default filesystem
on Solaris and is still undergoing major development. SVR4 also included
the NFS filesystem. At this stage, the largely unsuccessful RFS was starting
to fade.

m STREAMS-based console and TTY (teletype) management.

m Real-time scheduling and a partial implementation of kernel
preemption.

Enhancements continued thereafter. SVR4.1 included Asynchronous I/O. SVR4.2
included Access Control Lists (ACLs), the VERITAS Filesystem (VxFS), and
VERITAS Volume Manager (VxVM). Following this, with a major rewrite,
SVR4.2MP introduced Symmetric Multiprocessing (SMP) capabilities and kernel
threads.

Novell’s Entry into the UNIX Market

The UnixWare 1.0 release of UNIX was released in 1992 as a joint venture
between Novell and USL under the name Univel. Novell completed the
acquisition of USL in 1993, and both USL and Univel were merged to form the
Novell UNIX Systems Group.

UnixWare 1.0 was based on SVR4.0. This was followed by UnixWare 1.1, which
was based on SVR4.2. With the introduction of UnixWare 2.0, the kernel
(SVR4.2MP) had changed significantly, introducing SMP support and kernel
threads.

In 1993 Novell transferred the rights to the UNIX trademark to the X/Open
organization (now the Open Group). Two years later they sold their UNIX
business to SCO who in turn sold a dwindling UNIX business to Caldera in 2001.
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Linux and the Open Source Movement

One could argue that if readers didn’t have to purchase Andrew Tanenbaum'’s
MINIX operating system that accompanied his book Operating Systems: Design and
Implementation [TANE87], there would be no Linux.

However, the Free Software Foundation, founded by Richard Stallman, had
already been working for a number of years on a free version of UNIX. The
compiler, utilities, and just about everything except the kernel had been written
under the auspices of the GNU license which allowed the source to be freely
distributed.

Linus Torvalds, a research assistant at the University of Helsinki in Finland,
released Linux 0.0.1 in August of 1991, and the rest, as they say, is history.
Popularity of Linux continues to grow. Although it originally took many of its
ideas from Minix, Linux has been influenced by all versions of UNIX and
non-UNIX systems. Linux followed in the success of UNIX by being ported to just
about every hardware architecture and platform available from IBM mainframes
down to hand-held organizers.

Users of Linux will find a number of components from many different authors
and organizations. A Linux OS is comprised of the Linux kernel, much of the Free
Software Foundation’s GNU software, and a number of other free applications
and utilities. There are many distributors of Linux, with the top players being Red
Hat, SuSe, TurboLinux, and Caldera.

UNIX Standardization

The section A Brief Walk through Time earlier in the chapter showed how the
different versions of UNIX came into existence through the 1980s. Although most
of these versions stemmed from either System V or BSD, each OS vendor added
its own enhancements, whether to increase performance or add new interfaces in
response to internal or customer demands. Because application portability was
crucial to the success of application developers, it soon became clear that a level of
standardization was needed to prevent this divergence from going too far.

Various bodies have been responsible for driving the standardization of UNIX
interfaces, whether at a command level, library, or system call level; or newer
initiatives such as the Large File Summit for 64-bit file access and the Data
Management Interfaces Group (DMIG) for interfaces relating to Hierarchical
Storage Management. This section describes the main standards bodies, their
goals, and the standards that they have produced.

IEEE and POSIX

The /usr/group organization was formed by a group of individuals in 1980 with
the intention of standardizing user-level interfaces with the goal of application
portability.
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They reached consensus in 1984, and their work was used by the ANSI X3J11
committee, the same group who were working on standardization of the C
language. As the number of versions of UNIX started to increase, divergence
continued, and the /usr/group standard became less and less effective. This led
to the formation of the Portable Operating System Interface for Computing
Environments (POSIX) in 1995 which used the /usr/group standard as its base
working document. As a point of interest, the name POSIX was suggested by
Richard Stallman, founder of the Free Software Foundation (FSF).

The standard produced by this group, POSIX 1003.1-1998 became the most
widely recognized standard throughout the UNIX industry and is available on
many non-UNIX platforms. The initial standard was revised throughout the next
three years and adopted by the Institute of Electrical and Electronics Engineers
(IEEE) organization to become IEEE Std 1003.1-1990 although it is still more
commonly known as POSIX.1 or simply the POSIX standard. In 1989 the
/usr/group changed its name to Uniforum.

The POSIX working committees did not stop there and produced a number of
other standards of which some are shown in Table 1.1.

The X/Open Group

With the same goals as the /usr/group, a number of European computer
companies formed a non profit organization in 1984 called X/Open.

Although many of the players were not specifically UNIX based, application
portability was still key. The first published standard from X/Open was the
X/Open Portability Guide (XPG). The third draft of this standard, XPG3, included
both POSIX 1003.1-1998 and a number of interfaces pertaining to the X Window
System. The XPG3 test suite contained over 5,500 different tests that exercised
system calls, library interfaces, and the C language.

The XPG4 standard was released in October of 1992. This encompassed not
only POSIX.1, but also POSIX.2 and ISO C. A successful branding program was
put in place so that companies could claim XPG4 compliance.

The System V Interface Definition

The UNIX System Group (USG) released the System V Interface Definition (SVID)
version 1 with System V Release 2 in 1994. The SVID was a two-volume book that
described all user accessible interfaces that were available with SVR2. SVID
version 2 accompanied SVR3 in 1996.

With the introduction of SVR4 in 1989, version 3 of the SVID became available,
this time a four-volume set. To accompany the SVID, USG produced SVVS, the
System V Verification Suite, an exhaustive test suite that exercised all of the visible
interfaces. Any vendors licensing System V were required to run and pass SVVS
in order to use the name System V.

Since by this stage the SVID effectively encompassed the POSIX.1 standard, it
was used as the main document in producing what would become the Single
UNIX Specification.
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Table 1.1 POSIX Standards

STANDARD DESCRIPTION

1003.1 System call and library routines
1003.2 The shell and UNIX utilities
1003.3 Test methods and conformance
1003.4 Real-time interfaces

Spec 11/70 and the Single UNIX Specification

In order to combine the existing UNIX standards such as POSIX.1 and XPG4, a
group was formed by Sun Microsystems, HP, IBM, Novell/USL, and the Open
Software Foundation (OSF) to provide a single unified standard based on existing
standards and additional features provided by the different UNIX versions. Using
XPG4 as a base which already encompassed POSIX.1 and ANSI/ISO C, a
collection of 1,170 APIs were specified in total, and thus the name Spec 11/70 was
given to the group and the specification.

The Spec 11/70 API was delivered to X/Open in 1983 resulting in the Single
UNIX Specification, which was published in 1994. Various names have since
followed this publication including UNIX 95 and the enhanced version renamed
UNIX 98.

The standard is still maintained by the Open Group which was formed by a
merge of X/Open and OSF. The Single UNIX Specification can be viewed online
at www.opengroup.org.

The main components of the Single UNIX Specification are:

System Interface Definitions (XBD). This document outlines common
definitions used in the XSH and XCU documents.

System Interfaces and Headers (XSH). This document describes all
programming interfaces and all header files. Most of the text provides UNIX
manual style representations for each APL

Commands and Utilities (XCU). This document describes all of the commands
and utilities in a UNIX manual page style format.

Networking Services. This document describes the X/Open Transport
Interface (XTI), XPG4 sockets, and the IP address resolution interfaces.

X/Open Curses. This document describes X/Open version 3 curses.

UNIX International and OSF

The Open Software Foundation (OSF) was founded in 1988 by seven leading
computer companies with the goal of producing an operating system together
with an open and portable application environment.

As a reaction to OSF and with a consortium of over 200 vendors and users,
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UNIX International (UI) was founded in 1988 centered around AT&T’s SVR4
version of UNIX. The goals of the organization were to drive the direction for
SVR4 although in reality, UI turned out to be more of a marketing machine with
little actual output. Within a few years, Ul was dissolved, and the direction of
SVR4 was left to Novell/USL and then SCO.

Both OSF and UI achieved some notable successes. The big battle predicted
between the two never happened in reality. Through USL, UI pushed the SVID
version 3, which became the basis for the Single UNIX Specification. OSF merged
with X/Open to form the Open Group which still maintains the Single UNIX
Specification today along with other UNIX related standards.

The Data Management Interfaces Group

A small number of independent software and hardware vendors were
developing Hierarchical Storage Management (HSM) solutions, which involved
modifications to the base UNIX kernel (see the section Hierarchical Storage
Management in Chapter 12 for further details). Following publication of Neil
Webber’s USENIX paper “Operating System Support for Portable Filesystem
Extensions” [WEBB93], a group of HSM, backup, OS, and filesystem vendors
formed the Data Management Interfaces Group (DMIG) with the goal of
producing an interface specification that the OS/filesystem vendors would
implement to prevent the constant rewrite of HSM software with each iteration
of the operating system.

X/Open adopted the Data Management API (DMAPI) and renamed it XDSM
(X/Open Data Storage Management).

The standard allows for applications to transparently migrate data from the
filesystem (termed secondary storage) to tape or other offline storage devices
(tertiary storage) bypassing the UNIX timestamping mechanisms and without
knowledge of user-level applications. This allows HSM applications to achieve a
virtual memory-like approach to storage.

The Large File Summit

32-bit operating systems imposed limits on the size of files that could be accessed
due to limits imposed at various layers throughout the operating system, not
least the fact that the value that could be held in a signed integer, the maximum
value that could be held in a size t, was limited to 2GB -1.

To provide an intermediate solution that could allow access to files greater
than 2GB before the advent of 64-bit operating systems, the Large File Summit, a
group of operating system and filesystem vendors, was formed to produce a
specification that introduced a new set of data types and APIs that allowed for
large file access.

Applications could access large files, files greater than 2GB, by either invoking
64-bit versions of the system calls or via compile time flags that switched the size
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of various data types. At the time of writing, much of this is now a moot point
with 64-bit file access being the norm in UNIX.

Summary

This chapter highlighted the main events that show how the different versions of
UNIX have evolved and where specific pieces of technology have come from. The
history of UNIX could fill a book by itself. Indeed, Peter Salus’ book A Quarter
Century of UNIX [SALU96] describes UNIX history from 1969 to 1994.

Programmers wishing to follow UNIX standards should adhere to the Single
UNIX Specification when striving for application compatibility across all the
major versions of UNIX. Although Linux does not comply completely with the
specification, most interfaces are supported. At a very minimum, the POSIX
interfaces are supported by just about every operating system, UNIX and
non-UNIX alike.






File-Based Concepts

To gain a full picture of the internal operation of filesystems, it is necessary to
understand what the user sees, why things are presented they way they are, and
what the main concepts are.

This chapter provides an introduction to basic file concepts. Users experienced
in UNIX may wish to skip this chapter. Users new to UNIX and those starting to
program in the UNIX environment will find these concepts useful. A basic
implementation of the 1s program helps to reinforce the material presented and
provides an introduction to file-related libraries and system calls, a topic that will
be expanded upon in the next chapter.

One peculiarity that UNIX introduced was the notion that everything in the
UNIX namespace (file tree) is visible as a file and that the same operations can be
applied to all file types. Thus one can open and read a directory in the same way
in which a file can be opened and read. Of course, this doesn’t always have the
desired effect. For example, running the UNIX command cat on a directory will
likely produce a screen full of unreadable characters. However, these and other
simple concepts are one of the great strengths of UNIX. The following sections
provide introductory material which describe file-based concepts and start to
paint a picture of how these components fit together.

17
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UNIX File Types

The two most common file types are regular files and directories. Regular files are
by far the most common type of files in a UNIX system, with program source,
documents, executable programs, and scripts all being stored as regular files.
One could argue that executable files are a special type of regular file but their
handling by the filesystem is just the same, that is, the file contains a stream of
bytes that the filesystem never needs to interpret.

Directories are different however. Although they also contain a stream of
bytes, filesystems interpret these bytes in a manner that allows users to see which
files are present in the directory and how they are linked together from a
hierarchical perspective.

There are other file types which must be considered by programmers and
administrators. They are outlined here and described in more detail throughout
the chapter:

Regular files. As mentioned above, regular files hold data that is not
interpreted by the filesystem, such as program source and binaries,
documents and scripts.

Directories. Directories are used to provide structure within a filesystem.
Directories can index files of any type including other directories.

Symbolic links. A symbolic link, also called a symlink, is a means by which
one file can refer to another file through use of a different name. Symbolic
links can cross filesystem boundaries. Removing a symbolic link has no
impact on the file it references.

Hard links. Whereas a symbolic name is simply a mapping between one file
name and another with no impact on the referenced file, a hard link actually
refers to the same physical storage as the file to which it references. Thus by
creating a hard link, the file’s link count is incremented. When the hard link
is removed the link count is decremented. When the link count reaches zero,
the file is removed. Hard links cannot cross filesystem boundaries.

Named pipes. A named pipe is a bi-directional IPC (Inter Process
Communication) mechanism that allows unrelated processes to
communicate. This differs from traditional UNIX pipes that can only be
accessed by related processes.

Special files. A special file is a file that refers to a device such as a disk or tape.
To access a device, the caller would open the special file and access it just
like any other file.

Xenix special file. Semaphores and shared memory segments in the Xenix
operating system could be managed through the UNIX namespace. A
special file of zero length could be used to represent a semaphore or a
shared memory segment. There were a host of Xenix specific functions
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available for management of these IPC mechanisms. None of the calls were
part of any standard and therefore will not be discussed further.

To obtain the properties of any file type, the stat () system call can be invoked.
This is called by the 1s command on each file that must be displayed. The section
Basic File Properties, a bit later in this chapter, provides a simple implementation of

1s to show how this works in practice.

File Descriptors

In order to give a more practical edge to the descriptions that follow, it is
necessary to provide some examples in C. Therefore, before describing the
various file properties, it is necessary to show how to access them; thus, the need

to introduce file descriptors. Consider the following example:

$ cat open.c

#include <sys/types.h>
#include <sys/stat.h>
#include <fentl.hs

main ()

{

int £d4d;

fd = open("/etc/passwd", O_RDONLY) ;
printf("fd = %d\n", £4d);
close (£4) ;

}

S make open

cc open.c -o open
$ ./open
fd = 3

To access a file’s data, the file must first be opened. In this case, the open ()
system call is used. Looking at the manual page for open (), it shows that three

header files must be included as the following excerpt shows:

NAME
open open a file

SYNOPSIS
#include <sys/types.h>
#include <sys/stat.h>
#include <fentl.hs>

int open (const char *path, int oflag, ...);
DESCRIPTION

The open() function establishes the connection
file and a file descriptor. It creates an ...
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The result of a successful open is a file descriptor that is a handle through which
the file can then be subsequently accessed. The file descriptor is required in calls
such as read (), write (), and 1seek (). The value of the file descriptor is not
important although how the value is assigned will be explained in the section File
Descriptors and the File Table in Chapter 6. What is important is that it is used
consistently. Following the open () call shown above, every time the passwd file
is to be accessed by a system call or library function that requires a file descriptor,
the value returned in £d must be used.

Note with this example and with many other short examples shown here and
in other books, the use of the close () system call is often omitted. This is
generally fine since files are automatically closed when the process exits.

Basic File Properties

Typing 1s -1 at the command prompt, users will see a whole host of properties
associated with each file displayed, as shown in Figure 2.1. The main properties
displayed are:

m The file type and access permissions

The link count of the file

The file’s owner and group

The size of the file

The date on which the file was last modified

The name of the file

Some of the values displayed will be obvious to most readers although there are
a few peculiarities. First of all however, where does this information come from?
There are two calls that the 1s command must make to get this information. Here
is a brief sketch of both:

1. For the current directory, retrieve the files that are stored in the directory.
2. For each file, obtain the properties of the file.

After this information is available, the 1s command can simply print out the
information that it receives. Shown below is an example of how the 1s command
is implemented. In summary, the system call getdents () will return all entries
in the directory, then for each entry, 1s will call the stat () system call to obtain
the file properties.

Here is the interface for the stat () system call:

#include <sys/types.h>
#include <sys/stat.h>

int stat (const char *path, struct stat *buf);
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Figure 2.1 File properties shown by typing 1s -1

Thus the caller specifies the pathname of a file for which properties are to be read
and gets all of this information passed back in a stat structure defined as

follows:

struct stat
dev_t
ino_t
mode_t
nlink t
uid t
gid t
dev_t
off t
time t
time t
time t
long

{
st_dev;
st_ino;
st_mode;
st_nlink;
st_uid;
st_gid;
st_rdev;
st_size;
st_atime;
st_mtime;
st_ctime;
st_blksize;

blkcent t st _blocks;

i

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

ID of device containing file */

Inode number / file serial number */
File mode */

Number of links to file */

User ID of file */

Group ID of file */

Device ID for char/blk special file */
File size in bytes (regular file) */
Time of last access */

Time of last data modification */

Time of last status change */
Preferred I/O block size */

Number of 512 byte blocks allocated */

Given this information, it is relatively easy to map the fields shown here to the
information displayed by the 1s command. To help show how this works, an
abbreviated version of the 1s command is shown below. Note that this is not
complete, nor is it the best way to implement the command. It does however
show how to obtain information about individual files.

#include
#include
#include
#include
#include
#include
#include
#include
#include

W 0 J o0 Ul b WwN P

<sys/types.h>
<sys/stat.h>
<sys/dirent.h>
<sys/unistd.h>
<fcntl.h>
<unistd.h>
<errno.h>
<pwd.h>
<grp.h>
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10

11 #define BUFSZ 1024

12

13 main()

14 {

15 struct dirent *dir;

16 struct stat st;

17 struct passwd *pw;

18 struct group *grp;

19 char buf [BUFSZ], *bp, *ftime;

20 int dfd, fd, nread;

21

22 dfd = open(".", O_RDONLY);

23 bzero (buf, BUFSZ) ;

24 while (nread = getdents(dfd, (struct dirent *)é&buf,
25 BUFSZ) != 0) {

26 bp = buf;

27 dir = (struct dirent *)buf;

28 do {

29 if (dir->d reclen != 0) {

30 stat (dir->d_name, &st);

31 ftime = ctime(&st.st _mtime);

32 ftime[16] = '\0'; ftime += 4;

33 pw = getpwuid(st.st_uid);

34 grp = getgrgid(st.st_gid);

35 perms (st.st_mode) ;

36 printf ("%$3d %-8s %-7s %9d %s %$s\n",
37 st.st_nlink, pw->pw name, grp->gr_name,
38 st.st_size, ftime, dir->d name);
39 }

40 bp = bp + dir->d reclen;

41 dir = (struct dirent *) (bp);

42 } while (dir->d ino != 0);

43 bzero (buf, BUFSZ) ;

44 }

45 }

The basic loop shown here is fairly straightforward. The majority of the program
deals with collecting the information obtained from stat () and putting it in a
form which is more presentable to the caller.

If a directory contains a large number of entries, it may be difficult to read all
entries in one call. Therefore the getdents () system call must be repeated until
all entries have been read. The value returned from getdents () is the number
of bytes read and not the number of directory entries. After all entries have been
read, a subsequent call to getdents () will return 0.

There are numerous routines available for gathering per user and group
information and for formatting different types of data. It is beyond the scope of
this book to describe all of these interfaces. Using the UNIX manual pages,
especially with the -k option, is often the best way to find the routines available.
For example, on Solaris, running man passwd produces the man page for the
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passwd command. The “SEE ALSO” section contains references to getpwnam () .
The man page for getpwnam() contains information about the getpwuid ()
function that is used in the above program.

As mentioned, the program shown here is far from being a complete
implementation of 1s nor indeed is it without bugs. The following examples
should allow readers to experiment:

m Although it is probably a rare condition, the program could crash
depending on the directory entries read. How could this crash occur?

m Implement the perms () function.

m Enhance the program to accept arguments including short and long
listings and allowing the caller to specify the directory to list.

In addition to the stat () system call shown previously there are also two
additional system calls which achieve the same result:

#include <sys/types.h>
#include <sys/stat.h>

int lstat (const char *path, struct stat *buf);

int fstat(int fildes, struct stat *buf);
The only difference between stat () and lstat () is that for symbolic links,

lstat () returns information about the symbolic link whereas stat () returns
information about the file to which the symbolic link points.

The File Mode Creation Mask

There are many commands that can be used to change the properties of files.
Before describing each of these commands it is necessary to point out the file mode
creation mask. Consider the file created using the touch command as follows:

S touch myfile
S 1s -1 myfile
-YW-Yr--Y- 1 spate fcf 0 Feb 16 11:14 myfile

The first command instructs the shell to create a file if it doesn’t already exist. The
shell in turn invokes the open () or creat () system call to instruct the operating
system to create the file, passing a number of properties along with the creation
request. The net effect is that a file of zero length is created.

The file is created with the owner and group IDs set to those of the caller (as
specified in /etc/passwd). The permissions of the file indicate that it is readable
and writable by the owner (rw-) and readable both by other members of the
group f£cf and by everyone else.
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What happens if you don’t want these permissions when the file is created?
Each shell supports the umask command that allows the user to change the
default mask, often referred to as the file mode creation mask. There are actually
two umask calls that take the same arguments. The first is a shell built-in variable
that keeps the specified mask for the lifetime of the shell, and the second is a
system binary, which is only really useful for checking the existing mask.

The current mask can be displayed in numeric or symbolic form as the two
following examples show:

$ umask

022

$ umask -S
U=rwx,g=rx, o=rx

To alter the creation mask, umask is called with a three digit number for which
each digit must be in the range 0 to 7. The three digits represent user, group, and
owner. Each can include access for read (r=4), write (w=2), and execute (x=1).

When a file is created, the caller specifies the new mode or access permissions
of the file. The umask for that process is then subtracted from the mode resulting
in the permissions that will be set for the file.

As an example, consider the default umask, which for most usersis 022, and a
file to be created by calling the touch utility:

$ umask

022

$ strace touch myfile 2>&1 | grep open | grep myfile
open ("myfile",

O_WRONLY O NONBLOCK O CREAT O NOCTTY O LARGEFILE, 0666) = 3
S 1s -1 myfile
-YW-Yr--Y- 1 spate fcf 0 Apr 4 09:45 myfile

A umask value of 022 indicates that write access should be turned off for the
group and others. The touch command then creates the file and passes a mode
of 666. The resulting set of permissions will be 666 - 022 = 644, which gives
the permissions -rw-r--r--.

Changing File Permissions

There are a number of commands that allow the user to change file properties.
The most commonly used is the chmod utility, which takes arguments as follows:

chmod [ -fR ] <absolute-mode> file ...

chmod [ -fR ] <symbolic-mode-list> file ...
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The mode to be applied gives the new or modified permissions of the file. For
example, if the new permissions for a file should be rwxr--r- -, this equates to
the value 744. For this case, chmod can be called with an absolute-mode
argument as follows:

S 1s -1 myfile

-rW------ 1 spate fcf 0 Mar 6 10:09 myfile
S chmod 744 myfile

$ 1s -1 myfile

-YWXY--Y- 1 spate fcf 0 Mar 6 10:09 myfile*

To achieve the same result passing a symbolic-mode argument, chmod can be
called as follows:

S 1s -1 myfile

-rW------ 1 spate fcf 0 Mar 6 10:09 myfile
$ chmod u+x,a+r myfile

$ 1s -1 myfile

-YWXY--Y- 1 spate fcf 0 Mar 6 10:09 myfile*

In symbolic mode, the permissions for user, group, other, or all users can be
modified by specifying u, g, o, or a. Permissions may be specified by adding (+),
removing (-), or specifying directly (=), For example, another way to achieve the
above change is:

S 1s -1 myfile

-rW------ 1 spate fcf 0 Mar 6 10:09 myfile
$ chmod u=rwx,g=r,o=r myfile

$ 1s -1 myfile

-YWXY--Y- 1 spate fcf 0 Mar 6 10:09 myfile*

One last point worthy of mention is the -R argument which can be passed to
chmod. With this option, chmod recursively descends through any directory
arguments. For example:

$ 1s -1d mydir

drwxr-xr-x 2 spate fef 4096 Mar 30 11:06 mydir//
$ 1s -1 mydir

total 0

-Yrw-r--r- 1 spate fcf 0 Mar 30 11:06 fileA
-Yw-r--r- 1 spate fcf 0 Mar 30 11:06 fileB

$ chmod -R a+w mydir
$ 1s -1d mydir

drwXTrwXrwx 2 spate fcf 4096 Mar 30 11:06 mydir/
$ 1s -1 mydir

total 0

-YW-TW-YW 1 spate fcf 0 Mar 30 11:06 fileA

-TW-YW-YW 1 spate fcf 0 Mar 30 11:06 fileB
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Note that the recursive option is typically available with most commands that
change file properties. Where it is not, the following invocation of £ind will
achieve the same result:

$ find mydir -print | xargs chmod a+w

The chmod command is implemented on top of the chmod () system call. There
are two calls, one that operates on a pathname and one that operates on a file
descriptor as the following declarations show:

#include <sys/types.h>
#include <sys/stat.h>

int chmod(const char *path, mode t mode) ;

int fchmod(int fildes, mode_t mode) ;

The mode argument is a bitwise OR of the fields shown in Table 2.1. Some of the
flags can be combined as shown below:
S_IRWXU. This is the bitwise OR of S TRUSR, S IWUSR and S_IXUSR
S_IRWXG. This is the bitwise OR of S IRGRPF, S IWGRP and S_IXGRP
S_IRWXO. This is the bitwise OR of S_IROTH, S_IWOTH and S_IXOTH

One can see from the preceding information that the chmod utility is largely a
string parsing command which collects all the information required and then
makes a call to chmod ().

Changing File Ownership

When a file is created, the user and group IDs are set to those of the caller.
Occasionally it is useful to change ownership of a file or change the group in
which the file resides. Only the root user can change the ownership of a file
although any user can change the file’s group ID to another group in which the
user resides.

There are three calls that can be used to change the file’s user and group as
shown below:

#include <sys/types.h>
#include <unistd.h>

int chown(const char *path, uid t owner, gid t group);
int fchown(int fd, uid t owner, gid t group);
int lchown(const char *path, uid t owner, gid t group);

The difference between chown () and lchown () is that the 1chown () system
call operates on the symbolic link specified rather than the file to which it points.
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Table 2.1 Permissions Passed to chmod ()

PERMISSION DESCRIPTION

S_IRWXU Read, write, execute/search by owner
S_IRUSR Read permission by owner

S _IWUSR Write permission by owner

S_IXUSR Execute/search permission by owner
S_IRWXG Read, write, execute/search by group
S_IRGRP Read permission by group

S_IWGRP Write permission by group

S_IXGRP Execute/search permission by group
S IRWXO Read, write, execute/search by others
S_IROTH Read permission by others

S_IWOTH Write permission by others

S_IXOTH Execute/search permission by others
S_ISUID Set-user-ID on execution

S ISGID Set-group-ID on execution

S _ISVTX On directories, set the restricted deletion flag

In addition to setting the user and group IDs of the file, it is also possible to set
the effective user and effective group IDs such that if the file is executed, the caller
effectively becomes the owner of the file for the duration of execution. This is a
commonly used feature in UNIX. For example, the passwd command is a setuid
binary. When the command is executed it must gain an effective user ID of root in
order to change the passwd (F) file. For example:

$ 1ls -1 /etc/passwd

-Y--r--r- 1 root other 157670 Mar 14 16:03 /etc/passwd
$ 1ls -1 /usr/bin/passwd
-r-sr-sr-x 3 root sys 99640 Oct 6 1998 /usr/bin/passwd*

Because the passwad file is not writable by others, changing it requires that the
passwd command run as root as noted by the s shown above. When run, the
process runs as root allowing the passwd file to be changed.

The setuid () and setgid () system calls enable the user and group IDs to
be changed. Similarly, the seteuid () and setegid() system calls enable the
effective user and effective group ID to be changed:
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#include <unistd.hs>
int setuid(uid_t uid)
int seteuid(uid t euid)

int setgid(gid t gid)
int setegid(gid t egid)

Handling permissions checking is a task performed by the kernel.

Changing File Times

When a file is created, there are three timestamps associated with the file as
shown in the stat structure earlier. These are the creation time, the time of last

modification, and the time that the file was last accessed.

On occasion it is useful to change the access and modification times. One
particular use is in a programming environment where a programmer wishes to

rce re-compilation of a module. usual wa achieve this i run
force re-compilation of odule. The usual to achieve this is to the

touch command on the file and then recompile. For example:

$ 1s -1 hello*

-YTWXY-XY-X 1 spate fcf 13397 Mar 30 11:53 hello*
-YW-r--Y- 1 spate fcf 31 Mar 30 11:52 hello.c
$ make hello

make: 'hello' is up to date.

$ touch hello.c

$ 1s -1 hello.c

-YW-Yr--Y- 1 spate fcf 31 Mar 30 11:55 hello.c
$ make hello

cc hello.c -o hello

$

The system calls utime () and utimes () can be used to change both the access
and modification times. In some versions of UNIX, utimes () is simply

implemented by calling utime ().

#include <sys/types.h>
#include <utime.h>

int utime (const char *filename, struct utimbuf *buf) ;
#include <sys/time.h>
int utimes(char *filename, struct timeval *tvp);
struct utimbuf {

time t actime; /* access time */

time t modtime; /* modification time */

}i

struct timeval ({
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long tv_sec; /* seconds */
long tv_usec; /* microseconds */

i

By running strace, truss etc, it is possible to see how a call to touch maps
onto the utime () system call as follows:

$ strace touch myfile 2>&1 | grep utime
utime ("myfile", NULL) =0

To change just the access time of the file, the touch command must first
determine what the modification time of the file is. In this case, the call sequence
is a little different as the following example shows:

$ strace touch -a myfile

time ([984680824]) = 984680824

open ("myfile",

O_WRONLY |O_NONBLOCK|O CREAT|O NOCTTY|O LARGEFILE, 0666) = 3
fstat (3, st mode=S_ IFREG|0644, st size=0, ...) = 0

close(3) =0

utime ("myfile", [2001/03/15-10:27:04, 2001/03/15-10:26:23]) = 0

In this case, the current time is obtained through calling time (). The file is then
opened and fstat () called to obtain the file’s modification time. The call to
utime () then passes the original modification time and the new access time.

Truncating and Removing Files

Removing files is something that people just take for granted in the same vein as
pulling up an editor and creating a new file. However, the internal operation of
truncating and removing files can be a particularly complicated operation as later
chapters will show.

There are two calls that can be invoked to truncate a file:

#include <unistd.h>

int truncate(const char *path, off t length);
int ftruncate(int fildes, off t length);

The confusing aspect of truncation is that through the calls shown here it is
possible to truncate upwards, thus increasing the size of the file! If the value of
length is less than the current size of the file, the file size will be changed and
storage above the new size can be freed. However, if the value of length is
greater than the current size, storage will be allocated to the file, and the file size
will be modified to reflect the new storage.

To remove a file, the unlink () system call can be invoked:
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#include <unistd.h>

int unlink(const char *path);

The call is appropriately named since it does not necessarily remove the file but
decrements the file’s link count. If the link count reaches zero, the file is indeed
removed as the following example shows:

S touch myfile

S 1s -1 myfile

-YW-r--Y- 1 spate fcf 0 Mar 15 11:09 myfile
$ 1n myfile myfile2

$ 1s -1 myfile*

-YW-Tr--Y- 2 spate fcf 0 Mar 15 11:09 myfile
-YW-Yr--Y- 2 spate fcf 0 Mar 15 11:09 myfile2
S rm myfile

$ 1s -1 myfile*

-YW-Yr--Y- 1 spate fcf 0 Mar 15 11:09 myfile2
S rm myfile2

$ 1s -1 myfile*

ls: myfile*: No such file or directory

When myfile is created it has a link count of 1. Creation of the hard link
(myfile2) increases the link count. In this case there are two directory entries
(myfile and myfile2), but they point to the same file.

To remove myfile, the unlink () system call is invoked, which decrements
the link count and removes the directory entry for myfile.

Directories

There are a number of routines that relate to directories. As with other simple
UNIX commands, they often have a close correspondence to the system calls that
they call, as shown in Table 2.2.

The arguments passed to most directory operations is dependent on where in
the file hierarchy the caller is at the time of the call, together with the pathname
passed to the command:

Current working directory. This is where the calling process is at the time of
the call; it can be obtained through use of pwd from the shell or getcwd ()
from within a C program.

Absolute pathname. An absolute pathname is one that starts with the
character /. Thus to get to the base filename, the full pathname starting at /
must be parsed. The pathname /etc/passwd is absolute.

Relative pathname. A relative pathname does not contain / as the first
character and starts from the current working directory. For example, to
reach the same passwd file by specifying passwd the current working
directory must be /etc.
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Table 2.2 Directory Related Operations

COMMAND SYSTEM CALL DESCRIPTION
mkdir mkdir () Make a new directory
rmdir rmdir () Remove a directory
pwd getcwd () Display the current working directory
cd chdir () Change directory
fchdir ()
chroot chroot () Change the root directory

The following example shows how these calls can be used together:

$ cat dir.c

#include <sys/stat.h>
#include <sys/types.h>
#include <sys/param.h>
#include <fecntl.hs>
#include <unistd.h>

main ()

{
printf ("cwd = %s\n", getcwd(NULL, MAXPATHLEN)) ;
mkdir ("mydir", S IRWXU) ;
chdir ("mydir") ;
printf("cwd = %s\n", getcwd(NULL, MAXPATHLEN)) ;
chdir("..");
rmdir ("mydir") ;

1

$ make dir

cc -o dir dir.c

$ ./dir

cwd = /h/h065/spate/tmp

cwd = /h/h065/spate/tmp/mydir

Special Files

A special file is a file that has no associated storage but can be used to gain access
to a device. The goal here is to be able to access a device using the same
mechanisms by which regular files and directories can be accessed. Thus, callers
are able to invoke open (), read (), and write () in the same way that these
system calls can be used on regular files.

One noticeable difference between special files and other file types can be seen
by issuing an 1s command as follows:
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$ 1ls -1 /dev/vx/*dsk/homedg/h
brw------ 1 root root 142,4002 Jun 5 1999 /dev/vx/dsk/homedg/h
Crw------ 1 root root 142,4002 Dec 5 21:48 /dev/vx/rdsk/homedg/h

In this example there are two device files denoted by the b and ¢ as the first
character displayed on each line. This letter indicates the type of device that this
file represents. Block devices are represented by the letter b while character
devices are represented by the letter c. For block devices, data is accessed in
fixed-size blocks while for character devices data can be accessed in multiple
different sized blocks ranging from a single character upwards.

Device special files are created with the mknod command as follows:

mknod name b major minor
mknod name ¢ major minor

For example, to create the above two files, execute the following commands:

# mknod /dev/vx/dsk/homedg/h b 142 4002
# mknod /dev/vx/rdsk/homedg/h c 142 4002

The major number is used to point to the device driver that controls the device,
while the minor number is a private field used by the device driver.
The mknod command is built on top of the mknod () system call:

#include <sys/stat.h>

int mknod(const char *path, mode t mode, dev_t dev);

The mode argument specifies the type of file to be created, which can be one of
the following:

S_IFIFO. FIFO special file (named pipe).

S_IFCHR. Character special file.

S_IFDIR. Directory file.

S_IFBLK. Block special file.

S_IFREG. Regular file.
The file access permissions are also passed in through the mode argument. The
permissions are constructed from a bitwise OR for which the values are the same

as for the chmod () system call as outlined in the section Changing File Permissions
earlier in this chapter.

Symbolic Links and Hard Links

Symbolic links and hard links can be created using the 1n command, which in
turn maps onto the 1ink () and symlink () system calls. Both prototypes are
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shown below:
#include <unistd.h>

int link (const char *existing, const char *new) ;
int symlink (const char *namel, const char *name2);

The section Truncating and Removing Files earlier in this chapter describes hard
links and showed the effects that 1ink () and unlink () have on the underlying
file. Symbolic links are managed in a very different manner by the filesystem as
the following example shows:

S echo "Hello world" > myfile

S 1s -1 myfile

-YW-r--Y- 1 spate fcf 12 Mar 15 12:17 myfile
S cat myfile

Hello world

$ strace ln -s myfile mysymlink 2>&1 | grep link

execve ("/bin/1n", ["ln", "-s", "myfile",

"mysymlink"], [/* 39 vars */]) = 0

lstat ("mysymlink", O0xbffff660) = -1 ENOENT (No such file/directory)
symlink ("myfile", "mysymlink") = 0

$ 1s -1 my*

-YW-Yr--Y- 1 spate fcf 12 Mar 15 12:17 myfile

lrwxrwxrwx 1 spate fcf 6 Mar 15 12:18 mysymlink -> myfile

$ cat mysymlink

Hello world

S rm myfile

$ cat mysymlink

cat: mysymlink: No such file or directory

The 1n command checks to see if a file called mysymlink already exists and then
calls symlink () to create the symbolic link. There are two things to notice here.
First of all, after the symbolic link is created, the link count of myfile does not
change. Secondly, the size of mysymlink is 6 bytes, which is the length of the
string myfile.

Because creating a symbolic link does not change the file it points to in any way,
after myfile is removed, mysymlink does not point to anything as the example
shows.

Named Pipes

Although Inter Process Communication is beyond the scope of a book on
filesystems, since named pipes are stored in the filesystem as a separate file type,
they should be given some mention here.

A named pipe is a means by which unrelated processes can communicate. A
simple example will show how this all works:
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S mkfifo mypipe
$ 1s -1 mypipe

prw-r--r- 1 spate fcf 0 Mar 13 11:29 mypipe
S echo "Hello world" > mypipe &
[1] 2010

$ cat < mypipe
Hello world
[11+ Done echo "Hello world" >mypipe

The mk £ i fo command makes use of the mknod () system call.

The filesystem records the fact that the file is a named pipe. However, it has no
storage associated with it and other than responding to an open request, the
filesystem plays no role on the IPC mechanisms of the pipe. Pipes themselves
traditionally used storage in the filesystem for temporarily storing the data.

Summary

It is difficult to provide an introductory chapter on file-based concepts without
digging into too much detail. The chapter provided many of the basic functions
available to view files, return their properties and change these properties.

To better understand how the main UNIX commands are implemented and
how they interact with the filesystem, the GNU fileutils package provides
excellent documentation, which can be found online at:

www.gnu.org/manual/fileutils/html mono/fileutils.html
and the source for these utilities can be found at:

ftp://alpha.gnu.org/gnu/fetish



User File I/O

Building on the principles introduced in the last chapter, this chapter describes
the major file-related programmatic interfaces (at a C level) including basic file
access system calls, memory mapped files, asynchronous I/O, and sparse files.

To reinforce the material, examples are provided wherever possible. Such
examples include simple implementations of various UNIX commands including
cat, cp, and dd.

The previous chapter described many of the basic file concepts. This chapter
goes one step further and describes the different interfaces that can be called to
access files. Most of the APIs described here are at the system call level. Library
calls typically map directly to system calls so are not addressed in any detail here.

The material presented here is important for understanding the overall
implementation of filesystems in UNIX. By understanding the user-level
interfaces that need to be supported, the implementation of filesystems within the
kernel is easier to grasp.

Library Functions versus System Calls

System calls are functions that transfer control from the user process to the
operating system kernel. Functions such as read() and write () are system

35
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calls. The process invokes them with the appropriate arguments, control transfers
to the kernel where the system call is executed, results are passed back to the
calling process, and finally, control is passed back to the user process.

Library functions typically provide a richer set of features. For example, the
fread () library function reads a number of elements of data of specified size
from a file. While presenting this formatted data to the user, internally it will call
the read () system call to actually read data from the file.

Library functions are implemented on top of system calls. The decision
whether to use system calls or library functions is largely dependent on the
application being written. Applications wishing to have much more control over
how they perform I/O in order to optimize for performance may well invoke
system calls directly. If an application writer wishes to use many of the features
that are available at the library level, this could save a fair amount of
programming effort. System calls can consume more time than invoking library
functions because they involve transferring control of the process from user
mode to kernel mode. However, the implementation of different library functions
may not meet the needs of the particular application. In other words, whether to
use library functions or systems calls is not an obvious choice because it very
much depends on the application being written.

Which Header Files to Use?

The UNIX header files are an excellent source of information to understand
user-level programming and also kernel-level data structures. Most of the header
files that are needed for user level programming can be found under
/usr/include and /usr/include/sys.

The header files that are needed are shown in the manual page of the library
function or system call to be used. For example, using the stat () system call
requires the following two header files:

#include <sys/types.h>
#include <sys/stat.h>

int stat (const char path, struct stat buf);

The stat.h header file defines the stat structure. The types.h header file
defines the types of each of the fields in the stat structure.

Header files that reside in /usr/include are used purely by applications.
Those header files that reside in /usr/include/sys are also used by the
kernel. Using stat () as an example, a reference to the stat structure is passed
from the user process to the kernel, the kernel fills in the fields of the structure
and then returns. Thus, in many circumstances, both user processes and the
kernel need to understand the same structures and data types.
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The Six Basic File Operations

Most file creation and file I/O needs can be met by the six basic system calls
shown in Table 3.1. This section uses these commands to show a basic
implementation of the UNIX cat command, which is one of the easiest of the
UNIX commands to implement.

However, before giving its implementation, it is necessary to describe the terms
standard input, standard output, and standard error. As described in the section File
Descriptors in Chapter 2, the first file that is opened by a user process is assigned a
file descriptor value of 3. When the new process is created, it typically inherits the
first three file descriptors from its parent. These file descriptors (0, 1, and 2) have a
special meaning to routines in the C runtime library and refer to the standard
input, standard output, and standard error of the process respectively. When
using library routines, a file stream is specified that determines where data is to be
read from or written to. Some functions such as printf () write to standard
output by default. For other routines such as fprintf (), the file stream must be
specified. For standard output, stdout may be used and for standard error,
stderr may be used. Similarly, when using routines that require an input stream,
stdin may be used. Chapter 5 describes the implementation of the standard I/O
library. For now simply consider them as a layer on top of file descriptors.

When directly invoking system calls, which requires file descriptors, the
constants STDIN FILENO, STDOUT FILENO, and STDERR FILENO may be
used. These values are defined in unistd.h as follows:

#define STDIN FILENO 0
#define STDOUT_FILENO 1
#define STDERR_FILENO 2

Looking at the implementation of the cat command, the program must be able to
use standard input, output, and error to handle invocations such as:

$ cat # read from standard input
$ cat file # read from 'file'
$ cat file > file2 # redirect standard output

Thus there is a small amount parsing to be performed before the program knows
which file to read from and which file to write to. The program source is shown
below:

#include <sys/types.h>
#include <sys/stat.h>
#include <fentl.hs>
#include <unistd.h>

#define BUFSZ 512

main (int argc, char argv)

{
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Table 3.1 The Six Basic System Calls Needed for File I/O

SYSTEM CALL FUNCTION

open () Open an existing file or create a new file
creat () Create a new file

close () Close an already open file

lseek () Seek to a specified position in the file
read () Read data from the file from the current position
write () Write data starting at the current position
10 char buf [BUFSZ] ;

11 int ifd, ofd, nread;

12

13 get fds(argc, argv, &ifd, &ofd);

14 while ((nread = read(ifd, buf, BUFSZ)) != 0) {

15 write (ofd, buf, nread);

16 }

17 }

As previously mentioned, there is actually very little work to do in the main
program. The get £ds () function, which is not shown here, is responsible for
assigning the appropriate file descriptors to i £d and o£d based on the following
input:

S mycat
ifd = STDIN_ FILENO
ofd = STDOUT_ FILENO

S mycat file
ifd = open(file, O RDONLY)
ofd = STDOUT_ FILENO

S mycat > file
ifd = STDIN_ FILENO
ofd = open(file, O WRONLY | O CREAT)

S mycat fileA > fileB
ifd = open(fileA, O _RDONLY)
ofd = open(fileB, O WRONLY | O_CREAT)

The following examples show the program running:

S mycat > testfile

Hello world

S mycat testfile

Hello world

S mycat testfile > testfile2
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S mycat testfile2
Hello world

S mycat

Hello

Hello

world

world

To modify the program, one exercise to try is to implement the get f£ds ()
function. Some additional exercises to try are:

1. Number all output lines (cat -n). Parse the input strings to detect the -n.
2. Print all tabs as *I and place a $ character at the end of each line (cat -ET).

The previous program reads the whole file and writes out its contents.
Commands such as dd allow the caller to seek to a specified block in the input file
and output a specified number of blocks.

Reading sequentially from the start of the file in order to get to the part which
the user specified would be particularly inefficient. The 1seek () system call
allows the file pointer to be modified, thus allowing random access to the file. The
declaration for 1seek () is as follows:

#include <sys/types.h>
#include <unistd.h>

off t lseek(int fildes, off t offset, int whence);

The offset and whence arguments dictate where the file pointer should be
positioned:

m If whence is SEEK_SET the file pointer is set to of £set bytes.

m If whence is SEEK_CUR the file pointer is set to its current location plus
offset.

m If whence is SEEK_END the file pointer is set to the size of the file plus
offset.

When a file is first opened, the file pointer is set to 0 indicating that the first byte
read will be at an offset of 0 bytes from the start of the file. Each time data is read,
the file pointer is incremented by the amount of data read such that the next read
will start from the offset in the file referenced by the updated pointer. For
example, if the first read of a file is for 1024 bytes, the file pointer for the next read
willbe setto 0 + 1024 = 1024.Reading another 1024 bytes will start from byte
offset 1024. After that read the file pointer will be set to 1024 + 1024 = 2048
and so on.

By seeking throughout the input and output files, it is possible to see how the
dd command can be implemented. As with many UNIX commands, most of the
work is done in parsing the command line to determine the input and output
files, the starting position to read, the block size for reading, and so on. The
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example below shows how 1lseek () is used to seek to a specified starting offset
within the input file. In this example, all data read is written to standard output:

1 #include <sys/types.h>

2 #include <sys/stat.h>

3 #include <fcntl.h>

4 #include <unistd.h>

5

6 #define BUFSZ 512

7

8 main (int argc, char argv)

9 {

10 char *buf;

11 int fd, nread;

12 off t offset;

13 size t iosize;

14

15 if (argec != 4) {

16 printf ("usage: mydd filename offset size\n");
17 }

18 fd = open(argv([