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PREFACE

As broadband access reaches more and more homes and businesses, paradigm
changes are occurring in all aspects of data communications. Security in Wire-
less LANs is becoming an ever more important issue, cellular networks are
geared toward a service-oriented design, broadband access does not neces-
sarily imply ‘fixed’ networks and, above all, network architectures with a range
of data rates for personal operating space have been specified. Various factors,
both international and national, have impacted the interoperability endeavors
and we see an unprecedented collaboration among operators, vendors and
standardization agencies. A large number of wireless data technologies
provide solutions for users of wireless data. Arguably, the ‘secret ingredient’
in all the new and traditional technologies seems to be the Internet Protocol
(IP). Without IP, a networking technology, wireless or not, seems to be des-
tined to . . . including IP. However, each of the various network architectures
has its own place in the market. Each wireless network relieves its users from
some restrictions, such as having a plethora of wires and, many times, provides
the freedom to move while connected.

The kind of freedom that wireless networking has promised is not only irre-
versible, but is also subject to growth, in strides, that is. The depth of knowl-
edge in wireless networking has gone to a point where we talk about changing
and choosing modulation schemes from burst to burst, of mobility in excess
of 200kmph, and of license-exempt bandwidth topping 1.5GHz. Putting it all
together in one book is practically impossible without sacrificing one thing or
the other. However, it is possible to have a book with a theme, for example,
to give enough breadth that the knowledge gained covers sufficient types of
networks, and enough depth that the knowledge obtained is not superfluous.
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This book tries to meet this general goal of providing a breadth of the tech-
nologies in wireless data networks while requiring a respectable background
in communications network architecture and some background in fundamen-
tal algebra. The emphasis is on data networks.

When we talk about ‘data networks’, we usually imply packet-switched
communications, of which voice could be a very important application. Fol-
lowing this logic, we describe only the ‘data’ part of networks, where both voice
and data parts exist. Also, ‘multimedia’ in packet-switched networks includes
voice communications as well.Therefore, voice, such as in voice over IP (VoIP)
is automatically a part of discussing data networks. However, while voice is
QoS-intensive, it does not shine as a killer application for high-speed networks,
including wireless networks. A killer application would ideally be the one that
requires network capability to the fullest and would be in demand to the fullest
as well. New architectures for cellular networks seem to have decided to
deploy sufficient infrastructure and leave the question of killer application to
future, thus providing the scope for third-party service development environ-
ment. Nevertheless, the question of a killer application does not really exist in
all types of network architectures, specifically, the ones used for access or the
ones designed for specific applications. The example of the former are the
WLANs and broadband wireless access networks, and the examples for 
the latter are sensor networks designed specifically for a certain application.
We have included a wide range of network architectures, along with chapters
to enhance their understanding.

The first three chapters have the goal of enhancing the understanding of
later chapters. First chapter gives a bird’s eye view of various wireless and
mobile network types. It ends with a discussion on the frequency spectra allo-
cated for these networks. Chapter 2, in continuation, discusses the protocol
architectures of various network types. Even though we classify networks as
personal, local, metropolitan and wide area networks, their real classification
is in terms of protocol planes. Chapter 3 discusses various components of wire-
less LANs. A wireless LAN is much more complex than the wired counter-
part and utilizes many concepts that are relatively more advanced. Instead of
explaining these concepts as a digression, we have included them in a sepa-
rate chapter. Following Chapter 3, there are two chapters on WLANs: Chapter
4, on descriptions of the physical layer (PHY) standards, and Chapter 5, an
account of the medium access control (MAC) layer standards. The material
presented in these chapters is organized in a convenient sequence. Also, the
chapter on components of a WLAN (Chapter 3) is kept in view while organ-
izing Chapters 4 and 5. In a way,WLANs are for low-level mobility (link-level).
The next step in mobility would be the wide area mobility for wireless data
terminals. The next three chapters and Chapter 10 cover this topic.

In Chapter 6 we discuss the two main Internet protocols that bear the
responsibility of wide area mobility provision, the mobile IP and the session
initiation protocol (SIP). Mobile IP provides what is called macromobility and
SIP provides signaling mechanisms for macromobility on a higher protocol
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level, so that the mobile user does not lose established associations while on
the move. Together, mobile IP and SIP provide the IETF ‘open’ architecture
for the next generation of cellular networks, discussed in the next two chap-
ters, that is, Chapter 7 and Chapter 8. Chapter 7 is on the cdma2000 network,
that is, the 3G evolution from the North American systems based on CDMA.
The cdma2000 is now developed under the partnership project 3GPP2 and has
Release D as the latest one. The chapter focuses on the packet data part of
the network. Chapter 8 does the same for W-CDMA, which is an evolution
from the European Union’s TDMA+FDMA network, that is, the GSM
network. W-CDMA is now developed as part of another partnership project,
3GPP. In this chapter, we also take the opportunity to bring to light the open
service access (OSA) capability and Internet multimedia service (IMS) that
are the service development environments for the open service architectures.
The wide area coverage continues in Chapter 10, with a discussion on routing
in an ad hoc network. However, after discussing WLANs and cellular net-
works, we have a look at the security issues in wireless data networks, that is
Chapter 9.

The topic of security is heavily influenced by political and trade issues and
lacks in enforcement in real life. Perhaps due to the dependence of security
technology on trade relations it could not really be a regular part of network
architectures. However, the scenario is changing rapidly and the latest encryp-
tion standard of the wireless data in the United States (Advanced Encryption
System) is actually not designed within the United States. Since it is our view
that security was just as complex as the network architecture, if not more, the
chapter is a little longer than other chapters.We discuss various concepts relat-
ing to wireless data security, from the very basic to what is going on most
recently. In terms of the security protocols and architecture standards, we
discuss mainly the WLANs, as that is where most vulnerability lies. After dis-
cussing security, we continue further network architectures in Chapters 10, 11,
and 12.

In Chapter 10 we discuss routing in local area networks.The routing is made
complex when there is no infrastructure. Consequently, most of the chapter is
on mobile ad hoc networks (MANETs). Due to the numerous idiosyncratic
characteristics of such networks, there are a large number of routing proto-
cols proposed. Instead of making the chapter a comparative study of these
mechanisms, we take a good look of one mechanism (Dynamic Source
Routing), as proposed in a recent Internet-draft, and switch to a serious issue
of deciding how to compare routes in order to prioritize them. In this discus-
sion, we go a little higher in level and bring forward an analysis framework
that can be developed and worked out to compare and optimize routing pro-
tocols for MANETs. More research is needed in this framework, and it is being
carried out. Chapter 11 presents a discussion on low area coverage wireless
networks, called wireless personal area networks (PAN)s. Even though it may
be the Bluetooth standards that brought the word out about PANs, we stick
to IEEE standards recommendations on it. In fact, IEEE 802.15.1, which is
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Bluetooth v1.1 adopted as such (along with some new interface definitions),
is an admission of the fact that Bluetooth has established its recognition,
beyond doubt.The Working Group IEEE 802.15, however, did not stop at that,
and covered a range of PANs for high-data rates (IEEE 802.15.3 and IEEE
802.15.3a) and low rates (IEEE 802.15.4). These are discussed in this chapter.
The ultrawide band (UWB), to be standardized as IEEE 802.15.3a, has a lot
more than meets the eye at this time. Research and developments in this band
(or set of bands) has to continue for many years before we can truly utilize
the bandwidth and properties at this small wavelength and power.

Chapter 12, the last chapter, is on wireless broadband access (WBA). It is
our view that actual growth of technology in this area lags behind the possi-
bilities and potential applications. With the WiMAX initiative, however, this
might change. The IEEE standards 802.16 and 802.16a, discussed in this
chapter, could very well be responsible for future developments. The chapter
also includes a few words about a current IEEE initiative about mobile broad-
band Internet access. The Working Group IEEE 802.20 is considering this ini-
tiative and hopes to have a standard in near future.

The book can be used by developers, IT managers in wireless data networks,
professors for a graduate level or senior undergraduate level course on wire-
less data networks, and for professional training. The author does not propose
various routes for a single-semester course, as the link among various chap-
ters can be easily identified. Every group of users can develop their own
course. The overall presentation is short enough to be used within one semes-
ter with appropriate adjustments in coverage. I hope that you find the book
useful in enhancing the understanding of wireless data networks. If you are a
developer, then it is my advice that you use specifications for actual develop-
ment, and not this book. In order to assist instructors in textbook adoption for
academic and professional training, slides of chapters and quizzes will be made
available at the following FTP site: ftp://ftp.wiley.com/public/sci_tech_med/
wireless_networks/.

Aftab Ahmad
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CHAPTER 1

WIRELESS DATA—INTRODUCTION

In studying the principles of data communications, the wireless spectrum is
generally treated as part of communications media only. This may give the
impression that the remaining components of a wireless data network were
the same as those of a fixed, wired network. The reality, however, is quite dif-
ferent, thanks to a number of factors with varying degree of roles in wireless
and fixed, wired networks. There are network components that exist in only
one network type and not the other.There are also network components exist-
ing in both types, but playing a less significant role in one or the other. There
are many sub-systems, such as antenna radiation and mobility management
that do not surface in the fixed, wired networks. Wall connectors are not
usually part of transmission systems in wireless networks. There are systems
that do make an essential part of both network types, but with much less 
significance in one than the other. Examples of such systems are power 
consumption systems, data security, and privacy, by containing signal, signal-
detection techniques and error-control techniques. Lastly, there are certainly
many components that play equally important roles in both types of networks,
such as switching and routing techniques, flow and congestion control mech-
anisms and call-control procedures.Thus a study of wireless data networks has
its own scope, different from networking systems in general.

Wireless, however, does not imply mobility. There are wireless networks in
which both ends of communications are fixed, such as in wireless local loops.
In satellite communication systems, even though the satellite is always mobile,
the mobility profile of the satellite is designed so as to provide a constant signal
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level to the connected terminals, thus emulating a fixed end.Wireless networks
with mobility, however, provide the biggest challenge to the network designer.

We will devote this chapter to various types of wireless data networks that
network engineers have to design and deal with. We will start the discussion
with wireless voice communication, as the bulk of data in cellular networks is
still voice. Also, most of the telecommunications developments have been in
telephony.

1.1. WIRELESS VOICE

Before beginning a discussion on wireless data networks, a few words about
the voice signal might be advisable. Even though the wireless data systems
were the precursor of all electronic communications systems, most of the
progress in telecommunications is a result of voice networks. In fact, most of
the developments in cellular systems to date owe their existence to the voice
signal1.Wireless voice poses somewhat relaxed requirements to system design-
ers, which make it easier to make engineering decisions. Here are some exam-
ples of the characteristics of wireless voice.

1.1.1. Fixed Minimum Bandwidth

The voice signal has most of its energy within 300Hz to 3400Hz, giving a band-
width of 3.1kHz, such as shown in Figure 1-1. For typical digital transmissions,
a nominal value of 4kHz is assumed. Consequently, all channels with a band-
width of 4kHz or higher could ideally provide the same quality of transmit-
ted voice if all other factors are kept constant. Digital speech is transmitted in
one of the several standard coding forms, such as ITU G.711, G.721, G.722,
G.723, G.728 and G.729. These standards are based on different mechanisms

2 WIRELESS DATA—INTRODUCTION

1 The same is true for wired networks, where PSTN has spearheaded the progress.
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Figure 1-1. Power spectrum of a speech-like signal.
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of speech digitization and compression, and produce a digital bit stream of
either fixed (G.711, 721,) or variable but a known average rate (G.728, 729).
PSTN uses G.711, which is based on 8-bit per sample PCM transceiver using
one of the two quantization techniques (A-Law in Europe and m-Law in North
America and Japan), both resulting in a 64kbps encoded voice bit stream.
PCM is a waveform coding technique that deals directly with the speech signal
for digitization and transmission purposes.

Other standards use model-based coding, which extracts certain parame-
ters from the speech signals and transmits these parameters instead of the
speech signal. These later systems, called Vocoders, result in bit streams any-
where from 16kbps to less than 4kbps. However, due to the inflexible nature
of the PSTN, the 64kbps standard is the one most used for voice transmission.
For bandwidth-constrained systems, such as wireless networks, lower bit rate
coding techniques have been considered as better alternatives. For example,
the European GSM systems typically employ regular pulse excited hybrid
voice coding (RPE), resulting in 13kbps bit stream and the U.S. Department
of Defense (DoD) uses 4.8kbps code excited linear predictive (CELP) tech-
nique in federal standard FS 1016. In either case, once a network is designed
to support a certain type of voice coding, the required minimum bandwidth is
fixed. Such is not the case in data communications. Numerical, textual, or
graphical data could be transmitted using any bandwidth without impairing its
quality, as long as error-control mechanisms are employed to remove errors
or retransmit lost packets and packets with errors. The channel bandwidth can
only limit the speed of data transmission.

1.1.2. Vague Definition of Service Quality

A second characteristic of voice signal is a lack of a strict scientific definition
of the quality of transmitted speech. The quality of voice transmitted is per-
ception-driven and can’t be adequately measured. Even though the Inter-
national Telecommunications Union (ITU) standards based on scientific
definition of quality perception allow for an automated measurement of voice
quality, the most commonly used metric is still the mean opinion score (MOS),
a subjective quality-determining mechanism in which listeners allocate a
number between 1 and 5, where 5 is for excellent quality. The procedure for
MOS is defined in ITU recommendation ITU-TP.800. A standard introduced
for automated quality assessment was introduced in the early part of 2001.
Called Perceptual Evaluation of Speech Quality (PESQ), it takes into account
factors such as packet loss, delay and jitter. PESQ is defined in the ITU stan-
dard ITU-T862. Though its usability for Internet is agreeable, its validation,
too, is done by comparing it to MOS.

In circuit-switched wireline networks, a fixed voice coding mechanism is
employed, usually based on waveform coding. However, in connectionless
Internet, neither fixed coding scheme must be employed, nor do the network
characteristics remain constant. In wireless networks, the wireless channel is

WIRELESS VOICE 3

TEAM LinG



highly unstable, enhancing the vagueness of quality. In fact, despite strides in
speech coding mechanisms, there is a discernable degradation in the quality
of transmitted speech in cellular networks as compared with PSTN voice
quality.

1.1.3. Delay Requirements

A third and perhaps the strictest characteristic of conversational speech is the
stringent requirement on maximum delay. Due to its highly interactive nature,
the conversational speech signal is required not to have more than a fraction
of a second delay (250msec maximum recommended by ITU). The variation
in delay is expected to be even smaller by at least an order of magnitude.These
requirements make the flexibility of packet switching somewhat less than ideal
for voice communications. Therefore, the voice networks have traditionally
been circuit switched. This applies to cellular wireless networks as well. Con-
sequently, a voice network consists of a simple circuit-switched data part and
a rather complex signaling system to monitor, supervise, and audit calls and
resources.

In fact, the complexity and intelligence of the modern PSTN is due to its
signaling systems. The contemporary cellular networks make use of the same
signaling systems by adding a mobile part to it for mobility management and
interaction with fixed PSTN. Future cellular networks, (termed as beyond 3G
or 4G) are expected to circumvent signaling systems altogether and use con-
nectionless packet switching for voice and other applications. This also leads
us into a debatable definition of data networks. It is the our view that by data
networks we imply packet-switched networks, such as IP networks. This is
perhaps because such networks are ideally suited to bursty data applications,
such as file and e-mail transfers, which can use store-and-forward mechanisms.

With the increase in demand for packet-switched data, the wireless data
networks have evolved into many types, such as:

• Wireless LANs that provide wireless access just like the broadcast type
fixed LANs provide access to fixed wide area networks. These wireless
local area networks, relative latecomers as compared with their wired
counterparts, are taking over the scene rather quickly. Their integration
with the wide area cellular networks has become possible due to packet-
switched third-generation (3G) systems.

• Wide area cellular systems, predominantly designed for voice, have incor-
porated packet switching all over the world from 3G and above. In fact,
the precursor to 3G systems (sometimes dubbed as 2.5G) started packet
data transmission before 3G technologies.

• Fixed wireless systems are becoming popular for broadband Internet
access for ease of installation.

• Personal area networks (PANs) are the latest addition for short-range,
serial-line-like wireless connections with limited mobility.
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• Satellite-based data systems, though nothing new, are an essential part of
the wireless and mobile networks.

We will look at the characteristics of some of these networks in this chapter.
More detail will follow throughout the rest of the book.

1.2. WIRLESS LOCAL AREA NETWORKS (WLANS)

Protocols for wireless local area networks (WLANs) typically consist of spec-
ifications for the OSI-RM equivalent of physical and the data link control
layers. The physical layer specifications deal with utilizing the indoor wireless
channel for transmission and reception of wireless signal. These specifications
have two types of limitations; the ones set by frequency regulation agencies,
and the others set by the protocol specification agencies. Usually, the band-
width and radiation amounts are regulated by the spectrum regulating agen-
cies and the bandwidth utilization mechanisms (modulation, data rates) and
power radiation mechanisms (direct, indirect, line-of-sight) are set by proto-
col agencies, according to the guidelines provided by the spectrum regulating
agencies. The medium access control (MAC) specifications are set altogether
by the protocol specification agencies. These specifications deal with issues
such as channel access, synchronization of frames, power control, resource
management for multimedia, and so forth.

The most popular WLAN standards, recommended by IEEE (we call these
the IEEE 802.11 suite), use infrared and the unlicensed spectra. These spectra
are allocated in many countries for research and developments in industry (I),
science (S) and medicine (M)—therefore, called the ISM band.The IEEE stan-
dard PHY provides several mechanisms for the use of ISM band (and unli-
censed national information infrastructure U-NII band), designed to combat
interference from other sources of the same bands.This is necessary because the
use of such a system does not require license from the government, which could
result in numerous sources of interference.The infrared band specifies only one
type of radiation, that is, indirect radiation reflected from a course surface
(called diffused infrared).The medium access control mechanism specifies a dis-
tributed coordination function (DCF) for channel access, distributed referring
to the fact that it is to be implemented in all participating wireless stations. It
defines several device types, for example,a mobile station (STA),which is a user
terminal, and an access point (AP), which relays data between two stations or a
station and a terminal on a fixed LAN. This gives rise to two configurations of
WLANs, as shown in Figure 1-2, the infrastructure WLANs and ad hoc WLAN.

1.2.1. Ad hoc WLAN

In an ad hoc or independent WLAN, two stations communicate directly with
each other without an access point. Mobile stations for such networks may
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require the capability to forward a packet, thus acting as a repeater. With this
relaying capability, two mobile stations could exchange data packets even if
they are unable to receive signals directly from each other.

Wide area networking in ad hoc networks is possible if one or more sta-
tions are connected to a wide area network, such as an IP network. However,
this connectivity is not guaranteed and there is no guaranteed communication
mechanism outside the ad hoc network.

1.2.2. Infrastructure WLAN

In an infrastructure WLAN, two stations exchanging data can communicate
only through an access point. Figure 1-2 shows an access point connected to
the ceiling with a cable connection to the wired network.The access point per-
forms several functions in addition to relaying packets between stations in
wireless and wired networks; such as implementing a point coordinating func-
tion (PCF) to allow reservation based communications for delay-bound traffic.

6 WIRELESS DATA—INTRODUCTION
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Figure 1-2. Ad hoc (top) and infrastructure WLAN with four computers and one
access point (bottom).

TEAM LinG



The MAC sublayer of the IEEE WLAN provides access-related mecha-
nisms. For this purpose, it employs a mechanism similar to Ethernet. The Eth-
ernet MAC (IEEE 802.3) uses carrier sense multiple access with collision
detection (CSMA/CD). However, collision detection can’t be efficient in wire-
less media, due to the rapid attenuation of the signal with distance. Instead of
collision detection, a mechanism for collision avoidance is specified. Collision
avoidance is implemented by requiring certain minimum time between any
two packets transmitted. This time is called the inter-frame spacing (IFS). Due
to the collision avoidance mechanism, the IEEE 802.11 MAC procedure is
called CSMA/CA, carrier sense multiple access with collision avoidance. The
subject of WLANs is as important as the application of such networks and it
will be extensively discussed throughout the text.

1.3. WIDE AREA CELLULAR NETWORKS

Voice communication has been and continues to be the main application of
cellular systems. These systems use PSTN-friendly infrastructure that employs
circuit switching and signaling systems. However, with the wide spread of the
Internet use, packet-switched services were introduced in enhancements of
digital cellular systems.These included time division multiple access (TDMA)-
based systems, such as GPRS (general packet radio service) and enhancement
of code division multiple access (CDMA)-based systems IS-95B. The wireless
standards for the new millennium that were internationally coordinated under
the name of international mobile telecommunications 2000 (IMT-2000)
(known from their air interfaces, WCDMA in Europe and cdma2000 in North
America) have IP capability with data rates much higher than GPRS and IS-
95B. The data networks of the first digital cellular generation were a result of
defining new user terminals types, network devices and signaling system above
the existing voice network, as shown in Figure 1-3 for GPRS. The latest gen-
eration wide area cellular networks provide access mechanisms for circuit- and
packet-switched communication. For a true packet-switched cellular network
an access mechanism similar to the WLANs could provide a better transport
vehicle for data applications. Work is in progress in that direction and some
countries already have WLAN access using the wide area cellular backbone
for auditing and admission control purposes.2 Such networks are expected to
make broadband wireless access as ubiquitous as the Ethernet for the Inter-
net. The next releases of the cellular networks could be a starting point for
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cellular networks. There was some resistance to allow public deployment of such networks. At the
writing of this book, this resistance is largely gone, even though WLANs do present competition
in hot-spots, where they might provide a faster data vehicle than 3G system with no money spent
on spectrum as against the costly cellular spectra.
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this true merger of IP and cellular networking. At this time, broadband wire-
less is available in the form of fixed wireless networks only.

A universal installation of cellular systems based on 3G and above has been
hampered by various technical, economic, and political factors. On the tech-
nical side, the world remains divided into groups based on evolution of their
current systems. Two main camps are the European, supporting Wideband
CDMA and North American, supporting cdma2000 evolution. The 3G part-
nership projects (3GPP for WCDMA and 3GPP2 for WCDMA) are destined
to help actual implementation of 3G+ systems and take steps toward harmo-
nization of the two camps.

1.4. FIXED WIRELESS NETWORKS

Started as a solution to carry subscriber’s loop in hard-to-reach areas, the fixed
wireless networks have emerged as a phenomenon unto themselves. This is
owing to their ease of installation and the availability of broadband frequency
spectra for this purpose. Toward the late nineties, it was obvious that short-
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range, broadband, fixed wireless, line-of-sight networks would provide an
excellent alternative to wired broadband Internet access. Many countries allo-
cated a spectrum specifically for this purpose, in the millimeter wave range
(around 28GHz). Figure 1-4 shows an example of use of such networks.

Figure 1-4 shows a community network of digital subscriber’s loop (DSL),
coaxial, or optical fiber being fed by the Internet Service Provider (ISP)
headend node from a radio network unit (RNU) via point-to-point fixed wire-
less connections. Systems such as local multipoint distribution systems
(LMDS) could easily accommodate several hundred Mbps rates for similar
radio connections. The IEEE standard 802.16 (Air Interface for Fixed Broad-
band Wireless Access Systems) is one of the latest arrivals in this arena. This
technology is expected to revolutionize the way Internet service is provided.
The standard, along with the enhancement IEEE 802.16a, is projected to lay
foundations for across-the-board wireless data systems from desktop to Inter-
net backbone. The IEEE 802.16 Working Group on Broadband Wireless
Access also calls this standard as Wireless Metropolitan Area Network (Wire-
less MANTM). IEEE 802.16 is defined for line-of-site (last mile) spectrum of
10–66GHz, while IEEE 802.16a extends its capability to non-line-of-site spec-
trum of 2–11GHz. It provides service differentiation and bandwidth negotia-
tion capabilities in order to be customized according to application needs and
channel conditions. Fragmentation and packing at the MAC layer allows for
efficient use of available channel resources.A separate Privacy Layer provides
specifications for encryption. The MAC layer is designed keeping multicasting
in mind. Due to the complex nature of the IEEE 802.16 architecture, and due
to the fact that the IEEE standards need conformance testing, a compliance
forum WiMAX (Worldwide interoperability for Microwave Access) has been
formed by leading developers of equipment.

In addition to the fixed wireless access to packet-switched networks, a
number of standards and products exist for wireless local loops for PSTN.
These include a standards suite by ANSI called Personal Access Communica-
tions System (PACS) [12] , Qualcomm’s QCTel, and base station to PSTN
system by Lucent Technologies, called Wireless Subscriber System (WSS).
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1.5. PERSONAL AREA NETWORKS

Short-range wireless data networks, also called personal area networks
(PAN)s have seen some recent standards activity on various fronts. These net-
works are more like fixed wireless networks than mobile networks, due to low
mobility. However, they have an identity of their own due to several charac-
teristics such as their use of the ISM bandwidth and limited span and mobil-
ity.These networks can be thought as a generalization of the television remote
control mechanism to include cell phones, personal digital assistants (PDAs),
and a host of other devices that use short-range cabled connections.

Figure 1-5 shows a use of such networks, where a notebook user is con-
nected to a cellular network through a pocket-held cell phone. The connec-
tion between the laptop and cell phone forms a personal area network.
Standards in this range of wireless communications are already available by
HomeRF Working Group, infrared data association (IRDA), Bluetooth, and
lately by IEEE, in the form of a new suite of standards IEEE802.15.

The IEEE 802.15 group has come up with a series of standards recom-
mendations ranging from adopting Bluetooth v1.1 (802.15.1) to very low com-
plexity, low speed and low battery solutions for sensors (802.15.4). The
Bluetooth Special Interest Group (SIG) spearheaded the initiative of stan-
dards in the license-free spectrum for PANs. The standard recognizes the dif-
fering needs of various applications and accommodates these by defining
profiles. Each profile is like a different protocol stack with some common
layers, making it possible to have all or several profiles easily implemented.
Four general profiles are, (1) generic access profile (GAP), (2) serial port
profile, (3) service discovery application profile, and (4) generic object
exchange profile [1]. Other profiles have been added in this and later versions
to facilitate specific usage environments. Figure 1-6 shows an example profile
of LAN access.

1.6. SATELLITE-BASED DATA NETWORKS

Many wide area mobile networks and some wireless local loops use satellite-
based communications. Satellite systems have made their own niche due to
the wide geographical area covered and the availability of a broad spectrum
in the microwave range. The main disadvantages of satellite systems, that is,
cost of increasing payload and significant delay, have been offset by the fact
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that plenty of solar energy is available in the orbits and that data services do
not require critical delay bounds. Figure 1-7 shows a schematic of the use of
satellite in a wireless local loop system. HNS Terminal Earth Station Quantum
System uses a similar architecture.

One of the critical issues to be resolved in satellite system design is their
location in the earth orbit.A satellite could be geosynchronous, low earth orbit
(LEO), or a medium earth orbit (MEO). Some well-known systems, such as
INMARSAT and EUTELSAT, consist of geosynchronous satellites. These
satellites are located at an altitude of about 36,000km and appear stationary
with respect to the earth. LEO-based systems, set around 600–1600km above
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the earth include Iridium and Globalstar. The MEO-based systems that are
above the LEOs and below the geosynchronous satellites include Inter-
mediate Circular Orbit (ICO) and a new INMARSAT proposal called
INMARSAT-P. Usually the satellite systems based on LEOs and MEOs use
a number of satellites (66 for Iridium, 48 for Globalstar). Ellipso is a satellite-
based data system that employs elliptical orbits around the earth, sometimes
called Highly Elliptical Orbit (HEO).

In spite of their wide range application to mobile and wireless data appli-
cations, the satellite systems are on a slow or receding course and some are
even facing bankruptcy.

1.7. MOBILE IP

While mobility in wireless networks implies data transmission with the termi-
nal in motion, it has a different connotation in mobile IP. Mobile IP is a pro-
tocol to be used with the existing Internet to allow a user terminal to be
attached at a different point from its home network. This is essentially not a
wireless network, but a portable fixed network protocol. Figure 1-8 shows
various components of a mobile IP network.

The home network of the mobile terminal has a router that performs the
function of home agent to keep the information of user’s current location and
forward, packets to that location. This packet forwarding is done with the help
of a care-of address, required in addition to the permanent IP address of the
mobile terminal.

When a mobile terminal enters a visited area, it requires the services of a
foreign agent. The foreign agent provides registration and packet-forwarding
services to the visiting terminals. Each mobile IP host uses one permanent IP
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address (home address) and one temporary address (care-of address) if away
from the home network. Thus, the IP packet exchange consists of the three
mechanisms; namely, (1) discovering the care-of address, (2) registering the
care-of address with the home agent, and (3) the home agent redirecting the
received datagrams to the foreign network using care-of address. The mobile
IP is not a wireless protocol, however, it could be employed for the IP infra-
structure of the cellular networks. Several sources are available for a discus-
sion on this important protocol, such as [8]. The Mobile IP Working Group of
the Internet Engineering Task Force (IETF) was formed in 1996. The group
has spearheaded the effort to come up with draft standards and recommen-
dations for IPv4 and IPv6. The Cellular IP (cIP) project at Columbia Univer-
sity (http://www.ctr.columbia.edu/~andras/cellularip/) will use Mobile IP “to
support migrations between Cellular IP Access Networks”.

1.8. THE WIRELESS SPECTRUM

Wireless networks exist since before the concepts of frequency and bandwidth
were understood. After over a hundred years of experience, significant strides
have occurred in the understanding and management of wireless spectrum.
Respective countries own their radio spectrum and most regulate it for up to
300GHz. Since the actual usability of the spectrum is driven by its character-
istics, generally similar frequency windows are allocated for same applications
worldwide. International Telecommunications Union (ITU) has recommen-
dations that could provide further ground for international cooperation.
Unfortunately, a host of factors have resulted in some incompatibility of the
allocation among various countries. In an era when wireless telecommunica-
tions is central to global trade, divisions exist in spectrum allocation. However,
the coordination, too, is unprecedented and the world is not divided into as
many blocks as the countries. ITU has divided the world into three regions,
based on factors that influence wireless signal propagation. Region 1 covers
Europe, Africa, parts of the Middle East and Northern Asia. Region 2 covers
the Americas, Caribbean and Hawaii. Region 3 is everywhere else, that is,Asia,
Southeast Asia, the Pacific Islands, Australia and New Zealand. Formation of
international trade agreements, such as GATT (General Agreement of Trade
and Tariffs), WTO (World Trade Organization) and OECD (Organization of
Economically Developed Countries) have helped bring countries together in
designing internationally interoperable goods and commodities, including
wireless communications and the networking industry. Since our interest here
is public and private data networks, we will have a look at some of the spec-
trum assignments in this area. For this purpose, we divide the spectrum accord-
ing to the network scope, starting with the low power/personal area, through
local area, to metropolitan area, to wide area to cellular networks.

The variability of the radio channel with frequency of signal is quite
complex. The reason for this complexity is that the radio propagation charac-
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teristics are a function of many man-made and natural factors. Depending on
the distance between the transmitter and receiver, the temperature, the sur-
rounding material and mobility, we get a different profile for different condi-
tions. The governments own and regulate the radio spectrum and, for reasons
understandable, break it down according to some common characteristics of
frequency bands. In general, the bandwidth of the wireless channel is
extremely large (300GHz regulated in most countries). However, due to
breaks in performance at different frequency levels, only windows of conti-
nuity are available. Luckily, these windows can be suitable for different appli-
cations.This gives the government agencies the opportunity to allocate various
windows for different applications. A company wanting to use a certain spec-
trum would normally require a license, which amounts to buying the spectrum.
In order to provide a flexible platform for research and development, many
governments have allocated parts of radio spectrum that don’t require 
licensing.

1.8.1. Licensed and License-Free Bands

To allow new unhindered developments and research, parts of the spectrum
are assigned to be used without a license. In the last 10–15 years, advance-
ments in interference limiting signaling schemes have resulted in these unli-
censed spectra being used for networking products. The use of the unlicensed
band called ISM (Industrial, Scientific and Medical) has become so prolific
that during late 1990s and early 2000s it created a false alarm of competing
with cellular services (that are based on expensive licensed spectra). Interest-
ingly, allocation of more spectra in both licensed and license-free arenas con-
tinues, while each is finding its niche. For the unlicensed band the regulating
agencies usually regulate emissions.

1.8.2. Low-Power Wireless Data Systems

These systems include wireless personal area networks (PANs) and wireless
sensors. BluetoothTM (IEEE 802.15.1) and Ultra-Wide Band (UWB) are some
of the technologies making use of spectrum for low power ranges. The bands
used are UWB, ISM and Un-licensed National Information Infrastructure 
(U-NII).

1.8.3. Ultra-Wide Band (UWB)

Ultrawide band (UWB) is generally considered any band with a bandwidth of
1.5GHz or higher [2]. The distinguishing characteristic of UWB is that emis-
sions are at extremely low power (power density below -41dBm in the United
States). UWB signal is below the noise floor. It can penetrate through hard
surfaces and provide very high data rates for very short distances. In the
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United States, the bandwidth 3.1GHz–10.6GHz is regarded as UWB. It is
sometimes broken into two main bands, the lower one 3.1–4.8GHz and the
upper one 6.1–10.6GHz. The reason for leaving out the middle band it that it
is allocated for Un-licensed National Information Infrastructure (U-NII).

Another distinguishing feature of UWB is the possibility of baseband trans-
mission due to wide bandwidth. Instead of using sinusoidal signals, thin pulses
are used in UWB transceivers. These thin pulses, with extremely low duty
cycles, practically eliminate multipath. Multipath is the phenomenon used 
to describe multiple receptions of the wireless signal from reflections in the
surroundings.

The UWB band has been in use since the 1980s for radar applications.
However, its main projected uses are in Personal Area Network, IEEE 1349
and wireless universal serial bus (WUSB). The IEEE 802.15 Working Group
is considering it for IEEE 802.15.3a PHY. In the United States, the commer-
cial use of UWB has been allowed since February 2002. Other countries have
not yet considered its use. This has led the industrial community into two
groups, one advocating that the UWB standards be made, keeping in view that
one day other countries may join in allocating the band. This group, with com-
panies like Intel in it, favors a multi-band approach that could employ spread
spectrum schemes, such as frequency hopping.The other group, with Motorola
among its participants, originally advocated the use of the one big chunk of
3.1–10.6GHz to be used with an alternative spread spectrum techniques,
Direct Sequence Code Division Multiple Access (DS-CDMA).

1.8.4. The ISM Band

The ISM band is dedicated for the research and development of wireless
devices for short-range applications in fields of industry, science and medicine.
The actual location of the ISM band is not continuous and varies from country
to country. However, the ISM band close to 2.4GHz is allocated in most of
the developed countries. Some variations of allocation are shown in Table 1.1.

The availability of the ISM band to anyone makes it an easy candidate for
excessive interference. Spread spectrum communications techniques are used
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TABLE 1.1. ISM Band Allocations

Geographical ISM band around ISM band around ISM Band
Area 434MHz 900MHz around 2.4GHz

Europe 433.05–434.79 868–868.6 2.4–2.4835
USA 902–928 2.4–2.4835
Japan 2.471–2.497
France 2.4465–2.4835
Spain 2.445–2.475
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in many devices for mitigating interference. In addition to the 2.4GHz some
unlicensed radio spectrums are allocated around 900MHz.

1.8.5. U-NII Spectrum

About 300MB of spectrum around 5–6GHz has been allocated for high-speed
digital wireless communications to provide broadband access to the informa-
tion highway. This is also license free band. The United States and the Euro-
pean Union have slightly different allocations, because in the European
Union, the 5.15–5.35/5.47–5.75GHz was already allocated for High Perfor-
mance LAN (HIPERLAN) [3]. Table 1.2 shows the U-NII allocations. IEEE
802.11a PHY is specified for this frequency band.

As shown in Table 1.2, Japan originally had 100MB from 5.15 to 5.35GHz.
The remaining bands were added later on.

In the United States, FCC requires the companies only to follow radiation
restrictions in this band. The European Union, however, requires the imple-
mentation of the HIPERLAN standard in part of the spectrum. WRC rec-
ommends the power limitation of 200mW for indoor and 1W for outdoor
bands.

1.8.6. Cellular Systems’ Spectrum

Table 1.3 shows different parts of spectra allocated to cellular systems. These
range from generation I to III in the United States and II and III in the Euro-
pean Union. The 3G systems can, in general, use all the spectra allocated
before them as long as they do not interfere with other systems. In fact, ac-
cording to http://www.cdg.org/technology/3g/spectrum.asp, the 3G systems
(cdma2000-based) are deployed in all bands, including 450MHz, 700MHz,
800MHz, 900MHz, 1700MHz, 1800MHz, 1900MHz and 2100MHz. Figures
1.9 to 1.12 taken from the website of NTIA, USA and show various world-
wide plans for spectrum reserved for 3G systems.3
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TABLE 1.2. License-free Allocations Around 5–6GHz

Geographical Area ISM Band around 5GHz Remarks

Europe 5.725–5.825/5.825–5.875 5.15–5.35/5.47–5.725 reserved for
HiPeRLAN

Japan 5.15–5.35, 4.9–5/5.03–5.091
USA 5.15–5.35/5.725–5.825
International 5.15–5.35 Indoor As per World Radio Conference 

Recommendation 5.47–5.725 Outdoor (WRC) 2003.

3 http://www.ntia.doc.gov/ntiahome/threeg/3g_plan14.htm “Plan to select spectrum for third 
generation (3G) wireless systems in the USA,” Oct. 2000.
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1.8.7. Fixed Wireless Systems

There are several types of fixed wireless systems (not mobile). Wireless local
loops and broadband Internet access systems are of most interest to us. These
systems, also referred to as last-mile technologies, are generally allocated
spectra that have short ranges and are for line-of-site communications. Several
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TABLE 1.3. Cellular Bands in the United States

Band Generation Purpose

824–849MHz All Uplink
869–894MHz All Downlink
901–902MHz Narrowband PCS Paging, Text msg. etc.
930–931MHz Narrowband PCS Paging, Text msg. etc.
940–941MHz Narrowband PCS Paging, Text msg. etc.

1850–1990MHz II and III PCS, GSM (5 bands)
1710–1755MHZ III mobile and fixed
2110–2150MHz III mobile and fixed
2160–2165MHz III mobile and fixed
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Figure 1-9. Comparison chart for the European Union and the United States for new
allocations in 1700–2690MHz range.
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existing PCS and 3G bands can also be used for this purpose (which will not
have the line-of-site and last-mile restrictions). However, using PCS band for
fixed wireless access (FWA) could be considered waste of its capability of sup-
porting mobility.

The fixed systems have been used for analog communications, for example,
a system called MMDS (microwave/multichannel multipoint distribution
system) has been used to provide wireless ‘cable’ television in the New York
area. New systems for digital Internet access are also under development in
this frequency spectrum, generally below 10GHz. Above 10GHz, line-of-sight
systems with 1–3km range, for example, LMDS (local multipoint distribution
system) can potentially provide over a Gbps Internet access. In the United
States, LMDS uses spectrum around 28GHz (total 1.3GHz) while in Europe
the allocated spectrum is around 40GHz. Additionally, two companies,
Winstar and Advanced Radio Telecommunications, were allowed to get license
for some bandwidth around 38GHz. Another 100MHz have been purchased
by Telegent in the United States around the 18GHz band. FCC has also
allowed digital transmission in the originally ‘analog’ MMDS band around 
2.1GHz and 2.5–2.7GHz. A detailed account of spectrum allocation for 
broadband Internet access is given in [4] for various countries4.
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4 The author, Roger Mark, is the Chair of the IEEE 802.16 Working Group on broadband wire-
less access.
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Some spectrum has been allocated for narrowband data and voice over
local loops. In [5] three categories of WLL are described as digital cellular,
cordless, and proprietary. The digital category uses one of the cellular inter-
face (GSM, TDMA or CDMA) with the second-generation and PCS bands
and provide narrowband data access. Such local loops have been developed
for both the digital cellular and PCS bands, albeit lower rates.

1.8.8. Wireless Metropolitan Area Networks (WMAN)

Various parts of the wireless spectrum between 11GHz to 66GHz have been
allocated all over the world for broadband wireless Internet access. Unlicensed
and licensed spectra below 11GHz are also usable, making possible high
speeds while connected. Several standards initiatives are in place to take
advantage of these plans and allocations. Perhaps the most discussed among
these are two IEEE initiatives, the fixed WMAN and Mobile WMAN (IEEE
work Groups 802.16/16a and IEEE 802.20, respectively).

Ten GHz is roughly the cutoff for line-of-site communications. Therefore,
non-line-of-site (mobile) broadband access systems are possible below 
10GHz. For example, IEEE 802.20has targeted the spectra below 3.5GHz for
mobile broadband access, while IEEE 802.16a is designed keeping in mind the
various bands in the 10–66GHz range (e.g., 10.5, 25, 26, 31, 38 and 39GHz).
An amendment in IEEE 802.16a is considering lower spectra for non-line-of-
site systems. An international interoperability forum WiMAX (Worldwide
interoperability for Microwave Access) is working on developing interoper-
ability principles for these standards and companies like Intel are among its
participants.

1.8.9. Satellite Data Communications

In its frequency recommendations, the ITU identifies satellite communications
bands along with the terrestrial bands. In spite of the overestimation in the
success on lower orbit systems, satellites continue to play an important role in
data communications. Communications satellites use spectrum in UHF, SHF,
as well as EHF. Some of the operational bands are listed in Table 1.4. These
are in addition to the proposed ITU recommendations for 3G technologies in
2GHz and 2.2GHz to be employed in Asia and Europe.
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TABLE 1.4. Frequency Bands for Fixed Satellite Service
Communications

Range Name Application example

1.5–1.6GHz L-band Intelsat, INMARSAT, MAREC
6/4GHz C-band Intelsat 806, SDRS 5
14/12GHz Ku-band Telstar 12, PAS 6B, Echostar 3
30/20GHz Ka-band Echostar 9
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There are military bands designated as X-band (8/7GHz), Q-band (44/
20GHz) and V-band (64/59GHz). Part of Ka-band is also allocated for mili-
tary communications. In addition to the above Fixed Satellite Service (FSS),
there are many other types of satellite systems, for example, mobile-services
satellite (MSS) and broadcast-service satellite (BSS). In the United States,
spectrum in 12–18GHz has been allocated to direct broadcast satellite (DBS),
such as DirecTV and Echostar. DARS has been authorized to use spectrum
in 2–3GHz for BSS. Comsat is operating MSS in the 1–2GHz range. Some
spectrum below 1GHz is also used by low earth orbit satellite (LEOS)
systems, for example, Orbcomm. In general, the spectrum allocation for satel-
lite communications has been much more a complex issue than terrestrial
systems for a number of reasons. The possibility of sharing satellite spectrum
with terrestrial ones is one big source of this complexity. There is a lot in the
pipeline for satellites based on demands, and WRC/ IMT-2000 recommenda-
tions. The presentation [6] throws some light on the complexity of satellite
spectrum along with mechanisms of sharing it with terrestrial systems.
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CHAPTER 2

REFERENCE ARCHITECTURES FOR
WIRELESS DATA NETWORKS

The capabilities of a network can best be understood through its protocol
architecture. A network protocol architecture typically groups protocol func-
tions into layers, sublayers, levels, planes, and so on.1 There are a number of
ways to classify networks, for example, (i) backbone, interconnecting and
access networks, that is, based on location with respect to the user; (ii) per-
sonal, local, metropolitan, and wide area networks, that is, based on general
geographical span; (iii) campus, business, and office networks, that is, based on
a circle of activity; (iv) cellular, mobile, hotspot, satellite networks, that is,
based on technology, and so on, The list goes on. What is common among all
these networks is that they all provide a reliable vehicle for information trans-
portation from one point to another. Arguably, the best (by no means perfect)
way of comparing two different networks is by comparing their protocol 
architectures. The open system interconnection reference model (OSI-RM)
provides a generic mechanism for this purpose. The OSI-RM, albeit not com-
prehensive, defines the seven user data layers that describe a complete appli-
cation to application communications function across a heterogeneous or
homogeneous system of networks as laid down in the following paragraph.

First, the physical layer (PHY) provides mechanisms of physical transmis-
sion of signals and bits. These signals could be transmitted individually as well
as in logical groups. Once the receiving PHY receives these signals, the data

Wireless and Mobile Data Networks, by Aftab Ahmad
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using some specific prefix or suffix, e.g. WLAN architecture, and perhaps a lot more.

TEAM LinG



link control (DLC) layer above PHY treats groups of bits as a frame sent by
the peer DLC of the sending station. Thus, through this understanding (logical
connection) between peer DLCs, data can be exchanged between two appli-
cations or network (NET) layers above the DLCs across a single link. These
data, delivered to the next receiving NET, may need to be forwarded to
another NET before it can reach the destination application. The NETs use
switching and routing mechanisms to push data all the way through the
network, until they reach the destination host machine NET. At this time, the
data are delivered to a transport protocol (TP) layer, which may make sure
that all protocol data units (PDUs) or packets arrived in-sequence and without
errors. A number of such packets could form a communication session to be
managed by the peer session layer duo above peer TPs. The session layer, con-
cerning itself only with groups of bits as session layer packets, may not be able
to make sure that the codes, languages, syntax, etc. used by the communicat-
ing applications are well coordinated. This coordination is left to the presen-
tation layer, which delivers a data format to the application layer in an
understandable (and perhaps decrypted and decompressed) form. The appli-
cation (APP) layer makes the data available to the user through the applica-
tions program. The role of each layer is complemented in the opposite
direction.

The OSI communications paradigm provides a framework on which we can
discuss and compare various networks. We will use this layered structure in
this chapter to briefly look at the protocol functions provided by various wire-
less data networks.

2.1. BLUETOOTHTM

Among wireless PANs, Bluetooth (also specified as IEEE 802.15.1) has
received wide acceptance in industry. With the concept of profiles, it has
emerged as a network that can take care of more than just personal commu-
nications equipment. The standard defines protocols corresponding to PHY
and DLC of the OSI-RM. Applications can be designed directly above these
layers, as shown in Figure 2-1.

Objectives of the Bluetooth have evolved over time. Initially it was
expected to meet the following simple goals [1]:

• Low power;
• Low cost (US$5 per chip once fully developed);
• Low range (10 m), extendable to 100m;
• ISM band.

In simple words, originally projected to replace serial cable, it has emerged as
a lot more than short, point-to-point, connection.A Bluetooth device can work
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with up to seven devices in a piconet, using a master-slave paradigm in which
the master manages the connections. The master could be any one of the
devices in the piconet with some restrictions. A slave device can belong to one
or more piconets, while a master could also be a slave in another piconet, thus
paving the way for routing mechanisms via a scatternet. A scatternet is a 
connected network of piconets. The Bluetooth specifications provide both 
connection capabilities, synchronous connection oriented (SCO), and 
asynchronous connectionless (ACL).

Through an agreement with the Bluetooth forum, IEEE project 802.15
adopted unchanged Bluetooth v1.1 as IEEE 802.15.1. Other enhancements for
wireless PANs are defined in IEEE 802.15.2 (co-existence of IEEE 802.11
WLAN and IEEE 802.15.1 WPAN) and IEEE 802.15.3 (high-data-rate,
low-power WPAN architecture) and IEEE 802.15.4 (for extremely low-power,
low-data-rate applications). See the IEEE p802.15 website http://www.
ieee802.org/15/ for detail. Following is the main function of each of the 
Bluetooth layer.

2.1.1. Bluetooth Radio

The radio layer performs PHY functions of proving an analog interface with
the antenna and a digital interface with the link manager protocol (LMP)
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layer. It performs the RF functions relating to fast frequency hopping spread
spectrum (F-FH-SS) modulation.

2.1.2. Baseband Layer

The baseband layer processes digital data for a number of functions pertain-
ing to packetization, error control, security and channel filtering. It also 
performs a number of other functions related to frequency hopping spread
spectrum technique.

2.1.3. Link Management Protocol (LMP)

LMP takes care of the physical mapping of the logical channels by resource
management of the physical link. It assigns and terminates channels on the
physical link in response to requests from the logical link control and adap-
tation layer (L2CAP) above.

2.1.4. Logical Link Control and Adaptation Protocol Layer (L2CAP)

This layer establishes, manages, and terminates logical connections for appli-
cations. It takes care of such details as QoS requirements of data, adaptation
of data between application and baseband formats by providing segmentation
and reassembly. L2CAP provides the capability of multiplexing by defining
multiple channels, with each channel having a source/destination address 
pair, QoS tag and protocol. Bluetooth is a complete network architecture
within its scope and specifies a mechanism for defining new application
program interfaces (APIs). Two generic APIs provided by the network are
telephony control protocol specification (TCS) and service discovery protocol
(SDP) [2].

2.1.5. Bluetooth Profiles

The v1.1 defines 13 profiles [3] to imbed flexibility in the protocol architecture
above the PHY and DLC layers. Later versions have standardized the incor-
poration of profiles so that a common framework is available for future profile
development. Here’s a brief definition of some important profiles.

2.1.5.1. Generic Access Profile (GAP). The GAP reflects the original goals
and bare minimum protocol stack to be implemented in any Bluetooth-
compliant device. Its purpose is to allow a Bluetooth device the ability to
connect to another Bluetooth device without having any knowledge about the
specific profiles available in that device. GAP is mandatory for Bluetooth com-
pliance. Figure 2-2 shows a schematic for this profile.
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2.1.5.2. Service Discovery Application Profile (SDAP). This profile is
designed for searching application services for Bluetooth devices. A required
application, the service discovery user application uses SDP for general and
specific known services search. Figure 2-3 shows a protocol stack for this
profile [26]. Other profiles include the cordless telephony profile, intercom
profile, serial port profile (emulating EIA-232 signaling with data rates of 128
kbps), headset profile, dial-up networking profile, fax profile, LAC access
profile (using PPP above RFCOMM and SDP, a Bluetooth station that acts as
a LAN station), generic object exchange profile (GOEP) using IrDA’s OBEX
and serial port profile, object push profile for small objects, file transfer profile,
and synchronization profiles, used with GOEP. Figure 2-4 shows a grouping of
various profiles [4].

2.2. IEEE 802.11

The IEEE 802.11 is an evolving standard and has a number of extensions at
all levels. The basic network architecture as given in the original standard is
depicted in Figure 2-5. The LLC is not part of the original IEEE 802.11 stan-
dard and is the same as Ethernet LLC, that is, IEEE 802.2.
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2.2.1. Physical Layer (PHY)

The PHY is divided into two sublayers, physical medium dependent (PMD)
and physical layer convergence protocol (PLCP). PMD specifies functions,
procedures and services for a variety of physical media (media here refers to
spectrum plus signal conditioning) [5]. The original IEEE 802.11 defines three
PHYs, two based on 2.4GHz ISM band and one based on diffused infra-red
radiation. All three provide a channel rate of up to 2Mbps. Later extensions
define three more PHYs: IEEE 802.11b, using 2.4GHz spectrum for a
maximum channel rate of 11Mbps; IEEE 802.11a, using 5.7GHz spectrum for
a maximum rate of 54Mbps; and IEEE 802.11g, using 2.4GHz spectrum for a
maximum channel rate of 54Mbps.

2.2.1.1. Physical Medium Dependent (PMD) Sublayer. The PMD sub-
layer defines and specifies functions related to one particular PHY. Therefore,
each of the six PHYs defined in this network architecture has an associated
PMD. The PMD defines signal conditioning parameters, such as modulation
and channel coding (if used) or pulse structure in case of baseband transmis-
sion. For PHY using spread spectrum technologies, PMD defines the exact
spreading codes and spreading and despreading mechanisms. Transmission
power levels are sensed by this layer if needed, for example, in clear channel
assessment (CCA).

2.2.1.2. Physical Layer Convergence Protocol (PLCP). The PLCP takes
care of the differences among various PHYs to provide a packet to the MAC
layer so that the MAC packet format does not depend on a particular PMD
sublayer. It might sound like an inter-operability function, but it is not. Inter-
operability of two different PHY layers would require a function for convert-
ing signal format from one type of PHY to another.This is not the job of PLCP.
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It simply liberates the MAC sublayer from having the knowledge of the PMD
sublayer. PMDs are inter-operable if they use the same or compatible signal-
ing schemes, that is, IEEE 802.11g, b, and IEEE 802.11, using direct sequence
spread spectrum (DSSS). An international industry group, the Wi-Fi Forum,
has evolved for certifying the products based on the IEEE 802.11 standards.
It has been very successful and has certified well over 1000 products since
March 2000. A list of the Wi-Fi certified products is available on its website,
www.wi-fi.org

2.2.2. Medium Access Control (MAC) Sublayer

The MAC sublayer is defined as part of the IEEE 802.11 original standard.
Later PHY versions use the same MAC. An enhancement, IEEE 80.11e, is in
progress, for providing compatibility with QoS definitions of Internet and Eth-
ernet (IEEE 802.1D).The original MAC was designed using the same channel
access mechanism that Ethernet uses (CSMA). However, Ethernet employs a
collision-detection mechanism, which cannot be implemented efficiently in a
wireless medium. A slightly changed mechanism based on collision avoidance
(CA) is specified. Collision is avoided by requiring a station to always wait for
a time called interframe spacing (IFS) if the channel is idle. By allocating
various values to IFSs, priority can be given to one station over the other.

The MAC standard requires CSMA/CA to be implemented in every station
and access point. Thus CSMA/CA is a part of a distributed coordination func-
tion (DCF). Another coordination function, called point coordination func-
tion (PCF), can be implemented in an access point. An access point that uses
PCF could implement channel access mechanism by reserving time for polling
stations for data. The original intention for including PCF was to give reser-
vation and priority mechanism for voice and other delay-sensitive traffic.
When PCF is implemented and used, it defines a superframe of MAC proto-
cols consisting of a repetitive cycle of collision free period (CFP) and con-
tention period (CP). However, due to a lack of implementation of PCF and
owing to many studies, the IEEE 802.11e group was created to come up with
new specs for multimedia capable MAC. This task group is considering mod-
ified DCF, called enhanced DCF (EDCH), to provide service differentiation
capability along with a hybrid coordination function (HCF) to replace PCF.
More on the IEEE 802.11e is available in Chapter 5 on MAC for WLANs.
Along with mechanisms for channel and multiple access, the MAC specifica-
tions provide mechanisms for privacy and security, power conservation, and
mobility management.

2.2.2.1. Contention Windows. Even though the CSMA/CA is employed for
contention resolution, the possibility of collision still remains. One or more
stations sensing the channel simultaneously could find the channel busy. If they
wait for the channel to become idle before they can initiate their IFS timers,
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chances are that some of the timers will expire simultaneously, allowing for
simultaneous packet transmissions, causing a packet collision. To avoid such
situations, the standard defines two concepts; random backoff and contention
window.The random backoff time is also called binary exponential backoff and
it is a random time between 0 and some maximum called contention window
(CW). If a station has to backoff more than once, then every next time, the
value of the contention window is doubled from the previous. This can happen
between two limits, CWmin and CWmax. The selection of a random value of the
backoff time randomizes the initialization of timers, hence reducing the 
possibility of collisions. Figure 2-6 shows this concept.

2.2.3. Layer and Station Management Planes

The layer management planes contain the layer management entities (LMEs)
and management information base (MIB) for the respective layers. The MIBs
have a list of layer parameters and value of different attributes. For example,
the IFS is a function of PHY type and the MIB stores values of different IFSs
for each type of PHY in PHY MIB and the values of different types of 
IFSs for a given PHY in the MAC MIB. Contention windows are also given
values for their maximum and minimum attributes. The station management
allows layer management entities to share data.
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2.3. HIPERLAN/2

In this section, we will discuss the protocol reference architecture of HIPER-
LAN/2. HIPERLAN/2 is one of the four standards specified by ETSI to
provide a concatenation of interoperable technologies from home or hotspot
through cellular data networks (specifically, 3G) to an ATM backbone. The
scope of HIPERLAN/2 is to provide an infrastructure or ad hoc wireless 
networks with low mobility (generally <1.5m/s) and small radius (generally
<50m). Completed in 1996 by the ETSI committee RES 10, the standard is
‘allocated’ the license-free band in the range 5.15–5.25GHz, with an extension
to 5.35GHz in some countries. This is in consonance with allocations in Japan
and the United States for similar WLAN architectures.

One of the main strengths of its predecessor HPERLAN/1 is the support
of isochronous traffic with low latency (32kbps audio with 10ns and 2Mbps
video with 100ns). However, HIPERLAN/1 seems to be losing the steam in
favor of IEEE 802.11. The HIPERLAN/2 is the second of the four standards
completing the broadband radio access network (BRAN). The other three 
are: the original HIPERLAN/1, HIPERLAN/3 (Remote ATM access), and
HIPERLAN/4 (ATM interconnect). As shown in Figure 2-7, and also
explained in several papers [6], the standards go beyond the typical local area
network definition and defines three layers. The following is a functional
description of each layer and some of their components.

2.3.1. Physical Layer

This layer provides the standard OSI-RM PHY functions including RF 
interface to the medium modulation (OFDM) for combating multipath and
several types of modulation for a variety of channel rates [7]. The PHY uses
TDMA/TDD for bandwidth management [8]. Forward error correction helps
the network meet more than one channel scenario. The PHY overview of the
standard a given by ETSI is summarized at http://portal.etsi.org/bran/kta/
Hiperlan/hiperlan2tech.asp
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In addition to the typical MAC functions, this sublayer also provides some
functions unique to HIPERLAN/2. One example of such functions is link
adaptation.

2.3.1.1. Link Adaptation. HIPERLAN PHY specifies mechanisms that can
be used to design link adaptation algorithms. The standard allows for an MT
and AP convey information about the channel clarity in an uplink or a down-
link direction. The measurements can be made by MT and AP, but the 
decision to change the channel is in control of the AP.

2.3.2. Data Link Control Layer

HIPERLAN/2 has a rather complex DLC layer that is divided into many func-
tions, as shown in Figure 2-7. Here’s a definition of each sublayer and their
functions.

2.3.2.1. MAC. MAC sublayer provides the main functions of channel access
and multiple access. Channel access is provided through contention in chan-
nels dedicated for this purpose. Multiple access is provided through slotted
frame, with a user data frame carrying 48 bytes of user data along with 6 bytes
of overhead [9].

2.3.2.2. Radio Link Control (RLC). The RLC performs several tasks, such
as association control function (ACF), radio resource control (RRC) func-
tion, handover support, power saving, and DLC connection control (DCC)
[10]. ACF provides authentication and association capabilities. The standard
requires the implementation of DES and it could optionally be used by ACF
[11]. RRC is responsible for the efficient use of the available bandwidth. It
provides measurement capability for signal-to-noise ratio (SNR) to be used
for handover, association, link adaptation, and dynamic frequency selection
(DFS).

2.3.2.3. Dynamic Frequency Selection (DFS). DFS is a carrier/channel
selection mechanism employed by access point (AP) whereby an AP scans
through all the available channels when it needs to allocate one to an MT. It
allocates the clearest available channel, thus minimizing the overall interfer-
ence among the active calls. Due to DFS, an MT does not have to look for a
clear channel as in some other wireless systems. A group of APs can share
channels and use DFS to provide the best possible channels to the users in the
group.

Three types of measurements can be performed: (1) own channel quality,
(2) measurement of interference (by shutting down own and MTs transmis-
sions for a brief time), and (3) measurements of other channels to assist in
handover. Each MT must have an RLC instance identified by a MAC ID. DCC
is responsible for connection setup and release. A call reference ID is used in
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the DLC connection setup request message to create a relation with the higher
level protocols.

2.3.2.4. Error Control (EC). EC specifies the use of selective reject ARQ.
Additional forward error correction (FEC) can be added. Due to the special
nature of selective reject ARQ, three types of messages are defined: (1) for
accumulative acknowledgement, (2) for selective request for repeat, and (3)
for accumulative discard (serial numbers of the message below which all mes-
sages have been discarded, which could happen due to some timer expiry or
after certain maximum number of transmissions). Each EC instance is identi-
fied as part of a DLC connection ID.

2.3.3. Convergence Layer (CL)

The basic function of the CL is to provide HIPERLAN/2 DLC and PHY to
other existing networks, such as ATM, IP, IEEE 1394 and Ethernet (IEEE
802.3). It does so by providing DLC services to higher-layer data and con-
verting higher-layer packets into DLC data format for transmission within
HIPERLAN/2 (segmentation and re-assembly). A CL is needed for every
higher-level network, as shown in Figure 2-8.

Convergence layers for Ethernet, IP, ATM, 3G UMTS, PPP and IEEE 1394
( firewire) [12] have been specified. As seen in Figure 2-8, the CL is of two
types, packet-based and cell-based. The packet-based CL provides conver-
gence to and from PPP (for IP), IEEE 1394, and so on. The cell-based CL is
for ATM connectivity. The packet-based CL is divided into two parts/sublay-
ers. One of these sublayers provides functions common to all packet-based
CLs and is called packet-based convergence layer common part. The other
sublayer provides functions specific to one particular higher-level protocol,
and consequently is called service-specific convergence sublayer (SSCS). A dif-

34 REFERENCE ARCHITECTURES FOR WIRELESS DATA NETWORKS

Physical 

Data Link Control 

Cell-based

ATM …

…

Higher Level Protocols. 

Packet-based

IP Ethernet
…

Figure 2-8. HIPERLAN convergence layer.

TEAM LinG



ferent SSCS is needed for each higher-layer protocol to provide the relevant
functions. For example, the SSCS for IEEE 1394 provides bandwidth reserva-
tion mapping, address mapping, channel mapping and self-id emulation from
IEEE 1394 to HIPERLAN/2, in addition to IEEE 1394 clock distribution and
time stamp processing. Similarly, the Ethernet SSCS adapts the Ethernet
packets and QoS to HIPERLAN/2. Best effort is mandatory, while IEEE
802.1P prioritization is an option [13].

2.4. BROADBAND WIRELESS ACCESS NETWORKS

In this category, we have chosen the IEEE 802.16 and IEEE 802.20 recom-
mendations.2 The fixed wireless access implies lack of mobility, even though
that is not the case in the broadband wireless access. In any wireless network,
some mobility can be handled simply because the signal is available in a three-
dimensional geographical area (shown as inherent mobility in Figure 2-9). A
wireless terminal connected to another wireless terminal or a basestation
tower can move around as long as both stay within the same antenna beam.
The question of mobility becomes critical when a station moves out of the
current antenna range from which it was receiving signal or to which it was
sending signal. Figure 2-9 shows these two mobility types, the former as inher-
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ent mobility and the latter as managed mobility.When we talk about fixed wire-
less networks, we usually imply the absence of managed mobility. The reason
we call this type of mobility as managed mobility is because a network infra-
structure other than signal coverage is required to handle this type of mobil-
ity, with functions such as registration, call routing, and forwarding and
inter-system communications.

The IEEE 802.16 and IEEE 802.16s suite of standards provide point-to-
multipoint and mesh architectures in the frequency range of 10–66GHz and
2–11GHz, respectively. With a data rate in excess of 120Mbps, a large number
of users can be simultaneously accommodated using TDMA in a large cover-
age area (about 50km for IEEE 802.16a). A working group IEEE 802.16e is
considering adding mobility to the standard for providing IEEE 802.16 serv-
ices to vehicles within the basestation coverage area. An international forum
(WiMAX) is aggressively addressing interoperability issues. IEEE document
[14] provides some parameters for co-existence simulation for the cellular and
mesh architectures in the 2–11GHz range. The following discussion is based
on [15] and Figure 2-10 showing the user plane of protocol architecture.

2.4.1. The User Plane

The data plane consists of the equivalent of PHY and DLC and defines three
sublayers with the medium access control (MAC).

2.4.2. MAC Layer

The IEEE 802.16 MAC layer provides the dual capability of allowing multi-
ple network types to use this layer to share the systems bandwidth in a secure
fashion. The three italicized terms define three sublayers of MAC.
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2.4.2.1. Convergence Sublayer (CS). Called service specific convergence
sublayer in Figure 2-10, this sublayer is responsible for freeing the MAC
common part from the details of the higher layer protocols using the 
IEEE 802.16 MAC services. ATM as well as packet convergence layers are
included in this specification to provide a broad spectrum of higher-level 
connectivity.

2.4.2.2. MAC Common Part Sublayer (CPS). The CPS provides the core
MAC services in the form of a connection-oriented point to multipoint trans-
mission with channel access and bandwidth sharing. It employs time division
duplexing (TDD) and frequency division duplexing (FDD) so that an FDD
channel could be used by many stations in a sector.3 The multiple access 
mechanism employed is TDMA and bandwidth is allocated in three ways,
contention, polling and unsolicited reservation.

The MAC is designed for a multiple-sector network layout with all stations
in a sector scanning all signals to check if they are the intended recipients of
a segment of data.

2.4.2.3. Privacy Sublayer. As expected, this sublayer provides mechanisms
for authentication, key-sharing and encryption.

2.4.3. PHY

The MAC sublayer is defined to work at the top of any PHY in the 11–66GHz
range. The standard requires two modulations (QPSK and 16-QAM) to be
mandatory and 64-QAM as an option. Power density is limited to a maximum
of 14dBW/MHz for the base station and 30dBW/MHz for the subscriber
station. Since many different PHYs are possible in this range of spectrum, the
actual PHY will have two parts: the PMD, for medium specific functions, and
PLCP, for convergence to a common MAC.

2.4.4. IEEE 802.16a

This specification [16] is an amendment to the original standard. It proposes
changes at both layers (PHY and MAC). It allows for the PHYs below 11GHz
(2–11GHz), thus relaxing the condition of line-of-sight. However, due to losses
at these frequencies, power management mechanisms are enhanced.The MAC
enhancements deal with the need of ARQ to enhance the link reliability. A
mesh topology is allowed for multipoint-to-multipoint transmission.The effect
of mesh topology is that a distributed scheduling mechanism is required
because the nodes do not communicate solely with the base stations. A 
subscriber station may take part in packet forwarding to act as a part of a
neighborhood.
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New PHYs for licensed and license-exempt bands at 2–11GHz have been
specified with the following characteristics: single carrier, OFDM and
OFDMA for licensed bands, and one based on license-exempt band [17].

2.4.5. Mobile Broadband Wireless Access (MBWA) Network

The broadband fixed wireless access specified in IEEE 802.16 allows inherent
mobility only. Another task group within 802.16, that is, IEEE 802.16e, is
working on recommendations for adding managed mobility with up to vehi-
cular speeds. This group, formed in December 2002, is expected to have the
standard ready by the end of 2004. During this time, a new initiative, supported
by IEEE by forming the group IEEE 802.20, has started looking for a new
network architecture for mobile broadband access networks with very high
mobility (up to 250km).A second difference between IEEE 802.16e and IEEE
802.20 (other than magnitude of mobility) is that the latter is going to be 
specified for less than 3.5GHz spectrum.

The reference architecture of the IEEE 802.20 may look similar to the
IEEE 802.16 network and other IEEE 802 standards [18]. The main differ-
ences will be with PHY and mobility management.

2.5. CELLULAR DATA NETWORKS

Data transmission over cellular systems has seen major breakthroughs in
recent years.4 Over thirty years of mobile cellular networks advancements
have culminated in the form of third-generation (3G) systems, with umbrella
name of IMT-2000 under ITU banner and various other names in some other
parts of the world. Even though the IMT-2000 systems were not all evolution,
they are regarded so due to intermediate IP-based architectures between the
3G and 2G digital systems. It is understood by the cellular networking com-
munity that the most important part of the earlier generations core networks
(signaling system) will be entirely removed in the near-future releases of the
3G systems. We will concern ourselves with the protocol architecture of only
the latest or proposed, with a note on how they evolved. However, before we
do that, we will discuss two points about cellular systems. The first point deals
with the main difference between EU and North American specifications of
cellular networks, and the second deals with the question of why we could not
get as high data rates from the cellular network using voice-grade modems as
we do from the PSTN, with the same signaling core.

2.5.1. North American and European Cellular Networks

Cellular networks consist of a core part and an air interface. Most of the 
technologies that we compare are really related to the air interface. This is no
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coincidence, as the mobility and wireless nature of the medium impacts the
air interface most. Roughly, the air interface as equivalent to the three bottom
layers of the OSI-RM [19]. The core network is hidden from the user and 
is as secure and reliable as the PSTN, because traditionally, it has been 
PSTN.

In the United States, the specification of core network has been standard-
ized as interim system 41 (IS-41, ANSI-41) and we have seen various releases
of IS-41. Release B made major strides toward digital systems, while Release
C is the current one and used in 3G systems. Throughout much of the North
America, IS-41 is the open standard for the core network but there is no ‘offi-
cially’ standardized open air interface. Consequently, a number of air inter-
faces have been deployed, for example, analog based on FDMA (1G), digital
based of TDMA (variety of standards, e.g., IS-54, IS-136, even GSM) and
digital based on CDMA (IS-95). The European Union, however, partially
learning from the American experience of IS-54, and partially due to interna-
tional roaming as a major goal, decided to standardize both the core networks
(GSM MAP) as well as the air interface. Together, the EU system has been
called GSM up until 2G. Of course, there are other major differences, for
instance, spectrum allocation, voice coding, and so forth. However, these are
major philosophical differences in technology.

2.5.2. Voice-Grade Modems

We have seen some major breakthroughs in speeds of voice-grade modems
used over PSTN, yet we do not have the same performance available for voice-
grade cellular networks. There are two reasons for this, which can be consid-
ered critical. First is the voice coding schemes used in the two types of
networks. PSTN internally uses 64kbps PCM, which is a waveform coding and
results in not only a clear vice reception (4.3 MOS), but also in a received
signal that is a very good replica of the transmitted signal. By contrast, the 
cellular systems, focused on bandwidth, use bandwidth-saving coding, mecha-
nisms with data compression, and low-bit rate modeling techniques. In some
such coding mechanisms (CELP), the original signal waveform is not trans-
mitted; instead one of the specified codes from a code book is transmitted.The
resulting received signal is not as good a reproduction of the transmitted signal
as PCM. A second major reason is that the wireless channel introduces mul-
tipath, fading, and interference, all non-existent in PSTN. This is in addition to
Doppler effect due to mobile station and surrounding mobility. Equalization
and additional error-control mechanisms consume part of the spectrum, result-
ing in much slower modems.

With the onset of 3G, we can now talk about data transmission of the order
of several hundred kbps and even Mbps in fully mobile cellular networks.
Therefore, we will focus only on 3G and beyond, sometimes referred to as 3G+.
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2.5.3. Relative Look at Cellular Network Generations

Figure 2-11 [20] shows a relation of current 3G UMTS (also called WCDMA)
air interface with past and future EU standards. Table 2.1 shows an evolution
of data rates for various generations [21].

Two industry and standards organizations agreements, the third-generation
partnership project (3GPP) and 3GPP2 to have interoperable implementa-
tions of the 3G cellular systems, have received much attention from standards
associations, operators, and special interest groups. 3GPP is based mainly on
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Figure 2-11. Evolution from second- to third-generation and beyond.

TABLE 2.1. Data Rates for Various Cellular Technologies

Technology Data rate Remarks

GSM 9.6 or 14.4kbps Circuit switched (C/S), 2G
GSM 28.8 to 56kbps High-speed C/S, 2G
GPRS (GSM) Up to more than 150kbps IP and X.25 Packet Data
EDGE (GSM) 384kbps Packet data, 2.5G
IS-136 9.6kbps C/S, 2G
EDGE (IS-136) 384kbps Packet data, 2.5G
CDMA 9.6 or 14.4kbps C/S, 2G
IS-95B (CDMA) 64kbps Packet data, 2.5G
cdma2000 (1XRTT) 144kbps IP, 3G
WCDMA/WTDMA 2Mbps indoor, IP, 3G
cdma2000 (3XRTT) 144kbps and 2Mbps IP, 2Mbps indoor, 3G
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WCDMA (the EU camp) and the 3GPP2 is based on the cdma2000 (North
America) air interfaces. Figure 2-12 shows the air interface protocol stack for
the 3GPP2 [22] all-IP option for 1xEV_DO.

Actual deployment (and even specification of an all-IP network is for the
future, but there is general agreement that IP is the future and endeavors in
this direction will continue [23]. Figure 2-13 shows the all-IP air interface for
Moby Dick, a 3GPP architecture proposal [24]. Note that there is no final
version of the all-IP architecture available at this time. The UMTS (GSM-
based GERAN and the new W-CDMA) had four revisions already (R99, R3,
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R4 and R5) and several proposals for R6 are under review. It is expected to
have R6 either entirely IP based or closest possible.

A Chinese proposal for TD-SCDMA (TDD-synchronous CDMA) is at a
very elementary stage. Discussions on greater detail of 3G architecture can be
seen in chapters 7 and 8.

2.5.4. Core Network

The core network for GSM and its advancements, originally based on an appli-
cation layer (mobile application part – MAP), added to the PSTN signaling
protocol the common channel signaling system number 7 (SS7). In North
America, IS-41 is the core network, using the North American version of SS7
with mobile part added for cellular service. Due to its circuit-switched nature,
the core network up until 2.5 generations (2.5G) has not been very efficient
for data transmission.6

The 2.5G systems added packet-based service nodes to the 2G infrastruc-
ture to provide IP-like functionality with 56–150kbps data rates. The general
packet radio system (GPRS) is such a network. 3G core networks were 
initially an extension of the GPRS core network. Figure 2-14 shows its archi-
tecture for user data plane [25].
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New network databases (e.g., gateway location register – GLR) were
defined in the 3G network, in addition to the existing databases in GSM and
GPRS (not discussed in this chapter.

2.6. SUMMARY

In this chapter we gave a brief account of the protocol architectures of some
wireless data networks. Following this chapter, we will discuss each type of the
network in greater detail. The wireless data networks can now be deployed
covering a very small area (WPAN) to a very large area (e.g., UMTS). Some
latest developments, for example, the ultrawide band (UWB), have made it
possible to have wide area wireless data network coverage from desktop to
vehicular speeds without any cables.A desktop can be connected to its periph-
erals, via a wireless PAN, to other machines in the vicinity through wireless
LANs, to the ISP through wireless broadband access, and can get mobility
services through cellular data connection or, in the future, through a mobile
wireless broadband access network.
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CHAPTER 3

COMPONENTS OF A WIRELESS LAN

The meanings of a network are different for different people. For a user, the
application is the network. For communications engineer, the physical layer is
the network. For network engineer, it is usually layers above the physical layer
that constitute much of the networking function. When making standards to
specify various components of a network, a standards agency has to keep all
types of people in mind. Obviously, this applies to wireless LANs as well.These
days, standardization of networking protocols is influenced more and more by
user participation. Some standards agencies include users as members to get
the essential feedback for the network applications. This has resulted in more
comprehensive standards for modern networks as compared to the past. The
standards for WLANs, for example, depart from their wired predecessors in
many ways. As an example, prioritization of user traffic is an add-on for 
Ethernet, while it is built-in in many wireless LAN (WLAN) standards.

These and other reasons have rendered WLANs much more complex
systems than their fixed counterparts. In this chapter, we will discuss generic
components of a WLAN. Standards are, then, a projection to these generic
components. Since the wired LANs, especially the Ethernet, are established
already and many of their features are emulated in WLANs, a good reference
point for discussion would be the wired LANs. We will begin this chapter with
a brief discussion on the components of a wired LAN in the next section. This
would be followed by sections outlining the differences and similarities
between the wired and wireless LANs. Later sections will summarize the dis-
cussion into a list of components for a typical WLAN.

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.
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3.1. LOCAL AREA NETWORKS (LANS)

Local Area Networks [3,6] are networks interconnecting a few devices using
software and hardware components and the network capacity. LANs can be
extended in many ways.The simplest way to extend a LAN used to be by using
repeaters, without changing its characteristics. There are usually a limited
number of repeaters used for this purpose. Alternatively, they could be
extended through a device called bridge, which could limit the capacity sharing
capability between the bridged LANs. Thus the bridge would not allow a
packet be transmitted across itself if it is not addressed to a station in the LAN
across. These days, hierarchical LAN extension is the best way of expanding a
local area network. In this mechanism, hubs are used as concentrators of net-
worked stations as well as other hubs. Thus, a hub can be used to make one
LAN connect to another hub with another LAN, and so on. LANs can be
extended through metropolitan and wide area networks. This extension limits
the sharing capability tremendously, by restraining much of the hardware
sharing. The hierarchy of these extension mechanisms is shown in Figure 3-1.

As seen from Figure 3-1, the LANs are responsible for maximum sharing
among the connected devices.When we translate this application of LANs into
networking functions, we can get an idea that LANs require:

1. A way of interconnection, so that sharing and addressing is possible
without a complex mechanism;

2. A medium specification, so that a certain minimum capacity is available
for sharing;

3. Physical layer mechanisms, for signal representation and transmission of
data;
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4. Data link control (DLC) layer mechanisms, specific to the unlimited
sharing mechanisms;

5. Either be interconnected via a WAN/MAN for allowing applications to
exchange data, or have such capability; and

6. Have traffic differentiation capability if it is going to be used for multi-
media.

These requirements translate into the following components.

3.1.1. LAN Interconnection (Topology)

The devices connected via a LAN could have many types of interconnection,
such as a star, bus, ring or a tree. In a star LAN, all devices communicate
through a central device, variously called a switch, hub, or a concentrator. This
central device provides a path for signals from any device to any other device.
If it is a switch, it performs the capacity management function as well. If it is
an active hub, it performs the repeater function as well. If it is a passive hub,
then it simply provides a physical interconnection without dealing with the
signals. Figure 3-2a shows such as an interconnection.

A bus interconnection is rather simple. All LAN devices are connected 
to a single cable, and therefore exchange data through this cable. The two 
ends of the cable are terminated so that the signal does not reflect back to
interfere with itself in the cable, as shown in Figure 3-2b. A ring interconnec-
tion is like bus, except that the two end of the bus are joined together to allow
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circulation of packets, as shown in Figure 3-2c. Finally, a tree intercon-
nection could be imagined as being a star of bus topologies, not shown in
Figure 3-2.

3.1.2. Addressing Mechanisms

Each station needs an identification to recognize packets addressed to it. In
fact, the actual number of addresses could be more than one. There are a
minimum of two addresses required to identify each device on a LAN, a
unicast address for packets addressed exclusively to the device and a broad-
cast address for packets addressed to everyone on the LAN. Additional mul-
ticast addresses may be needed if a terminal belongs to one or more multicast
groups. Figure 3-3 shows the use of these addresses.

3.1.3. Medium Specification

LANs usually require high bandwidth media. Sophisticated signaling tech-
niques are used in the transceiver design in order to get maximum data rate
from the available bandwidth. Usually, a cable is part of a LAN standard so

50 COMPONENTS OF A WIRELESS LAN

(a) (b)

(c)

Figure 3-3. (a) Unicast addressing; (b) Multicast addressing; (c) Broadcast addressing.

TEAM LinG



that a certain bit rate is guaranteed. Many times we recognize LANs from their
cable types (twisted copper pair, coaxial, optical fiber) and sometimes from
the bit rate (10Mbps, 100Mbps).

3.1.4. Physical Layer Mechanisms

The physical layer mechanisms of LANs are specified in terms of the PHY
standards. Since there are many types of cables used, sometimes the PHY spec-
ification is broken down into two groups, one taking care of the medium-
dependent characteristics and the other taking care of the transmission
characteristics of the layer above the PHY. The former is called physical layer
medium-dependent (PMD) sublayer and the later is called physical layer con-
vergence procedures (PLCP) sublayer.

3.1.5. Data Link Control Layer

For a reliable logical connection between two stations on a LAN, a DLC 
layer specification is included in the standards. Part of the responsibilities of
DLC layer is to allow fair and efficient bandwidth sharing among all stations
because only one point-to-point connection is available at a time. In fact, this
responsibility is the defining characteristic of LANs and is handled by the
medium access control (MAC) sublayer. The result of a separate sublayer for
medium access control is that LANs using MAC divide the DLC function into
MAC and another sublayer for standard DLC functions. The other sublayer
is called logical link control (LLC) sublayer in IEEE standards. This division
of DLC layer into two sublayers allows the use of a common LLC above LANs
with various MAC sublayers. The IEEE committee 802 [1] has defined MAC
sublayers in recommendations IEEE 802.3 (Ethernet, CSMA/CD), IEEE
802.4 (Token Bus) and IEEE 802.5 (Token Ring) and many others. These
MAC standards use a common LLC defined in IEEE 802.2.

3.1.6. Traffic Differentiation

As the demand for multimedia over LANs increases, several options have
been brought about by new standards to be implemented in addition to the
PHY and DLC layers of a LAN. These include call admission architectures,
such as H.323, and user priorities definitions such as IEEE802.1P. Since these
standards are not a part of any LAN, their compliance is not mandatory. We
can safely say that the fixed LANs are not multimedia capable in the generic
sense.

3.1.7. WAN/LAN Connection

Typically, the WAN/LAN connection is controlled by WANs. The Internet, for
example, has a protocol defined for the routers to ask all LAN devices to 
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register their LAN address with the router (router being a WAN device). This
protocol is called the address resolution protocol (ARP) and could have its
mirror image (called reverse ARP or RARP) to help LAN devices enquire
their WAN address from a router. Enough intelligence does not exist in wired
LANs to route packets among several LANs through a bridging function. A
router is essential for wide area connectivity of several LANs.

3.2. WIRELESS LAN COMPONENTS

Wired and wireless LANs are similar in terms of their applications and
network architecture. The main applications of both relate to hardware and
software resource sharing, and high-speed access to some metropolitan or
wide area network. The main architectural components consist of the 
capabilities of medium sharing, signal transmission and link management.
However, there are subtle differences in the ways that these functions ought
to be realized in the two LAN types. In this section, we discuss the compo-
nents of a WLAN [2,4,5] with reference to their architecture.

3.2.1. Physical Layer Components

The physical layer is the most complex layer of any network architecture.
It deals with the mechanical, electrical, functional, procedural, and signal-
transmission characteristics of the physical interface between a terminal and
network. These interface characteristics are specified in the form of many
rules, functions, and components. Here is a list of some important components.

3.2.1.1. Station Types. Many wireless networks define terminals with spe-
cific characteristics. Among the factors that contribute in classifying a station
are:

1. Whether it is a source/sink of data or a relay station or combination. The
access point in IEEE 802.11 WLANs is an example of a station that is
not a source or sink of data, but only a relay station.

2. What type of data are transmitted/received by a terminal, such as voice,
video, store-and-forward (SAF) data.The SAF type of information is the
one that could use variable delay to its advantage, such as in flow and
error control procedures.

3. Whether it provides full functionality or partial.
4. Sometimes there are stations that have more information available

about the resource/link condition than other stations. Such stations could
be regarded as intelligent wireless terminals.

5. In wireless LANs, a terminal could temporarily disappear from some
other terminals due to the wireless signal not being able to reach 
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everywhere in the covered area. Such a terminal is called as hidden 
terminal.

3.2.1.2. Channel Media. Channel media are an essential part of a LAN spec-
ification, as they define the bandwidth and geographical span of the LAN. The
wireless channel media exist in the form of frequency windows allocated by
regulating agencies. The WLANs are generally designed in the ISM bands.
These bands are regulated for the amount of radiation per device. This makes
such bands vulnerable to both involuntary and malicious interference. Even
though radio frequency covers a wide range, the regulated spectrum is hardly
above 300GHz. Therefore, the use of an unregulated part of the spectrum,
especially optical communication, is another possible medium. In summary,
there could be four types of channel media, at least in theory:

1. The unlicensed ISM band.
2. Licensed bands, such as broadband access bands (LMDS, MMDS) and

18GHz band, used in some commercial wireless products.
3. Unregulated bands, such as above 300GHz.
4. Visible or invisible light, such as infrared.

Due to the popularity of the license-free bands, more than one band are allo-
cated for ISM and more bandwidth could be expected in future. For example,
ISM is allocated in the 900MHz, 2.4GHz and 5.7GHz (USA) or 5.2GHz (EU)
ranges. Since anyone can generate radiation in these bands, special 
interference-combatting techniques are required for successful data transmis-
sion. There are many such techniques available in practice, each defining a dif-
ferent channel medium. Therefore, we can say that the channel media within
the ISM band could be specified in terms of:

1. The ISM band, e.g., 900MHz, 2.4GHz or 5GHz.
2. Interference rejection mechanisms, e.g., many types of spread spectrum

communications. Figure 3-4 summarizes the above discussion.

3.2.1.3. Physical Link. Since the wireless channel is a shared medium, the
physical link between two stations in a WLAN could be defined in more than
one ways. Two such mechanisms were discussed in Chapter 1, in the form of
ah hoc and infrastructure LANs. In ad hoc LANs the wireless link is estab-
lished between the wireless terminals directly, whereas in infrastructure LANs,
the link is established through a central point, the access point (AP).

3.2.1.4. Signal Conditioning. The signal conditioning is done to maximize
the bandwidth utilization and make it possible for the receiver to easily rec-
ognize signals. In fixed LANs, baseband modulation schemes, such as NRZ-I,
Manchester, and differential Manchester, can easily achieve the goals. How-
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ever, wireless channels can’t usually use baseband modulations because fre-
quencies close to zero Hz cannot travel through the wireless medium. In fact,
the interference-rejection mechanisms (IRM) mentioned in Figure 3-4 are part
of signal conditioning. We will have a brief discussion on these methods.

3.2.1.5. Interference-Reduction Mechanisms

Method 1: Limiting Radiation Power. This method is trivial in the sense
that it does not eliminate the problem of interference to a satisfactory level.
It helps in one way, that is, the signal energy in microwave bands (1–40GHz)
deteriorates quickly. By fixing the maximum radiation power the regulating
agencies make sure that a user will interfere only within a short area. In indoor
communications, the path loss exponent is between 3 to 5. That means, for a
distance of 100 times the reference distance, a 100mW (20dBm) signal will be
reduced to 20 - 10n log10(100), which is -60dBm or 10-6 mW for n = 4. This is
the effect of distance alone. High microwave frequencies further reduce the
power of the received signal.

Method 2: Using Spread Spectrum (SS) Techniques. Spread spectrum
techniques make it possible to detect a signal transmitted with power level
below the interference (or noise) power. It is made possible by spreading the
signal bandwidth in a unique way, known only to the intended recipient. This
serves more than just the interference-rejection properties; it also keeps out-
siders away. In fact, these mechanisms were employed in military communi-
cations equipment to combat jamming interference. There are a number of
ways to design SS techniques. Two of the more popular are direct sequence SS
(DSSS) and frequency hopping SS (FHSS).
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Direct Sequence Spread Spectrum (DSSS). In DSSS the spreading is done
for each bit of data. A bit is sliced into many pieces along the time axis, each
one called a chip. The number of chips per bit determines the additional band-
width needed for spreading. This number is sometimes called as processing
gain. The pattern of chips for a bit is fixed for all the bits of a user for a trans-
mission session. This pattern is called pseudo-random noise (PN) code. It is
known only to the intended user and appears as noise to others. Figure 3-5
shows the concept of DSSS.

Frequency Hopping Spread Spectrum (FHSS). In frequency hopping,
spreading may be done by dividing the wide channel bandwidth (BC) into
many narrow channels, say, each with a bandwidth close to the signal band-
width (BS). The signal is transmitted using one of the narrowband channels for
a short duration, after which this channel is replaced with another narrowband
channel, and so on. Thus, by changing the narrowband channel in a pattern
known only to the intended receiver, a frequency-hopping pattern is imple-
mented. This hopping is called fast frequency hopping if the channel hopping
speed is faster than the bit rate. In contrast, if more than one bit is transmit-
ted per narrowband channel, then we call it as slow frequency hopping spread
spectrum (SFH-SS).

The net effect of spreading is that the average signal power is divided all
over the wide channel bandwidth, making the signal low level, as depicted in
Figure 3-6.
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3.2.1.6. Modulation of Signals. Since wireless bandwidth and media act to
limit the WLAN data rates, efficient modulation techniques may be required
for radio frequency ranges. Modulation of baseband pulses serves many pur-
poses; namely,

1. Increasing the bandwidth efficiency by allowing multi-level modulation.
If a modulation scheme allows to choose one of the M symbols to be
transmitted in a certain duration, this equals to transmitting k = log2(M)
bits. In other words, the bit rate is k times the baud rate. M is chosen to
be a power of 2, that is, M = 2k, so that k is a whole number.

2. Baseband pulses attenuate more rapidly due to the presence of low-
frequency components. The power transmitted in lower frequencies is
wasted. By modulating signal to a carrier, power is shifted to carrier fre-
quency and its surrounding spectrum.

3. Many modern modulation schemes allow imbedding error-control mech-
anisms in them. An example is the family of trellis coded modulation
(TCM) schemes. This adds an error-control mechanism to modulation.

4. Modulation schemes are generally power efficient, which help prolong
the battery life, a feature not that important in fixed LANs.

5. Another source of power waste in baseband transmission is the abrupt
discontinuities in the pulses that induce power in very-high-frequency
components. These components may be filtered out at the receiver, thus
not being able to utilize energy they carry. Modulation schemes with con-
tinuous phase, such as minimum shift keying (MSK), leak minimum
power to these frequency components.

3.2.1.7. Data Transmission. The physical layer data consists of frames,
signals, and bits. In relatively new standards, only synchronous transmission is
recommended on the physical layer.The physical layer frame could be defined
separately for each media if several media could be used under a common
physical layer. Since WLANs are relatively new technologies, it is expected
that synchronous transmission of frames takes place between the two PHY
protocols through the radio frequency (RF) interface as against the asyn-
chronous transmission.

3.2.1.8. Convergence Procedures. Due to the possibility of having many
types of channel media, a single WLAN architecture may require separate pro-
tocol mechanisms, one for each of channel media. Due to a variety of possi-
ble media, the convergence procedures are essential for any standard.
Convergence functions are usually defined in the form of a convergence sub-
layer of the physical layer. It could have a frame format that takes care of the
details of individual physical medium dependent sublayers.

3.2.1.9. Rate Selection Capability. Many physical layer protocols provide
the capability of rate selection. This capability can be useful, as the wireless
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channel is generally unstable. Protocols can be made to fall back on lower rates
during error bursts and then come back to the high rates when the channel is
clear. If a station, such as a VoIP terminal, values quality more than the trans-
mission rate, it can make the right choice.

3.2.1.10. Synchronization, Flow and Error-Control Capabilities. Even
though PHY data exist at the signal level, the availability of a choice of channel
media and the convergence requirements significantly add to the complexity of
this layer. The resulting protocol data unit (PDU) consists of fixed or variable
length frames. It is then possible to add the functions related to reliable frame
exchange between two physical layers. In wireless media, this could be essen-
tial due to exaggerated channel errors as compared with wired media. In fact,
placing the complexity at this layer relieves the logical link layer of added func-
tionality for wireless networks. Consequently, a common LLC protocol can be
employed between a station in WLAN and another station in fixed LAN.

3.2.1.11. Physical Layer Management. The provision of the above func-
tions makes the physical layer a highly complex system. A large number of
physical and logical elements, associated procedures, and their interaction may
require many management functions to be included in a standard. These func-
tions could be used to generate system state report, to set or get values of
various parameters and even schedule changes in future. The physical layer
management protocols facilitate management and control of physical layer
parameters. It consists of a logical database defining management parameters
and a protocol that could allow the use of this database. Figure 3-7 shows the
physical layer management paradigm.
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3.2.2. Medium Access Control (MAC) Layer Components

The MAC layer defines the ‘personality’ of a local area network since the main
function of a LAN is to create a trust among the attached stations to share
capacity and other resources. As mentioned earlier, the MAC layer is one of
the two parts of what is called the data link control (DLC) layer in OSI ter-
minology. Due to this reason, sometimes it is called a sublayer of the DLC
layer. A MAC sublayer could consist of more than one sublayer. Any MAC
layer has two primary functions: channel access and multiple access. Due to
the wireless nature of the channel and due to the multimedia capability, other
important functions may be added. Here’s a brief list.

3.2.2.1. Network Configurations. Just as the physical layer defines station
types, the MAC layer could specify various types of network configurations.
These depend on the accessibility of the MAC layer protocol and the coordi-
nation among various stations. In wired networks, the network configuration
is a function of topology, while in WLANs configuration is a logical concept
to organize stations in identifiable groups. Though relatively new, this concept
does exist in fixed LANs and WANs as virtual LANs/WANs, such as defined
by IEEE 802.1Q standard for LANs and as virtual private networks (VPN) in
IP networks. The IEEE 802.11 Working Group has defined several types of
configurations that we will discuss in Chapter 5, on IEEE 802.11 MAC. These
include basic service set (BSS) and extended service set (ESS).

3.2.2.2. Channel Access. Since LANs are generally shared media networks,
a mechanism for channel access is required so that quick and fair access by all
stations is possible with priority where needed. Most of the channel access
mechanisms could be classified into one of the two types, contention based
and controlled. In contention-based access, the terminals contend for access
under a set of limitations. The mechanism with minimum amount of limita-
tions is called Aloha, in which every station assumes that the channel is avail-
able whenever needed. Naturally, this could lead to lowering of channel
utilization due to collision of data from simultaneous transmissions.A number
of access mechanisms have been developed over the past three decades that
relate with reducing the collisions and improving the throughput. Contention-
based access (also called random access) not only lowers the channel utiliza-
tion, but it also introduces variable delay that could result in jitter in real-time
applications. Let’s have a brief look at one of the random access mechanisms.

Carrier Sensing—Random Access. Ethernet uses carrier sense multiple
access with collision detection (CSMA/CD), which gives fairly high through-
puts as compared with Aloha and its variants. Carrier sensing ascertains that
the channel is idle and collision detection helps notify the stations of an
ongoing collision to avoid transmission. Though an extremely popular mech-
anism, it cannot be used efficiently for wireless LANs as collision detection
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requires energy levels higher than the peak voltage in the channel. Energy
attenuates too quickly in the case of wireless media. However, CSMA and its
other variants are possible through detecting the presence of the carrier signal.

Controlled Access. Many LANs use controlled access to ensure a minimum
throughput or limited maximum access delay. This could be crucial in many
cases, such as in manufacturing, where terminals could be robotic arms per-
forming specific jobs in a given order at specific times. Such mechanisms are
very useful when a large number of stations are active, as there are no colli-
sions. However, their implementation and maintenance are complex.

Combined Random and Controlled Access. It’s possible to combine the
two access mechanisms into one. One way to do this is by randomly allocat-
ing waiting times whenever a station tries to access a channel. The random
access results in success or failure of getting a waiting time. The amount of
waiting time results in a controlled transmission. Such mechanisms could be a
good candidate for delay-sensitive terminals.

3.2.2.3. Multiple Access. Multiple access mechanisms determine the extent
of channel sharing. Once a station has accessed a channel, there is the ques-
tion of how long or what part of channel resource should be allowed to the
station. Figure 3-8 shows a relation between channel access and multiple
access. There are a number of ways in which multiple access mechanisms are
implemented. We will look at the most popular ones.

Packet Division Multiple Access (PDMA).1 By far the most popular mech-
anism in LANs, it limits transmission to a single packet once a station has
gained access to the channel. A maximum packet length is specified to limit
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the amount of data transmittable in one transmission. If a station has a
sequence of packets generated, all packets have to go through channel access
procedure, thus possibly introducing jitter. This method is a natural partner of
random access.Thus, in a LAN, data packet is used for both functions of MAC,
namely, channel access and multiple access. The term packet division multiple
access (PDMA) is not a standard one, and has been introduced here because
it describes such mechanisms most appropriately.

Resource Reservation. An alternative to going through channel access pro-
cedures for every packet is to reserve channel resources for stations with suc-
cessful access. Channel resources could be defined in many ways, such as a
specified maximum data per access, a specified channel time, or a specified
fraction of channel bandwidth.These result in various reservation mechanisms.
They are frequency division multiple access (FDMA), time division multiple
access (TDMA), and data division multiple access (DDMA). Let’s have a brief
look at each.

Frequency Division Multiple Access (FDMA). In this mechanism, the
channel bandwidth is divided into smaller frequency bands, each one may be
called as user (or control) channel. Once a station is successful in accessing
the medium, one or more channels are allocated for the duration of trans-
mission. It’s been the mainstay of first-generation cellular systems. Figure 3-9
shows a schematic for FDMA.
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Time Division Multiple Access (TDMA). In this mechanism, the channel
transmission rate is divided into smaller transmission slots (called time slots).
Once a station is successful in accessing the medium, one or more slots are
allocated for the duration of transmission. Second- and higher-generation cel-
lular systems use this mechanism. In Figure 3-9, if we switch the Time and
Bandwidth axes, it will be approximately the TDMA scheme.

Data Division Multiple Access (DDMA). This mechanism enforces a
maximum amount of data that a station could transmit once it has succeeded
in accessing the channel. A simple application of such a mechanism would be
in centralized control where a station (called primary station in polling mech-
anisms) allows another station (secondary station) to send a specified chunk
of data. The same amount of data from different stations does not take the
same amount of transmission time, since each link to the station could be of
different capacity. However, when a single link is used or all links have same
capacity, it becomes similar to TDMA. If this mechanism is utilized in WLANs,
then due to channel quality variation, it will remain different from TDMA.

In code division multiple access (CDMA), a mechanism similar to this, the
stations are not restricted in the amount of data they can transmit, but in the
amount of data rate at which they can transmit, which relates more to FDMA
and TDMA. We will have a brief discussion on this in the next section.

Code Division Multiple Access (CDMA). In this novel DDMA mechanism,
stations share the bandwidth by simultaneously transmitting their information
at a bit rate much smaller than the total channel bit rate. Each user utilizes
the whole channel bandwidth as against TDMA or FDMA. This is possible
because user signal is spread using techniques such as direct sequence spread
spectrum (DS-SS) technique. Each bit from each user is transmitted as a
pattern of chips using unique spreading code. User signals could be detected
through the knowledge of their PN-codes. The net result is the same effect as
dividing channel capacity into smaller time slots as in TDMA or smaller fre-
quency channels as in FDMA. However, one difference between CDMA and
TDMA/FDMA is that the number of possible users is upper-limited in TDMA
and FDMA, while it is not fixed in CDMA. By employing appropriate PN-
codes and depending on channel conditions, the exact number of CDMA users
for the same channel could be higher or lower than TDMA/FDMA. Different
stations can be allowed to transmit at different rates under several conditions,
such as:

1. By allocating more than one code to a single user, thus allowing multi-
ples of a basic rate.

2. By accommodating more users for less data rates.
3. By reducing transmitted power of user signals, thus creating many

subsets of a standard rate.
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Figure 3-10 depicts the relation between time and frequency for a CDMA
system. The PN-code axis in Figure 3-10 shows that each CDMA channel 
consists of the time/frequency plane that extends to the whole system band-
width (sometimes called the CDMA channel) and to the call duration on the
time axis. The figure depicts that user channels (planes) are parallel to one
another. This is not in the literal sense. It is just to show that the PN-codes
make these channels non-interfering to one another. In practice, all CDMA
users interfere with all other users. PN-code properties make it possible to 
separate users as if they were non-interfering.

3.2.2.4. User and Data Privacy. Wireless medium is compromised by its
very nature. Software and hardware sharing capabilities make a WLAN highly
insecure. The problem worsens if an unlicensed band is used. Therefore, as a
departure from fixed LANs, the WLANs may require multiple layers of user
privacy. These could be roughly divided into three categories:

1. Network level, to permit resource access from other fixed or wireless
LANs.

2. User and device level, to permit only legitimate users and devices.
3. Data level, to permit a user to hide data for security reasons. Using some

public or private key encryption could hide data. In case a public key is
used, a key distribution and confirmation mechanism may be required
as well. The topic of security has seen many recent developments partly
due to web services being used extensively. The wireless environment
makes them only more crucial. A network standard could contain secu-
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rity measures as part of its protocol stack, or could have a parallel stack
for security protocols at all layers. What is beyond doubt is that security
requirements are redefining the way we look at a network. A new plane
has been added for security along with the user data and management
planes.

3.2.2.5. Power-Management Mechanisms. Power-management mechan-
isms serve two purposes, to control interference, to enhance signal quality, and
to increase the battery life, by transmitting at a minimum acceptable level.
Both of these issues are central to a WLAN, especially if it uses the ISM band.
The MAC layer could be used to provide this function once a physical link is
defined between two stations.

Due to the unreliability of the wireless channel, the received signal strength
fluctuates widely. Usually, there are three different situations in which power
management mechanisms are needed. First, in order to help the wireless ter-
minals to transmit at the minimum power levels, to save battery power.
Second, to help the central point transmit at a minimum power level, to cause
minimum interference. Third, to allow mobile terminals a chance to use
minimum power consumption in an idle state. Therefore, a part of power-
management mechanisms is to monitor the received signal strength. A second
part of such a mechanism is to give feedback to the transmitter, so that it can
increase or reduce the transmitted signal power. The frequency of feedback
depends on channel type and conditions. Usually, channels with high mobility
require higher frequency of feedback than the low-mobility channels.

A second mechanism of saving power is to allow wireless terminals to go
into ‘sleep mode’ when they are inactive. The sleep mode could be imple-
mented by many ways, such as:

1. Letting the wireless terminal use very lower power electronics to detect
incoming calls. A fixed, controlling station generates warnings of incom-
ing calls at a substantially high voltage level.After receiving this warning
signal, the terminal could turn its receiving circuits on.

2. To allow the receiver to sniff through certain channels occasionally to
check for incoming data. In this case, the terminal can be totally off for
the rest of the time.

3.2.2.6. Fragmentation. Fragmentation results in a large packet broken
down into smaller packets. It serves three purposes. First, it is possible that the
packet is being delivered to another network or protocol that has a limit on
the packet size that is smaller than the MAC frame. Second, fragments of a
large packet could be transmitted as individual small packets, each requiring
channel access procedures, thus giving chance to other stations to compete for
channel access. Third, if a delay-bound or high-priority packet is generated
during the transmission of fragments, it has some chance of getting channel
access before the fragmented packet completes transmission.
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3.2.2.7. Multimedia Service. Since the early 1990s, the demand for Internet-
related multimedia services has been growing [7]. Several protocols and service
architectures have been included in the Internet suite of protocols [8,9].
The main issue with multimedia is the variety of quality of services required for
each type of information. In the broadest terms, we have the following types of
services:

1. Delay sensitive services, which require a certain limit on end-to-end
delay.

2. Loss sensitive services, which require a limit on packets lost during trans-
mission.

3. Bandwidth sensitive services, which require a certain minimum guaran-
tee of bandwidth end-to-end.

There could be applications requiring more than one service classes together.
It turns out that the access network (LAN, WLAN, serial line) is more likely
to become the bottleneck as the Internet backbone network shifts to ultra-
high-speed wave division multiplex (WDM) links using multiple protocols
label switching (MPLS). It then becomes an extra function of the medium
access layer to combine access and multiple access mechanisms into services
that could be used for multimedia applications.

3.2.2.8. Packet Forwarding. In ad hoc networks, a wireless terminal may be
required to perform a relay function to forward a packet destined to a termi-
nal in another location not reachable directly by the sender. This requires the
routing capability, which could be adapted to the changing topology of wire-
less LANs. A mechanism may be required to allow wireless stations to create,
update, and maintain a routing table of neighboring devices for packet for-
warding. The wireless PANs are not projected to cover areas that would
require routing in general. However, as their applications increase to include
anything from cordless phone through wireless LAN to parking garage remote
control, at some stage a routing function may become necessary or at least
convenient. The 2.5G+ cellular networks have IP interfaces, while latest gen-
erations may be entirely based on IP infrastructure. Routing mechanisms that
suite the wireless environment are being developed and tested in academia
and industry all over the world.

3.2.2.9. Mobility Support. In addition to the routing capability, the medium
access control must have functions to support mobile users when they cross
the boundary between two wireless LANs. Due to haphazard radio coverage,
the wireless domains are not clearly defined. Therefore, in a geographical 
area covered by more than one group of WLANs, a station may have to 
redefine its group while in motion. This new group could be redefined in one
or both of the following ways: register with a new access point for infra-
structure networking, or register with a new group of wireless terminals for 
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ad hoc networking. Mobility requires a number of functions, including the 
following:

1. Channel sensing from more than one access points, for infrastructure
WLANs;

2. Table creation and updating mechanism, for nearest neighbors in an ad
hoc environment;

3. Packet or route forwarding mechanism in access points, for those termi-
nals that have left their coverage area;

4. Registration mechanism, for terminals as belonging to a WLAN group
and as visitors;

5. Resource re-allocation mechanism, for visitors who has reserved
resources at the previous access point or ad hoc network during transi-
tion to the new WLAN territory; and

6. Direction determination mechanism, for the access point to warn the
moving terminals before they cross the boundary. This warning could
include information about the next possible access points and their
resource-allocation principles.

3.2.2.10. MAC Layer Management. Just like the physical layer, this layer
also needs a way of managing the connections, parameter values, and
resources. Separate MAC management functions, procedures, and protocols
may be required in a WLAN standard.

3.2.2.11. MAC Frames. The medium access layer may require a number of
packets to perform the functions mentioned above. These frames could be the
carriers of signaling, access, control, and user data. The protocol function can
be realized in the form of fields in the frames and in the form of sequence of
frames to be exchanged. Figure 3-11 shows an example of the use of two
frames, one for data and the other for acknowledgement. As seen from this
figure, there are various times involved in the exchange of data and ACK
frames, such as propagation time (Prop.), processing time (Proc.), and proto-
col time (Prot.).

3.2.12. Teleconferencing Capability. Multicasting capability requires sev-
eral functions in a protocol or network. These include the abilities to use a
single packet for the whole multicast group and to adjust to the data rate of
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individual recipients. In addition to that, it requires signaling capability among
various stations in multicast group as well as.

3.2.3. Logical Link Control (LLC) Layer

The LLC sublayer performs the same functions for wired and wireless LANs.
There are benefits of using a single LLC on both types of LANs.These benefits
relate to performance enhancements due to wireless station to fixed station
LLC connection being possible without a need to translate the two. Also, the
access point in infrastructure WLANs does not have to process LLC header
either between two wireless terminals or between a wireless and a wired ter-
minal. Since the main job of LLC is to allow reliable exchange of frames, it may
be argued that WLANs require more robust LLC than fixed LANs. However,
by adding reliability functions on PHY and MAC layers, a common LLC for
wired and wireless LANs can result in more efficient interoperability.
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CHAPTER 4

WLANS: THE PHYSICAL LAYER

In this chapter, we will look at the physical layer components of some known
wireless LAN architectures. The physical layer, by far, is the most complex
layer in any communications network. The complexity and range of functions
frequently requires this layer to be divided into sublayers; the physical
medium-dependent (PMD) sublayer and the convergence sublayer. The PMD
layer specifications relate to logical and physical transmission of higher layer
protocol data units (PDUs). Logical functions relate to mapping bits into
signals and back. Physical functions deal with signal coding and modulation to
prepare it for transmission over the wireless medium. Convergence layer per-
forms logical functions to prepare data from various PMD layers for higher
layers. In addition to these components, the physical topology of local area
networks is sometimes defined as part of physical layer. Topology has impli-
cations on both the physical and MAC layer functionalities. Due to particular
characteristics of the wireless medium and an increasing demand for wireless
multimedia services, various station types defined could also be associated to
this layer. In the ensuing sections, we will look at these and other physical layer
components of the IEEE 802.11 wireless LAN standards and ETSI HIPER-
LAN. We will try following the sequence of physical layer components from
Chapter 3.

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.

67

TEAM LinG



4.1. IEEE 802.11 STANDARDS SUITE

The IEEE 802 (LMSC—LAN/MAN Standards Committee) has a series of
standards at 2.4 and 5.7GHz bands. These standards are prefixed as IEEE
802.11, the name of the Working Group for these standards. We address them
collectively by calling them the IEEE 802.11 Standards Suite. Table 4.1 shows
the definitions of the various recommendations/standards specified by various
Task Groups.

Another standard expected to be used extensively with these recommen-
dations is the IEEE 802.1X for port-based authentication. More details of this
are delayed until Chapter 9. In this section, we look at the PHY components
of the IEEE 802.11 suite.

4.1.1. Station Types

There are two ways of defining stations in a WLAN, from a general applica-
tion point of view and from the standpoint of specific characteristics. Standard
802.11 takes both views into account to define the following three general
types of station and some specific types of stations.

Access Point (AP). The AP is the central station in an infrastructure
network. It performs network and communications control functions, such as
authentication and association. It may optionally implement the point coor-
dination function (PCF). If the PCF is implemented, the AP controls polling
as well. An AP usually acts as a portal (see below) as well, providing interface
with another LAN.
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TABLE 4.1. Various Standards in the IEEE 802.11 Suite

Name Purpose Remarks

IEEE 802.11 Working Group. Also the 1, 3 PHYs, DSSS, FHSS and DIR 
2Mbps WLAN standard. and CSMA-CA based MAC.

First two use 2.4 ISM band.
IEEE 802.11b 5.5, 11Mbps extension Uses 2.4GHz band.
IEEE Corrigendum to the MIB additions related to IEEE 

802.11b-cor1 management information 802.11b.
base (MIB).

IEEE 802.11a 6, 12, 24Mbps extension Uses 5.7GHz U-NII spectrum.
Optional 9, 18, 36, 54Mbps.

IEEE 802.11g 22–54Mbps Uses 2.4GHz band.
IEEE 802.11e MAC enhancement For Quality of Service
IEEE 802.11h 5.7GHz band management Spectrum Management for IEEE

802.11a
IEEE 802.11i Addresses security concerns Includes IEEE 802.1X etc.
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Portal. The standard defines portal as a device that provides bridging func-
tion between IEEE WLAN and another LAN.

Mobile Station (STA). The mobile station is the originator or destination
recipient of the user data. In networks without AP, the STAs also need to have
some of the packet relay functions. All devices, including mobile stations,
implement the distributed coordination function (DCF). In order to use
shared key exchanges, a STA must implement a wired equivalent privacy
(WEP) or other algorithm.

Point Coordinator (PC). The point coordinator is a device that provides and
controls PCF function. Typically, it would an AP.

CF-Pollable Station. A CF-Pollasle station is a station that has the capabil-
ity to respond to the polling message of a PC during the contention free (CF)
part of the MAC cycle. This could be a video conferencing terminal or a 
telephone.

4.1.2. Channel Media

There are two radio frequency bands and an infrared band employed in the
standard. Table 4.1 shows a relation between the standards and media [2]. The
bands could be used in various ways, discussed in the next section.

The 802.11b chipset (ACX1000) from Texas Instruments uses highly effi-
cient modulation to provide up to double the bit rate. Similarly, the ‘Turbo’
chipset from Athero gives rates in excess of 72Mbps for 802.11a.

The actual bit rates are lower than the projected maximum. In fact, the
working group for the standards targeted a bit rate of about 3–8Mbps for
802.11b [3] and above 20Mbps for 802.11a [4].

4.1.3. Physical Links

The standard allows three types of physical links, as shown in Figure 4-1.

1. A point-to-point link between end stations. This is to be used for 
independent networks. At the routing level, this link could be either
point-to-point or point-to-multipoint, depending on the type of routing.
However, modulation techniques at the PHY allow for this link to be
treated as a point-to-point link.

2. A point-to-point link between a station and an access point. The access
point in this case acts as a relay station.

3. A diffused infrared link for infrared communications. In this case, all
communications occur through reflection from a coarse ceiling.
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4.1.4. Signal Conditioning

The ISM band being licensed-exempt, WLANs are subject to unpredictable
environment in terms of interference. IEEE 802.11 defines two standards for
physical medium-dependent (PMD) sublayer to combat interference. These
are both defined for the 2.4GHz band. Based on spread spectrum technology,
the frequency hop spread spectrum (FHSS) and direct sequence spread spec-
trum (DSSS) are described briefly in Table 4.2, based on a tutorial [5].

The characteristics of DSSS PHY for 2.4GHz are given in Table 4.3 
and 4.4. A more detailed tutorial [6] is available on the IEEE web site
http://grouper.ieee.org/groups/802.11/tutorial/ds.pdf. See also [7] for a brief
introduction on the 802.11b and 802.11a PHYs. Additionally, Table 4.5
describes characteristics of Infra-red PHY of 802.11, Table 4.6 lists some char-
acteristics of IEEE 802.11a PHY and Table 4.7 shows the same for IEEE
802.11b.

4.1.5. IEEE 802.11g PHY

This standard is defined for the 2.4GHz range. It provides upwards of 22Mbps
using OFDM. Its main attraction as compared to IEEE 802.11a (Table 4.6) is
interoperability with IEEE 802.11b or earlier PHY standards. Since 802.11b
is interoperable with slower versions (1 and 2Mbps), the creation of 802.11g
has made possible the interoperability of WLANs using stations from 1Mbps
to perhaps 54Mbps data rates.
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AP 

BSS

Link definition in infrastructure LANLink definition in independent LAN 

Link definition in infrared LAN 

Figure 4-1. PHY link definitions in IEEE 802.11.

TEAM LinG



IEEE 802.11 STANDARDS SUITE 71

TABLE 4.2. Interference Rejection Characteristics of the FHSS PHY for IEEE
802.11

Parameter Value Remarks

Band 2.4–2.4835GHz USA/EU
2.471–2.497GHz Japan
2.445–2.475GHz Spain
2.4465–2.4835 France

Number of frequency 79 USA/EU Minimum 75 recommended 
channels 23 Japan for USA, 20 for EU 

27 Spain including Spain and 
35 France France

Channel spacing 1MHz
Transmitted power 1W maximum USA

100mW EU,
10mW/MHz Japan

Minimum hop distance 6 channels After channel x, next channel
x + D satisfies |D| ≥ 6
Modulo 79.

Channels/hopping 26 3 sets of a total 78 patterns.
sequence

Channel collisions 3 average, 5 maximum. Over a hopping cycle.
Channel sequences for 2.402+(b[i]+k) Mod 79 b[i] Œ {0 . . . 78} and i Œ

kth hopping pattern US/most EU {1 . . . 79} according to 
2.473+[(I-1)¥k] Mod the hopping pattern 

23 + 73 Japan tables for each
2.447+(b[i]+k) Mod territory.

27 + 47 Spain
2.448+(b[i]+k) Mod 

35 + 48 France

Modulation Characteristics of the FHSS PHY for IEEE 802.11

Passband Modulation FSK Gaussian shape (GFSK)
Baseband Modulation NRZ Data filtered by Guassian 

filter with bandwidth bit-
time product BT = 0.5 or 
500MHz 3dB bandwidth

Bit rate 1Mbps 2Mbps optional with 4-level
GFSK

Scrambling polynomial 1001001 Scrambling
Receiver sensitivity -80dBm or lower for For a frame error rate of 

1Mbps £3% with a
-75dBm or lower for frame size of 400 octets.

2Mbps

TEAM LinG



4.2. INTERFERENCE REJECTION USING BARKER SEQUENCE,
OFDM AND CCK

It is the use of orthogonal FDM (OFDM) and complementary code keying
(CCK) as modulation schemes for interference rejection that has made it pos-
sible to have higher data rate PHYs for the IEEE 802.11 standards suite. It is,
therefore, only fair to say a few words about these modulation schemes at this
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TABLE 4.3. Interference-Rejection Characteristics of DSSS PHY Specifications
IEEE 802.11

Parameter Value Remarks

PN-Code 11 chip Barker sequence Minimal sequence allowed in
±{+1,-1,+1,+1,-1,+1,+1,+1,-1,-1,-1} USA by FCC

Coding gain 10.4dB
Chip rate 11Mcps
Channel f(i) = 2412 + (i - 1) USA/EU i = 0,1, . . . 10 for USA

frequencies f = 2484 for Japan i = 2,3, . . . , 10 for EU

TABLE 4.4. Modulation Characteristics of the DSSS
PHY

Parameter Value

Modulation DBPSK for 1Mbps
DQPSK for 2Mbps

Bit rate 1 and 2Mbps

TABLE 4.5. Characteristics of the Infrared PHY of the IEEE 802.11 WLAN

Parameter Value Comments

Wavelength 850–950nm
Radiation type Diffused LoS helpful as well
Range 10m 20m with more sensitive 

receivers
Transmitter LED typical
Receiver PIN diode typical
Modulation Pulse position modulation 4-PPM and 16-PPM

(PPM)
Receiver sensitivity 2 ¥ 10-5 mW/cm2 for 1Mbps For frame size of 512 octets
(Minimum Irradiance) 8 ¥ 10-5 mW/cm2 for 1Mbps and FER of 4 ¥ 10-5

Maximum radiated 2W ± 20% and 0.55W ±
power 20% for two masks.
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point.We will be as simple as possible, due to the requirement of a background
in communications theory for a full understanding of these schemes.

4.2.1. 11-Bit Barker Sequence

The 11-bit Barker sequence is a known sequence of binary numbers (+1,-1)
that has some of the desired properties of the PN-codes. Two main desired
properties are:
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TABLE 4.6. Characteristics of IEEE 802.11a PHY

Parameter Value Comments

Spectrum 5GHz Unlicensed National 
{5.15–5.25, 5.25–5.35, Information

5.725–5.825} Infrastructure (U-NII)
Interference Rejection Orthogonal Frequency Using 52 subcarriers

Measure Division Multiplexing 
(OFDM)

Bit rate 6,9,12,18,24,36,48,54Mbps 36 and above optional
Modulation BPSK, QPSK, 16-QAM, Each type used for two

64-QAM consecutive bit rates
Bandwidth 16.6MHz Occupied bandwidth
Central frequency for 5000 + 5kMHz k Œ {0 . . . 200}

channel k
Error correction capability 1/2, 2/3 and 3/4 code rates Convolution codes

TABLE 4.7. Characteristics of IEEE 802.11b PHY (High Rate DSSS)

Parameter Value Comments

Spectrum 2.4GHz same as IEEE 802.11 PHY
Interference Rejection Complementary code keying 8 chip CCK, 11Mcps chip 

Measure (CCK) modulation rate
Optional Binary 

convolutional coding
Bit rate 5.5 and 11Mbps
Modulation DQPSK for 5.5Mbps Packet binary 

DQPSK+QPSK for 11Mbps convolutional coding
BPSK for optional PBCC (PBCC) could optionally 

replace CCK.
Interoperability 802.11 DSSS Two types of preambles 

802.11 FH with optional provided for
Channel Agility interoperability with the 

802.11 DSSS.
Receiver sensitivity -76dBm for 11Mcps CCK For a FER of 8 ¥ 10-2 and

frame size of 1024 octets.
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1. Orthogonality, demonstrated by high auto-correlation and insignificant
cross-correlation of the sequences;

2. Fairly high number of sequence combination.

The 11-bit Barker sequence, specified in the 1 and 2Mbps DSSS PHY, com-
plies very well with the first requirement. However, due to the short size, it
does not comply very well with the second requirement. This does not hurt
the WLAN applications due to their limited range. The same sequences could
be allocated in neighboring channels and rooms. Here’s a description of how
this sequence meets each criterion.

Correlation Properties. Correlation of two digital sequences A = {a0, a1, . . .,
an-1} and B = {b0, b1, . . ., bn-1} of length n is defined as another sequence C(A,B)
= {c0(a,b), c1(a,b), cn-1(a,b)}, whose jth element cj(a,b) is obtained by

The above definition of correlation applies to auto-correlation as well as cross-
correlation. If B = A, then the correlation is called autocorrelation of A; oth-
erwise it is a cross-correlation of A and B.

For the 11-bit Barker code, the autocorrelation results in a peak at the zeroth

position (chip number zero) and no peaks off-zero positions as shown in
Figure 4-2.1 That simply means that Barker codes can be created simply by
rotating a code one chip to the right or the left. The intended receiver has to
know the amount of rotation and synchronize itself with it for correct recep-
tion of data bits.

Apparently, B has been obtained by anti-clockwise rotation of A by one bit.

Let A

B

= + - + + - + + + - - -{ }
= - + - + + - + + + - -{ }

1 1 1 1 1 1 1 1 1 1 1

1 1 1 1 1 1 1 1 1 1 1

, , , , , , , , , , ;

, , , , , , , , , ,

c a b a bj l l j
l

n j

, .( ) = +
=

- -

Â
0

1
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10 

–10

1
–1

C(A,A) Chip position 

0 1 2 3 4 8 765 10 9

Figure 4-2. The autocorrelation peak in Barker code occurs only at the zeroth chip
position.

1 In other words, the inner product of a Barker’s sequence with itself is much higher than with a
version obtained by shifting bits.
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Using the expression the auto- and cross-correlations 

are given as:

From the calculations of C(A,A) and C(A,B) it is apparent that if a receiver
is synchronized to the zeroth chip position it can detect signals only from the
transmitter that uses the same code as the receiver. It also makes sure that
sufficiently high power peaks occur at this position to discriminate between
the correlation signal and interference signals.

4.2.2. Orthogonal Frequency Division Multiplexing (OFDM)

OFDM is the choice of modulation scheme for the IEEE 802.11a PHY. Here,
we attempt at a general, easy-to-follow description of the scheme. There are
two concepts that must be understood before we describe OFDM.These relate
to (i) the actual frequency response of a channel versus its capacity, and (ii)
inverse multiplexing.

We consider the channel bandwidth as the range of signal frequencies that
could be transmitted through a channel without significant deterioration.
Ideally, we would like to see a channel with brick-like frequency response,
shown in Figure 4-3 as dotted.

In reality, a channel response is anything but flat with well-defined corners.
Actual channels have a coarse and slowly varying frequency profile, shown by
solid line in Figure 4-3. Bandwidth can be arbitrarily defined by taking a range
of frequencies with attenuation less than (or amplitudes above) a certain frac-
tion of the maximum amplitude. A commonly used bandwidth in electronic
filters is the half-power (3dB) bandwidth, which includes the frequency range
with power at least half of the maximum value. If the channel response were
flat, we would perhaps have a simple and predictable relation between channel
frequency and bit rate for a given modulation scheme. But due to asymptotic
channel behavior, the lower power components cannot carry data at a speed

C A A is the autocorrelation of

C A B is the cross correlation of and

, , , , , , , , , , , .

, , , , , , , , , , , .

( ) = - - - - -{ }
( ) = - - - - - -{ }

11 0 1 0 1 0 1 0 1 0 1

1 10 1 0 1 0 1 0 1 0 1

A

- A B

c a b a bj l l j
l

n j

, ,( ) = +
=

- -

Â
0

1
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0    Bandwidth 

Figure 4-3. Difference in frequency response of idea actual channels.
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as high as the higher amplitude components. Due to this, some fraction of the
bandwidth always remains unused, to provide sufficient power for the infor-
mation-carrying signal and a cushioning between adjacent channels.

OFDM redefines channel response as consisting of a large number of thin
frequency bands, as shown in Figure 4-4.

Each band acts as a different frequency channel and could carry data inde-
pendent of other narrow bands. Thus, a narrow band (called OFDM carrier)
could have a data carrying capacity according to its amplitude, higher data
rates for higher amplitudes, and so on. In essence, an OFDM signal consists
of a large number of carriers, each carrying a different amount of data (in
general) from the same source. Thus, the data from a fast source could be
divided among these channels, according to the channel amplitudes. This is
opposite to multiplexing, which is why it may also be called inverse multi-
plexing. As seen from the figure, OFDM results in efficient channel utilization.
However, it would be much more complex than using channel as a single fre-
quency window. High-powered digital signal processing chips are available to
implement such modulation schemes these days.

OFDM reminds one of Fourier series, in which a signal is represented by a
series of components with frequencies orthogonal to one another. In fact,
OFDM channels are orthogonal to one another due to their non-overlapping
co-existence. Therefore, inverse Fourier analysis is used as OFDM transmitter
and Fourier analysis as the receiver. The limitation of Fourier and Inverse
Fourier analyses is that there would ideally an infinite number of carriers as
input or output. This problem has long been resolved in the design of numer-
ical techniques for Fourier analysis to be used in computers and DSP chips.
One efficient mechanism, called Fast Fourier Technique (FFT), is employed in
OFDM transceiver design, with Inverse FFT (IFFT) at the transmitter and
FFT at the receiver. The total bit rate of the OFDM stream is the sum of bit
rates in all narrowband channels. These narrowband channels are also called
tones and OFDM is also called multi-tone modulation. Each tone in OFDM
can use a different modulation inside it, for example, BPSK, QPSK, and so
forth.

4.2.3. Complementary Code Keying (CCK)

CCK is, in effect, an MPSK with the symbol coding that has interference-
rejection capabilities similar to Barker’s codes. Using two layers of modula-
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Figure 4-4. OFDM divides a channel into a large number of thin bands.
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tions, for example, a CCK signal encodes 8 bits giving a baud rate of 1/8 of the
bit rate. Thus, for a bit rate of 11Mbps, the baud rate is 11/8 = 1.375Mbaud.
An 8-bit per symbol encoding results in a bit rate of 5.5Mbps. In the IEEE
WLAN specification, the first layer of modulation results in determining
values of four phase angles using Tables 4.8 and 4.9. The second layer of mod-
ulation results in determining the value of a multiphase symbol, which has
eight components in case of 802.11b.

The 802.11b standard, that uses CCK, specifies the use of following multi-
phase symbol for encoding:

The values of {fk}’s are not unique and actual value of each depends on the
bit pairs of the 8-bit symbol sequence and a DQPSK coding table as shown in
Table 4.9.

In one of the actual implementations of CCK in a chip by Intersil, two bits
corresponding to f1 are coded separately to shift (rotate) the signal phase
created by b7 through b2.2 Bits b7 through b2 are used to select one of the 64
phase values possible with 6-bit combinations according to the equation given
by the 802.11b standard. This is possible because f1 is present in all eight com-
ponents of c, and thus results in a phase shift for all components.

4.2.4. PHY Data Transmission

The modulated signal from one type of various PMD PHYs (IR,
DSSS(802.11,a,b,g), FH) could generally be received only by the same type of

c e e e e e e e ej j j j j j j j= - -( )+ + +( ) + +( ) + +( ) +( ) + +( ) +( ) +( )f f f f f f f f f f f f f f f f f f f f1 2 3 4 1 3 4 1 2 4 1 4 1 2 3 1 3 1 2 1, , , , , ,
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TABLE 4.8. Definition of {fk}

Bit Combination (b0 = LSB) fk

{b1,b0} f1

{b3,b2} f2

{b5,b4} f3

{b7,b6} f4

TABLE 4.9. Phase Allocation for DQPSK

Bit Combination {bi+1,bi}; Value of fk in radians
i = 0, . . . , 6

00 0
01 p
10 p/2
11 -p/2

2 http://www.intersil.com/data/an/an9/an9850/an9850.pdf
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PMD PHY. This is due to different capabilities of each media type. These dif-
ferences are to be hidden from the MAC layer. Therefore, data from each
PMD PHY are framed by a convergence sublayer before they are exchanged
between the MAC and PMD. The physical layer convergence procedures
(PLCP) sublayer of PHY takes care of the capabilities of a PMD and define
the PHY PLCP frames for each type of PHY media.

4.2.4.1. PLCP Frame Format for 802.11 Series. Figures 4-5 through 4-9
show the PLCP frame for each of the PHY discussed above:

4.2.4.2. Meanings of Frame Fields

Synchronization (Sync). This field helps the receiver to synchronize its
operation at the frame boundaries. Different PHYs have different lengths of
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Synch Start Frame Delimiter PLW PSF Header Error Check Data 

80 bits 16 bits 12 bits 4 bits 16 bits Variable

Preamble Header

Figure 4-5. FH PCLP frame.

8 bits 

Synch Start Frame
Delimiter

Signal Service Length Data

128 bits 16 bits 8 bits 16 bits Variable 

Preamble Header 

CRC

16 bits 

Figure 4-6. DSSS PCLP frame.

32 Slots 

Synch Start Frame
Delimiter

DR DCLA Length Data

57-73 Slots 4 Slots 3 Slots 16 bits Variable

Preamble Header

CRC

16 bits 

Figure 4-7. IR PCLP frame.

12 bits 1 OFDM  Symbol

Preamble Signal Service Data Tail Padding 

12 Symbols Variable 6 bits Variable 

Header

Figure 4-8. 802.11a PCLP frame.
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the sync fields. This is in part due to different bit rates and in part due to dif-
ferent units of transmission times. For example, the infrared PLCP specifies
the sync field in terms of slots, one slot equal to 250ns. Another observation
is that the sync fields for 802.11 and 802.11b have the same length, laying the
foundation for compatibility.

Start Frame Delimiter (SFD). This field exists in all except the high-speed
802.11a PHY. This field indicates the start of the PMD parameters within
PLCP. Following this field is the header that contains the parameters.

PLCP_PDU Length Word (PLW). This field is the number of data octets in
the data field. The data field is the MAC-PDU.

PLCP Signaling Field (PSF). Specifies the data rate to be used in current
frame transmission/reception.

Header Error Checksum and CRC. These fields are used for error detec-
tion using CRC.

The PHYs for the IEEE 80.11 suite have management functions defined in
the layer management plane. Also, the MIB stores the values for various
parameters for the PHY. We are not considering layer or station management
issues and therefore will skip the discussion and go on to the PHY for the next
WLAN.

4.3. HIPERLAN PHY

The HIPERLAN (High Performance Radio LAN) has been specified by
European Telecommunications Standards Institute (ETSI) technical commit-
tee Radio Systems and Equipment 10 (RES10). Standardization of HIPER-
LAN was completed before IEEE 802.11, but continues due to its projected
usage as an interface to next-generation cellular systems. HIPERLAN is one
of a family of standards including another three. Following is a brief descrip-
tion of each:

HIPERLAN 1. Defined in the CEPT allocated band of 5.15–5.25GHz for very
short range (50m), low mobility (1.4m/s) for independent networks, as well as
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Figure 4-9. 802.11b PCLP frame.
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interface technology with high-speed data (Ethernet rate) and low-delay audio
(32kbps, 10ns) and video (2Mbps, 100ns).

HIPERLAN 2. Uses the same spectrum as HIPERLAN 1, with some addition
and is primarily used for interfacing with ATM backbone. Data rates in access
of 50Mbps are possible at PHY.

HIPERACCESS. HIPERACCESS is for outdoor, high-speed access (25
Mbps) to provide interface for wireless data to the cellular networks. It is a
part of ETRI’s third-generation partnership project (3GPP). HIPERACCESS
is not projected to provide mobility services. It will work both in ATM and IP
environments. It uses a number of licensed bands.

HIPERLINK. HIPERLINK is an interconnection technology between
HIPERLAN/2 and HIPERACCESS, the former being in the license-free spec-
trum and the latter in the licensed spectrum. Together with HIPERACCESS
and HIPERLAN/2, it completes the ETSI broadband radio access network
(BRAN). Figure 4-10 shows the application of the BRAN ‘family’.

Since HIPERACCESS and HIPERLINK constitute part of the access
network, we will discuss them under broadband wireless access networks.
Here we will continue with the discussion of HIPERLAN and HIPERLAN2
(together HIPERLAN/2) PHY.
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Figure 4-10. Various parts of the BRAN.
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4.3.1. Station Types

Since HIPERLAN MAC is designed to provide multimedia services, voice,
video, and data terminals all constitute HIPERLAN stations. The term mobile
terminal (MT) is used to describe the HIPERLAN user terminals. The stan-
dard also uses access point (AP) with the same role as IEEE 802.11 AP. The
HIPERLAN APs perform what is called dynamic frequency selection (DFS).
The DFS algorithm results in automatic selection of the clearest channel. One
difference between IEEE 802.11 and HIPERLAN is the use of a central con-
troller (CC) in a group (cell) of HIPERLAN terminals [8]. The CC is an ad
hoc assignment and any station could act as one.The main job of CC is to allo-
cate time slots to various stations to emulate a connection-oriented protocol.
This eliminates the hidden terminal problem in HIPERLAN at the cost of
added complexity.

4.3.2. Channel Media

HIPERLAN 1 was designed for the unlicensed 5GHz spectrum. The original
allocation by ETSI was the 5.15–5.25GHz band, even though a later exten-
sion to 5.30GHz has been made in some countries. This band is largely for
indoor usage. For HIPERLAN2, extra spectrum in the range of 5.470–5.875
GHz has been added for indoor plus outdoor usage. Part of the extra spec-
trum (5.725–7.875GHz) is not license-free.

Both infrastructure and ad hoc configurations are possible with connection-
oriented channel allocation. In case of ad hoc configuration, a group of MTs
is called a cell. One of the MTs acts as a central controller to coordinate allo-
cation of time slots.

4.3.3. Signal Conditioning

HIPERLAN uses OFDM due to its strength in mitigating multipath. IEEE
802.11a also employs OFDM (64 point FFT) in a manner compatible with
HIPERLAN. In HIPERLAN, bandwidth is divided into 19 channels of 
20MHz each. Fifty-two sub-carriers per channel provide highly efficient uti-
lization. Guard intervals of 800ns are mandatory with an option of 400ns. The
symbol duration is 4ms.

A large number of bits per OFDM symbols result in having slow symbols
yet keeping a high channel bit rate. Error-control coding further enhances the
number of bits per symbol allowing space for errors.

4.3.4. Modulation and Coding

There are four modulation schemes for seven channel rates (BPSK for 6 and
9Mbps, QPSK for 12 and 18Mbps, 16QAM for 27 and 36Mbps, and 64QAM
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for 54Mbps option. The increase in channel rate is due to modulation and dif-
ferent error code rates. For BPSK and QPSK modulations, code rates of 1/2 and
3/4 provide two different channel rates. For 16QAM, code rates of 9/16 and 3/4
provide two different rates, while 64QAM employs a code rate of 3/4.

Table 4.10 lists various parameters of modulation for HIPERLAN.
IEEE 802.11a specifies all the channel rates of HPERRLAN except 

27Mbps (instead of 27, IEEE 802.11a has 24Mbps channel rate).

4.3.5. Data Transmission, Convergence and Rate Selectivity

Unlike IEEE 802.11 suite, the HIPERLAN has a single spectrum, therefore
eliminating the need for PHY convergence. One of the strengths of HIPER-
LAN is the capability of link adaptation. A link adaptation algorithm auto-
matically selects the appropriate transmission rate. This helps applications
meet QoS requirements.

Figure 4-11 shows a HIPERLAN frame.

4.3.6. PHY Management

The MIB for PHY provides a number of parameters to configure the layer
attributes. These parameters relate to, among others, Topology Information
Base (TIB), Neighbor Information Base (NIB), Alias Information Base
(AIB), and Route Information Base (RIB).
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TABLE 4.10. Modulation Parameters for HIPERLAN PHY

Channel Rate 6 9 12 18 27 36 54
(Mbps)

Modulation BPSK BPSK QPSK QPSK 16QAM 16QAM 64QAM
Coding rate 1/2 3/4 1/2 3/4 9/12 3/4 3/4
Bits/symbol 24 36 48 72 108 144 216

(data)
Bits/symbol 48 48 96 96 192 192 288

(channel)

...
up to 47 data frames, 
496 bits each. 

Low Bit-rate 
(1.4 Mbps) 

Synchronization 

High Bit-rate 

Figure 4-11. HIPERLAN PHY frame consists of low-bit-rate and a high-bit-rate parts.
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4.4. SUMMARY

This chapter looked at various PHY options for the two WLAN standards.
Even though HIPERLAN 1 could be considered a competition of the IEEE
802.11, with the onset of HIPERLAN 2, which is very similar to IEEE 802.11a
in terms of PHY, any PHY advantage is essentially eliminated. Due to the con-
nection-oriented nature of HIPERLAN, it performs better for multimedia
applications. The ATM interface of HIPERLAN 2 does not seem to be prom-
ising, as IP is looking more and more the only wide area technology.Also, with
the introduction of 2.4GHz IEEE 802.11g, even the high-speed IEEE 802.11a
does not look so promising. All in all, IEEE 802.11, b and g seem to be des-
tined to be universalized.

What is still a big strength of BRAN is the fact that it caters to end-to-end
connectivity and integrates with next-generation cellular technology in the
form of HIPERLAN 3 (HIPERLINK) and HIPERLAN 4 (HIPERACCESS).
For all the right reasons, there is more and more cooperation between IEEE
and ETSI, in order to make standards that are not far removed from or inter-
operable with each other.
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CHAPTER 5

WLANS: MEDIUM ACCESS CONTROL

Sometimes, we differentiate among various LANs based on their MAC pro-
tocols. The two main functions to be provided by any MAC sublayer are the
channel access and multiple access. In WLANs, the wireless nature of the
channel adds its own conditions. Provisioning of multimedia requires even
more functions. While developing the WLAN standard, many service-related
facts were known to the developers, such as new developments in the Inter-
net protocol suite, user demands, spectrum availability, new modulation and
coding schemes and user attitudes toward wireless technology. All this added
to the existing technical experience from wired network standards and
resulted in wireless-friendly, multimedia-capable medium access control pro-
tocol. IEEE specified a MAC procedure for WLANs under the project number
IEEE 802.11 and ETSI in Europe defined MAC sublayers for HIPERLAN 1
and 2. The channel access method of IEEE 802.11 is also called CSMA/CA,
as a reminder that the main channel access procedure employed is carrier
sense multiple access with collision avoidance (CSMA/CA). It is distributed
among all participating stations, and thus called the distributed coordination
function (DCF). Distributed implies that the procedure is to be implemented
in all participating stations, while coordination function implies that it is a
channel access and multiple access procedure based on cooperation from all
stations. As we will see in this chapter, IEEE 802.11 MAC is not a single or a
few protocols or functions; it is a set of functions and procedures designed to
deliver some target performance for multimedia wireless communications

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.
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among a coordinated group of wireless terminals through or without an access
point. The ETSI standard HIPERLAN 1 uses a MAC procedure called elimi-
nation yield non-preemptive multiple access (EY-NPMA) that integrates
within itself the capability of assigning priorities to the contending stations.
EY-NPMA is also distributed, but allows for frame relay capability. We will
have a look at both of these protocols in this chapter.

We will follow the sequence of functions given in the MAC Components
section in Chapter 3.

5.1. IEEE 802.11 MEDIUM ACCESS CONTROL

Specified as part of ANSI/IEEE Std 802.11, 1999 Edition, the medium access
control layer of this radio LAN architecture is the closest to the Ethernet that
the wireless medium could have, to deliver similar performance. It has several
functions for security and multimedia coverage and is expected to continued
to be enhanced for interacting with future cellular networks, as they are driven
more and more toward data applications with the commonality of the 
Internet Protocol (IP). We will look at various aspects of this protocol in this
section.

5.1.1. Network Configurations

The IEEE 802.11 standard views wireless networking mainly as a distributed
function among a few stations in a Basic Service Area (BSA). The group in a
BSA is called a Basic Service Set (BSS). Stations in a BSS are connected via
a common central point (if at all). More than one BSS could be grouped
through a Distribution System (DS) to form an extended service set (ESS).
All stations in a BSS have common values for a set of data rates (Basic Rate
Set) and use a common set of MAC PDUs called Station Services (SS). ESS
is defined only for the infrastructure topology. For ad hoc or independent
topology, the BSS is called Independent BSS or IBSS.

5.1.2. Channel Access in IEEE 802.11

IEEE 802.11 MAC uses a type of packet division multiple access mechanism
(PDMA) as the main channel plus multiple access mechanism. It’s called the
Distributed Coordination Function. Carrier sense multiple access is used as
part of distributed coordination function. Two mechanisms are provided for
sensing the carrier, a physical mechanism clear channel assessment or CCA
(defined at PHY, but it is relevant to MAC transmissions), and a virtual mecha-
nism. Since collision detection is not efficient for wireless channels, a mecha-
nism to avoid collisions is used. Due to the combination of CSMA and collision
avoidance, the mechanism is called carrier sense multiple access with collision
avoidance (or CSMA/CA). Collision avoidance is implemented through inter-
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frame spacing (IFS). Let’s look at the channel-sensing and collision-avoidance
mechanisms.

5.1.3. Channel Sensing

Channel sensing is carried out by either sensing the presence of a carrier signal
in the wireless medium or checking the value of a parameter, called Network
Allocation Vector (NAV). The MAC layer gets help from the physical layer
electronics to implement the former. The PHY function to sense channel is
called clear channel assessment (CCA). NAV results in what is termed virtual
sensing, as it does not involve a physical signal-detection mechanism. In virtual
sensing the NAV value is checked that was set by the station on detecting a
short packet exchange (called handshake) between the intended transmitter
and receiver. The transmitter neighbors set the NAV parameter value on
detecting a Request to Send (RTS) type of MAC packet. RTS is sent by the
transmitter to inform the intended receiver of the reservation request and to
ask its permission. On receiving RTS, the receiver responds with Clear to Send
(CTS), indicating its permission, as well as informing its neighbors of the trans-
mission. On detecting CTS, the stations in the neighborhood of the receiver
set their NAV value, as shown in the timing diagram in Figure 5-1.

This gives the transmitter and receiver pair the exclusive right to use the
channel for the duration set by NAV. As seen in the figure, the receiver has to
wait for a time called interframe spacing (IFS) before issuing a CTS. In fact,
IFS is one of the main features of the IEEE 802.11 MAC to help avoid colli-
sions. All transmissions must sense channel for the amount of IFS, even if the
channel is idle. The actual amount of IFS depends on the type of data to be
transmitted. However, no amount of IFS guarantees collision avoidance due
to the fact that many stations could be sensing an idle channel simultaneously,
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RTS 

tT

CTS 

tTtP

NAV range for terminals around transmitter.

NAV range for terminals around receiver.

tT = Transmission time for RTS/CTS packet.  
tP = Propagation,  processing and  interframe spacing  time. 

Figure 5-1. Handshaking to set up NAV reservation.
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and after the requisite IFS, more than one may transmit together. Therefore,
collision-avoidance contains many elements that we discuss next.

5.1.4. Collision Avoidance

Since IFS may not provide sufficient guarantee for collision avoidance. The
following elements are added to it for improvement.

5.1.4.1. Prioritizing IFS. The first step is to allocate different amounts of IFS
times for different types of packets. The standard specifies four priority levels
with respect to the IFS times. These are: (1) Short IFS (SIFS), (2) Distributed
Coordination Function IFS (DIFS), (3) Point Coordination Function IFS
(PIFS) and (4) extended IFS (EIFS).

The SIFS is for the highest priority (short) packets. CTS and acknowl-
edgement (ACK) are examples of such packets. DIFS is the ‘normal’ IFS. To
initiate a transmission of data or RTS packet, a station must find the channel
idle for an amount given by DIFS. PIFS is for real-time applications, and has
a value between SIFS and DIFS. The EIFS is to relieve the network from 
congestion and is used on occurrence of errors. Figure 5-2 shows a relation
between various IFSs.

Actual values of the IFS are physical layer specific.The physical layers have
a parameter called the slot time. The PIFS is one slot time bigger than the
SIFS, while DIFS is one slot time bigger than the PIFS.

5.1.4.2. Random Backoff. In the case of a station finding a channel busy, it
has to wait for some time before it can restart sensing. This time is called
backoff time. The backoff time is selected randomly in IEEE 802.11. This
ensures that two stations, which might have backed off together, should not
start and finish to sense the channel together again.The time is generated from
a random number generator every time a station has to backoff.
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5.1.4.3. Discouraging Multiple Transmissions. If a station has multiple
packets to be transmitted, the protocol spreads their transmission over time
by requiring all packets, subsequent to the first one, to have a minimum of one
random backoff, regardless of the availability of the channel. Thus packet
number 2 will have to wait for a minimum of DIFS plus the random backoff
time. Another station with a newly generated packet will have to wait only for
the DIFS, giving it priority over the station with packet series. This is shown
in box 7 in the state diagram for CSMA/CA procedure in Figure 5-3.

5.1.4.4. Binary Exponential Backoff. Despite the above factors, collisions
may occur due to simultaneous sensing and transmission of the same priority
packets. Occurrence of collision is determined from a lack of acknowledge-
ment within a specified time. The state diagram in Figure 5-3 assumes the
absence of collision. On determining a collision, a station generates a random
number between 0 and x ¥ 2n-1, where n is the number of collisions for the
same packet transmission. Thus, the first collision generates a backoff time,
between {0,x}, the second collision generates a number between {0,2x}, third
between {0,4x}, and so on. Due to this increase in the upper limit, it is called
binary exponential backoff.

5.1.4.5. Contention Window. The binary exponential backoff results in
allowing a time window within which the station with collisions is allowed to
contend for.This window is called contention window. Its value varies between
a minimum Cmin and a maximum Cmax. It increases with the number of colli-
sions until Cmax. The value of Cmax is an important parameter and determines
the maximum access delay. This access delay is important for real-time appli-
cations. For example, voice packets should be delivered from application to
application within a quarter of a second. By selecting a contention Cmax larger
than a few milliseconds, we risk allocating resources to a packet that would be
useless even if it attains the channel. In the previous section, the value x is, in
fact, Cmin.

As can be seen from the above discussion, channel access is a complex pro-
cedure for IEEE 802.11 LANs. In reality, there is more to channel access than
discussed.As an option, the standard allows an access mechanism for real-time
or delay-bound packets as well.We will discuss this next under multiple access.

5.1.5. Multiple Access in IEEE 802.11

Packet division multiple access (PDMA) is the general multiple access (MA)
mechanism adopted in IEEE 802.11. It is recommended as a Distributed Coor-
dination Function (DCF). An optional part is included for centralized control,
called Point Coordination Function (PCF). PCF is to be implemented at the
top of DCF. Together, DCF and PCF define a multiple access cycle. The PCF
is for delay-bound applications. During this time, the access point (AP) could
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solicit packets from stations using a polling mechanism. Figure 5-4 shows a
protocol relation between DCF and PCF. Figure 5-5 shows the multiple access
cycle.

5.1.6. DCF Transmission

The state diagram in Figure 5-3 shows a sequence of events for successful
transmission of a series of packets from a single station. As seen from this
figure, the multiple access mechanism tends to spread transmission of multi-
ple packets from a single station by two mechanisms; first by requiring channel
access procedure for each packet, and second, by adding a random backoff to
the DIFS of all subsequent packets1. The situation changes if the series of
packets are, in fact, fragments of a single MAC frame. In such a case, each sub-
sequent fragment gets the highest priority, requiring only SIFS.Another excep-
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DCF

PCF

For delay-bound 
applications (optional) For all

applications

Figure 5-4. Delay-bound applications use DCF through PCF.

B Contention free interval Contention interval DIFS PIFS 

SIFS Poll and Packet SIFS Poll and Packet SIFS Poll and Packet 

Packet DIFS Packet DIFS 

NAV 

Idle Channel 

Superframe 

Figure 5-5. An example of PCF/DCF operation. On receiving the beacon (B) from
access point, stations set their NAV variable to allow contention free communication.

1 Fragmentation also helps in spreading bandwidth among stations.
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tion is when a frame is not acknowledged. In this situation a binary exponen-
tial backoff is generated together with EIFS if transmission errors are
detected. It may be noted that the standard specifies a single backoff proce-
dure for many situations, such as busy channel and non-receipt of an ACK.

5.1.7. PCF Transmission

Within the PCF interval (called contention-free period or CFP), the point coor-
dinator polls stations for contention-free data transmission. This is shown by
enlarging the multiple access cycle in Figure 5-5. The term superframe
describes a complete multiple access cycle. During the CFP, multiple access is
enforced by allowing a maximum of a single PDU by each station participat-
ing in CF transmission. These frames are acknowledged within the CFP.
However, if a frame is not acknowledged, the point coordinator does not
backoff. The acknowledgements could be piggybacked in case of a full-duplex
transmission.

5.1.8. User and Data Privacy

Due to the inherent disadvantage of the wireless media not being contained,
the standard uses the concept of wired equivalent privacy (WEP) service. The
idea is to protect the users from casual eavesdropping. There is a set of ser-
vices provided for this purpose, including user authentication and data encryp-
tion. Network authentication is not provided. Thus, a user with legitimate user
authentication parameters is eligible to belong to a BSS or IBSS, but the user
cannot know if the access point is legitimate.

5.1.8.1. User Authentication. The standard provides two types of authenti-
cations, open authentication and shared key authentication. These authenti-
cation mechanisms consist of special MAC frames exchanged between a
station and an access point for infrastructure network and between two sta-
tions for an ad hoc network.

Open Authentication. A station requesting open authentication uses the
frame type called ‘Authentication’ that includes its station ID. The receiver of
this request responds positively if it accepts open authentications or negatively
if it does not accept open authentications, as shown in Figure 5-6.

Shared Key Authentication. The term ‘key’ is used to describe a known
string of digits incorporated in encryption algorithms. It is used to encrypt and
decrypt information, so that it is very unlikely that the information can be
decrypted without the key. When a group of users uses the same key for
encryption, it is called shared key. In shared-key algorithms, it is assumed that
the key-allocation procedure was secure permanently. One of the mechanisms
used to protect the shared key is by using ‘write-only’ circuitry for it. In this
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way, once a key has been entered in a terminal, it will be used only as part of
the imbedded algorithm, without anyone being able to ‘read’ it.

Shared-Key Authentication. Figure 5-6 also shows a sequence of frame
exchange for shared-key authentication. The first two frames are exchanged
with the WEP OFF. The first frame is a request for authentication frame
including the station ID of the sender. The recipient sends the second frame
to test whether the sender of frame 1 has shared key or not. It does so by
including some randomly generated data as ‘challenge’. On receiving frame 2,
the sender uses the WEP algorithm to encrypt this data. Then, it sends this
data in frame 3. The authenticating station should be able to decrypt the data
if the two stations are using a shared key. Thus, it decrypts the data and, if the
decrypted data resembles the one sent in frame 2, the authentication is a
success, otherwise it is a no-success. This result is transmitted back to the
sender in frame 4.

5.1.8.2. Data Encryption. The same WEP service with shared key is used
for data encryption as well. RC4 PRNG (Pseudo Random Number Genera-
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tor) by RSA Data Security is recommended for WEP service. The algorithm
takes as input the MAC PDU and generates encrypted version (ciphertext).
It transmits ciphertext along with two more fields, the initialization vector (IV)
and integrity check value (ICV). The IV adds up to the secret key and pro-
vides the seed for the decryption algorithm. The ICV acts as a parity field and
helps in determining the integrity and accuracy of the received data. CRC-32
is used for ICV.

5.1.9. Power Management

The IEEE 802.11 specifies a mechanism for allowing stations to go to a power
save mode when idle. This results in significant saving in battery life2. This
mechanism could be implemented for infrastructure as well as independent
BSS. Here is a list of components of the power management.

For BSS/ESS:

1. Buffers at the AP to store packets addressed to stations in sleep mode.
2. Mechanism of transmitting a periodic short message by AP, informing

the stations of incoming packets stored at the AP. This message is called
beacon. The beacon message contains traffic indication map (TIM). In
TIMs, the stations learn if they have a packet stored for them by looking
at these TIMs.

3. A synchronization mechanism, for the terminals to receive beacons.
4. A polling mechanism, to allow a station to request the stored packet

from the AP.
5. A discard mechanism (timer) of packets stored in the AP buffers on non-

receipt of a response to beacon.

For IBSS:

1. A mechanism for alternating the transmission of beacon among stations.
2. Synchronization mechanisms for receiving beacon and broadcasting

intention to send. The intention to send is indicated in an announcement
TIM (ATIM) window. ATIM follows the beacon.

For multicasting:

1. A special delivery TIM (DTIM) is defined to notify of the incoming mul-
ticast packets. Multicast packets are stored at the AP and are transmit-
ted immediately following the beacon after DTIM message.
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5.1.10. Fragmentation

Fragmentation and reassembly is part of the IEEE 802.11 MAC recommen-
dation. If a MAC PDU is fragmented, all fragments must be of equal size. The
last fragment may be of a size smaller than the rest. If WEP is used, then ini-
tialization vector (IV) and integrity check value (ICV) would be added to each
fragment. Since packet division multiple access (PDMA) is used, a fragmented
packet is considered to be a single packet for multiple access purpose. Thus,
stations have to wait for idle channel, albeit only for SIFS, before fragment
transmissions. For reassembly, mechanisms of resequencing and signaling the
end of fragments are included in the standard.

5.1.11. Multimedia Support

Multimedia support using PCF is optional in IEEE 802.11. PCF provides a
contention-free period in which SIFS is used by the station to transmit packets.
PCF guarantees shorter channel access times, but does not provide an absolute
guarantee for the end-to-end delay. It has been shown that for higher loads,
PCF is not very reliable, even in terms of channel access time. Therefore,
research is open for the provision of multimedia with several proposals, such
as efficient polling mechanisms [1] and distributed DiffServ MAC extension
based on eliminating burst mechanism [2].

The IEEE 802.11 Task Group e is working on recommendations IEEE
802.11e as an enhancement to IEEE 802.11 MAC. The purpose of these
enhancements it to provide an infrastructure for multimedia traffic over the
IEEE 802.11 network. Since MAC is common to all PHYs (three IEEE 802.11,
IEEE 802.11b, IEEE 802.11g and IEEE 802.11a), so is IEEE 802.11e. The
incorporation of IEEE 802.11e will bring the MAC on par with enhance-
ments in Ethernet (IEEE 802.1P, IEEE802.1Q and IEEE 802.1D). Also, the
Differentiated Services (DiffServ) of Internet protocol suite use similar QoS
nomenclature.

5.2. IEEE 802.11e FACTOR

The introduction of IEEE 802.11e in a BSS makes it enhanced BSS (QBSS),
makes a station an enhanced station, and changes a point coordinator (PC)
into a hybrid coordinator (HC). The MAC Protocol Data Unit (MPDU) can
employ forward error correction (FEC) using Reed-Solomon (RS) codes in
data (224, 208) and header (48,32). In other words, new fields for parity bits
are added, as shown in Figure 5-7 [3]. Thus, the changes are done at station,
AP, frame and protocol. Let’s have a brief account of some of these changes
on equipment and protocol.
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5.2.1. Enhanced Station

An enhanced station could have up to eight differentiable traffic classes (TCs),
each corresponding to one of the priority levels. These traffic classes are
managed through different queues. In a situation when a station has more than
one non-empty queues, the traffic in each queue contends for the station inde-
pendent of other queue.The priorities are allocated by the station and resolved
by itself in case of a collision3.The station sends the information of each queue
state to the access point, along with the QoS requirements of each. However,
for maximum flexibility, the access point does not decide which queue will be
picked up for transmission.

5.2.2. Hybrid Coordinator

The ‘enhanced access point’, or the hybrid coordinator (HC) implements
several functions, new and modified. The new function hybrid coordination
function (HFC) is enhancement of point coordination function (PCF) of IEEE
802.11 super frame. During this period, the HC allocates transmission oppor-
tunity (TXOP) to a station just like polling.

5.2.3. Enhanced DCF (EDCF)

In the enhanced version of DCF, new interframe spacing (IFS), called arbi-
tration ISF (AIFS), is introduced. The AIFS is for internal arbitration of a
station among various priority classes. Its value is allocated by the station and
is at least equal to DIFS. The higher the priority of a TC, the lower will be the
value of AIFS. If TC0 is the highest and TC7 the lowest priority traffic class
and AIFSk is the AIFS for the TCk, then the general principle is that AIFS7 >
AIFS6 > AIFS5 > AIFS4 > AIFS3 > AIFS2 > AIFS1 > AIFS0 ≥ DIFS. [4]. Each
priority level is associated with one of the four access categories (AC). Each
of these ACs contend for channel just like a DCF using a contention window
generated from the time slot and a pseudo-random number between 0 and
CW such that (CWmin £ CW £ CWmax) [5]. The contention windows limits
(CWmin and CWmax) are a function of AC. In other words, the generic DCF for
ACk is replaced by EDCF(ACk) [6] and the (DCF, DIFS, CWmin, CWmax) is
replaced by {EDCF(ACk), AIFSk , CWmin(ACk), CWmax(ACk) }.
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Header 
(32+16 parity) 

Data (n times{208+16 parity}) 
plus one shortened code. 

FCS 
(4+16 parity) ...

Figure 5-7. MAC frame with FEC. Fields have units of octets.

3 It is easily imaginable that in case of a collision an enhanced station will pick up the highest pri-
ority queue for transmission and randomize the sensing of the rest of the queues.
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5.2.4. Hybrid Coordination Function (HCF)

The HCF in IEEE 802.11e replaces the point coordination function (PCF) of
the original standard. The optional PCF has not been implemented as widely
as DCF due to its inability to differentiate among traffic types. With the new
priority levels defined, HCF can now help stations make polling decisions
based on these priority levels. In IEEE 802.11, PCF defines a super frame,
which is basically a cycle consisting of pure contention-based part (called con-
tention period or CP) and a polling part built using PCF (called contention-
free period or CFP). In case of HCF, the cycle is still defined as consisting of
EDCF and HCF with the difference that HCF works throughout the cycle.
The HC does that by using the concept of transmission opportunity (TXOP).

5.2.4.1. TXOP. The TXOP is a permission granted to a station by HCF either
during CP or CFP. During the contention period, TXOP is earned by a station
either when its AISF plus backoff timers count down to zero (while the channel
is sensed idle) or when a station receives a poll (QoS CF-Poll [7]). The differ-
ence of use of TXOP between CP and CFP is that during CFP,contention-based
TXOP is disabled. In effect, HCF provides QoS throughout the network oper-
ation but contention based delivery only during the contention period. The
QoS CF-Poll is given priority even during the CP by requiring HC less IFS for
polling.HC waits for the channel to be idle only for PIFS as compared with con-
tending stations having AIFSk (k = 0, 1, . . ., 7) plus backoff time. Recall that
AIFSs are all greater than or equal to DIFS, which is greater than PIFS. Figure
5-8 shows a successful TXOP given to a station during CP.

IEEE 802.11e FACTOR 97

Station A 

time 

time 

time 

Station B 

time 

TC0 /DIFS 
Transmission 

TC0 /AIFS0+Backoff 

TC1/AIFS1+Backoff 

TC2/AIFS2+Backoff 

Stop timer 

Stop timer 

Stop timer 

Figure 5-8. Two stations, A and B are contending for TXOP during CP. Station B has
three queues. Station A gets TXOP using DCF.
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5.3. ROUTING AND MOBILITY SUPPORT

A routing or relay mechanism is not a part of IEEE 802.11 MAC. The topic
of routing is, however, central to large independent networks and will be
covered as a separate chapter (Chapter 10). The standard introduces the
concept of distribution function to be implemented in case of multiple infra-
structure BSSs. The distribution function is not specified, and can be any of
the several interconnecting devices (bridges, routers) [8]. Additionally, IEEE
has published a document on recommended practices for access points’ inter-
operability. These include management-level procedures for successful
handoff [9]. This draft describes an inter-access point protocol (IAPP) that
could be invoked for handoff across distribution systems. The Association
function provides a mechanism for a station to be associated with an access
point. A Reassociation MAC function allows for changing the AP of associa-
tion. Additionally, a probe function allows a moving station to request channel
scanning for handoff initiation.

With respect to mobility, three profiles exist in the IEEE 802.11 parapher-
nalia. These are discussed in the next section.

5.3.1. No Transition

This implies that a mobile station remains within the BSS in which it was asso-
ciated. This does not require any mobility management functions, as stations
can communicate with the BSS. It might occur that a mobile station is physi-
cally closer to another access point than the one to which it is associated.
However, this does not warrant a handoff, as long as reception on the current
association is acceptable.

5.3.2. BSS Transition

If a moving station loses the required signal strength to or from its associated
AP, and has a clearer and acceptable signal to and from another AP, it may
use the probe and reassociation functions to be transitioned to the new AP. A
new BSS ID will be given to the station corresponding to the new AP.The ESS
will remain the same, unless it is an ESS transition.

5.3.3. ESS Transition

If a moving station is closer to another AP, which is part of another ESS, it
may require the distribution system (DS) to perform an ESS transition. The
standard does not provide support for ESS transition. A proprietary mecha-
nism may be employed, in which case the BSS and ESS IDs on the frames
originating from and destined to the station will be changed. Alternatively, a
deassociation followed an association with the new AP could form a simple
solution for ESS transition. Apparently, this will cause transition delay.
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5.4. MAC LAYER MANAGEMENT

A management information base (MIB) is part of the standard that stores
parameters for the layer operation. These parameters correspond to all func-
tions that the MAC layer provides, such as slot time, IFSs, power-management
parameters.The MIB serves the dual purpose of designing the protocol as well
as designing tools for managing the protocol functions.

Just like data types in a programming language, the parameter values could
be one of the many types. For example, the attribute WEPOn is of Boolean
type and dot11WEPKeyMappingLength is of integer type.

5.5. MAC FRAMES

The MAC layer receives higher layer PDU as service data units (SDUs) and
makes an MPDU by attaching a header/trailer to them. Additionally, the layer
may generate and process some frames by itself, for example, for bandwidth
reservation and acknowledgement purposes. A number of control packets are
defined for providing the functions numerated in paragraphs above. Between
turning ON and fully operating, an IEEE 802.11 station goes through three
stages with respect to Authentication and Association (all but Unauthenti-
cated, Associated state). Each of these states allows for a given set of MAC
frames to be used. The standard defines three classes, as shown in Table 5.1.
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TABLE 5.1. Classification of MAC Frames

Class Frames Allowed

Class 1 Data: Data frames in both directions.
Control: RTS, CTS, ACK, CF-End, CF-End+ACK
Management: Probe (Request/Response), Beacon, Authentication,

Deauthentication, ATIM
Class 2 All Class 1 frames Plus

Control: Association (Request/Response), Reassociation, Disassociation
Class 3 All Class 1 and 2 frames Plus

Data: Data subtypes
Control: PS-Poll
Management: Deauthentication

Frame control 
2 octets 

Duration/ID 
2 octets 

Address 1 
6 octets 

Address 2 
6 octets 

Address 3 
6 octets 

Squnc cntrl
2 octets 

Address 4 
6 octets 

Data 
0-2312octets 

FCS 
4 octets 

Figure 5-9. Generic MAC frame for IEEE 802.11.
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In addition to the BSSID, there are included addresses of the source (SA),
destination (DA), immediate transmitter (TA), and receiver (RA) in the MAC
frame.The actual use of addresses depends on the combination of two bits (To
DS/ From DS) in the frame control field.The frame control field defines frame
types. Data (called frame body in the standard) contains data for the type of
frame. FCS uses 33-bit generator polynomial x32 + x26 + x23 + x22 + x16 + x12 +
x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1. Sequence control provides a mecha-
nism to identify each PDU and fragment with a sequence number (4 bit frag-
ment number and 12 bit sequence number).

5.6. MULTICASTING CAPABILITY

Since MAC layer for multicasting only requires a multicasting address, the
receiver address (RA) can be employed for this purpose. A multicast PDU
may be treated differently from a unicast one, for example, fragmentation is
not applied to multicast data. The multicast (and broadcast) data is transmit-
ted with less reliability than the unicast data. This is due to the reason that
ACKs are not practical in this case. Also, reservation (RTS/CTS) is not used
for multicasting when To DS = 0.

Addressing capability is one of the many needed for multimedia telecon-
ferencing type services. Other capabilities are provided by enhancements, like
IEEE 802.11e, and queue management algorithms that might be needed for
certain applications.

5.7. HIPERLAN MAC

The HIPERLAN 1 was designed to emulate Ethernet like capability over the
wireless medium. It departs from the IEEE 802.11 MAC significantly due to
the capability of prioritizing channel access and inherent multihop routing [10]
[11].

5.7.1. Network Configuration

HIPERLAN 1 defines a fully distributed MAC with every station requiring to
have the capabilities of packet forwarding and receiving in infrastructure as
well as ad hoc configuration. The packet forwarding capability allows for mul-
tiple ad hoc networks exchange packets between any two nodes. Packet
exchange can be possible by using the HIPERLAN ID (HID) and node ID
(NID) pair of addresses. Selective nodes can have store-and-forward capabil-
ity to assist in multihop routing.
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5.7.2. Channel Access

Channel access in HIPERLAN is provided by the CAC sublayer of the DLC
layer.

Every station in a cell is required to listen to the medium just like in CSMA
used in Ethernet. A station that finds the channel to be idle for 1700ms can
transmit right away. This is similar to the DCF of IEEE 802.11 MAC. Priori-
tization for channel access is implemented through a three-phase access
mechanism called Elimination Yield Non-Preemptive Multiple Access (EY-
NPMA). The first phase is for access prioritization. One of the five priority
levels is assigned to each contending station in terms of the equivalent number
of slots of 168 bits each. A station could also be assigned one of the two pri-
orities (Low/High) within each of the five slotted priorities. The allocation of
priorities is based on packet lifetime (time after which the packet loses its
usability). The packet life is usually measured in terms of normalized residual
lifetime (NRL). If p0 is the highest priority and p4 the lowest priority then the
NRL bounds are given by p0 £ 20 ¥ 10ms £ p1 £ 21 ¥ 10ms £ p2 £ 22 ¥ 10ms £
p3 £ 23 ¥ 10ms £ p4. In other words, the highest priority is given to a packet
with NRL of less than 10ms and the lowest to a packet with NRL greater than
80ms. These priorities can be imagined as being the slot delays for starting to
sense the channel. An MT with a higher priority packet will start sensing
earlier than a station with a lower priority packet. So, when a lower priority
station starts sensing, the higher priority one may already have gotten into the
next phase, which is contention. In other words, as soon as sensing starts, all
stations are eliminated, except the ones with highest current priorities that
start sensing simultaneously. When the priority timer reaches zero, the con-
tention timer starts.

5.7.2.1. Contention. In this phase, that can continue for up to 12 slots of 212
bits each, the surviving stations transmit a random burst and then sense the
channel at the end of the burst. If a station finds an idle channel, it will be the
survivor of the contention phase. Apparently, the station/s with the longest
burst will be the winner. This is opposite of the backoff concept, in which the
station with the lowest backoff would be the first to find the station idle. The
channel sensing in this case is not allowed 100% of the time, but depends on
a permission probability.

5.7.2.2. Yield. Figure 5-10 and Figure 5-11 show the prioritization and con-
tention phases of three stations. In Figure 5-10, the low-priority station B is
eliminated when its delayed sensing results the other two (A and C) sending
data burst on channel, thus making it non-idle. However, in Figure 5-11, station
C is shown to have generated a longer random burst than station B, thus being
the sole winner. It is possible that more than one station might generate the
same length of burst in the contention mode. In such case, another random
wait of up to 9 slots of 168 bits each will form the final and yield phase of
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channel access. After the final random wait for the yield phase, a station is
ready to transmit data. Since all transmissions in HIPERLAN are ACKed, a
timing diagram for packet transmission will appear as shown in Figure 5-12.

5.7.3. Multiple Access

The multiple access in HIPERLAN 1 is part of channel access (i.e., PDMA)
and a contention, transmission, acknowledgement paradigm is followed. Col-
lision may still occur, albeit with a very low probability. Backoff timers and

102 WLANS: MEDIUM ACCESS CONTROL

0 1 2 3 4

Contended out 

Success 

A

C

5 6 7 9 10 118

10 ms 

Figure 5-11. Station C survives contention due to longer random burst.
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Figure 5-10. One of the three stations eliminated in priority phase.
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Figure 5-12. Transmissions are ACKed in HIPERLAN.
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probability of permission in contention and yield are used for further reduc-
tion in collision.

5.8. HIPERLAN 2

HIPERLAN 2 has been designed as an access network for an ATM backbone.
Therefore, its MAC protocols reflect this capability.

5.8.1. Channel Access

Slotted ALOHA is used in a part of MAC frame reserved for this purpose.
Stations contend for time slots in the other parts of the frames. These times
slots are allocated in downlink, uplink, and direct link phases of the frame. It
is known that the maximum throughput of slotted ALOHA is less than 40%.
This is due to collisions and leaving empty slots (no one contending for them).
The result of an access attempt is announced in another part of the MAC
frame called the broadcast phase. See multiple access for details. See, for
example, [12][13][14].

5.8.2. Multiple Access

The HIPERLAN 2 MAC principle is based on the paradigm of cellular net-
works. It uses a 2ms TDMA frame4, with the MTs contending for time slots
and AP/CC (central controller) allocating them. A time slot has duration of
400ns. The slot allocation is centrally managed by AP (CC in case of ad hoc
topology) and is entirely dynamic. The MAC frame consists of 5 phases, as
shown in Figure 5-13.

5.8.3. Broadcast Phase

The broadcast phase is from AP/CC to MTs and it contains the status infor-
mation of current slot allocation. MTs trying to reserve a slot in the previous
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4 In practice, 2ms is so short that ARQ can be used, even for voice packets.

Broadcast phase Downlink phase Uplink phase Random access phase 

Direct link phase 

Figure 5-13. HIPERLAN 2 MAC frame.
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frame know the result in the broadcast phase of current frame. Its duration is
20ms fixed. Three channels, broadcast channel (BCH), frame control channel
(FCH), and access channel (ACH), convey complete organization of the rest
of the MAC frame to all stations; in particular, FCH provides transmission
resource allocation information to MTs that have accessed the channel 
successfully. ACH gives feedback about the status of the newly registering
channels.

5.8.4. Downlink Phase

During this phase, data are transmitted from AP to MTs in the slots announced
during the broadcast phase. All MTs listen to the broadcast phase to check if
there are data for them. If their ID appears in the recipients’ list, they syn-
chronize to the slot in which they are supposed to receive data during the
downlink phase. Its duration depends on the number of MTs in a cell.

5.8.5. Uplink Phase

In this phase, slots are used by MTs to send data to the AP. Its duration is 
12ms fixed.

5.8.6. Direct Link

Direct link transcends the restrictions of transmitting in uplink and receiving
in downlink phases. In this small field, transmission resources can be allocated
to the transmitting and receiving MTs simultaneously, such that one station
can transmit and the other can receive from a single slot.

5.8.7. Random Access Phases

In this phase the MTs use Slotted ALOHA to contend for channel resources.
Prioritization is allowed to have multimedia capability.

5.9. USER AND DATA PRIVACY

HIPERLAN 1 has no mechanism for user authentication. For data privacy
encryption is optional. However, the random sequence generation algorithm
is secret [15] as reported in [16]. For data encryption, a common set of shared
keys HIPERLAN key-set is employed. The algorithm uses as input the secret
key and an initialization vector (IV). The IV is transmitted with every MPDU.

HIPERLAN 2 provides many choices of security, including authentication
and inter-AP security information exchange [17]. These include no authenti-
cation for open systems, pre-shared key authentication (using HMAC-MD5
algorithm—see Chapter 8) and three RSA algorithms with keys of 512, 768,
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and 1024 bits. The procedures for exchange of authentication keys for pre-
shared key authentication and public keys for RSA algorithms are not rigor-
ously specified. Either AP or MT can authenticate, thus extending the
authentication mechanism to ad hoc configuration. Data encryption is done
by using DES standard, and optionally 3DES.

5.10. POWER MANAGEMENT

Power save mode is provided in HIPERLAN by defining a type of station that
can participate in this mode. These stations, the so-called p-savers, are pro-
vided power saving capability with help from complementary stations called
p-supporters. The p-savers communicate their schedule for the sleep and
awake times to the p-supporters. If a packet arrives during the scheduled 
sleep time, the p-supporters store the packet until the scheduled awake time
[18].

Another power-saving feature of HIPERLAN is the low-rate header trans-
mission. Frame header determines whether a frame is destined to the current
recipient.A low-rate header consumes less energy than a higher-rate data part
of the frame. However, the data-part is not received if a station knows (from
the header) that it is not the intended recipient.

5.11. MULTIMEDIA SERVICES

Since HIPERLAN 2 uses TDMA/TDD, it is ideally suited to providing mul-
timedia. In fact, the original development of HIPERLAN 2 was to provide a
WLAN interface for the ATM backbone and Quality of Service (QoS) provi-
sioning was one of the main attractions of ATM. Consequently, a mobile
station in HIPERLAN 2 can specify QoS parameters used in ATM network
(throughput, delay, loss, jitter, etc.) Enhancements have also been suggested
[19].

One of the biggest strengths of HIPERLAN 2 arises from the absence of
collisions and that it has a high actual throughput. HIPERLAN/2 54Mbps stan-
dard provides an actual throughput above 40Mbps. Compare this with the 20
Mbps or below of IEEE 802.11a (54Mbps maximum). This certainly results in
better quality of audio-visual applications [20], even with simple priority
queueing. In addition to ATM, HIPERLAN 2 is projected to provide inter-
faces to IP as well as 3G cellular networks [21]. Since the standard is poised
to provide interface to a variety of networks (including the IEEE 1394 stan-
dard), a major amount of flexibility is embedded in the standard. This includes
MAC frame scheduling to the choice of error-control (EC) mechanisms. EC,
being a major fraction of the HIPERLAN 2 DLC, provides a choice among
selective acknowledged, unacknowledged, and repetitive transmissions. In case
a retransmission mechanism is chosen, further flexibility is provided in choos-
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ing the EC parameters, for example, number of retransmissions, window size,
and so on [22].

5.12. ROUTING

When HIPERLAN is configured as infrastructure network, the access point
(AP) also functions as central controller (CC). Thus it provides the routing
and bridging function as well as resource management. When HIPERLAN is
realized in ad hoc form, the function of the CC is distributed in nature and
any station can act as CC. In that case, if a station is registered with more than
one CC, it can also act as frame-relaying station. Routing is a major strength
of HIPERLAN. All MTs can act as forwarding stations (forwarders) in an ad
hoc HIPERLAN. MTs use a control packet called Hello packet to share neigh-
bors’ information with every MT around them [23]. The forwarders use the
information in the Hello packets to set up the routing table.

Other routing mechanisms can be defined at the top of the HIERLAN 2
DLC, such as an inter-operability routing mechanism, proposed in [24] for 
dual mode HIPERLAN 25. Also, [25] proposes an extension of the relaying
capability by requiring stations to use a relay station within a single network
instead of raising power levels when away from the destination [26]. Figure 5-
14 shows an ad hoc network with MT number 2 and 4 acting as forwarders.
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Figure 5-14. Mobile terminals 2 and 4 act as forwarders.

5 The dual node HIPERLAN 2 is defined at 60 GHz to support highly congested urban areas.
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5.13. MOBILITY SUPPORT

Since HIPERLAN is designed for low mobility, the only mobility support pro-
vided in the standard is the capability of signal measurement. An MT keeps
measuring the signal to noise ratio from more than one AP simultaneously.
When connection with the existing AP becomes weak, it can request the asso-
ciation to be shifted to a new AP with clearer signal. Data may be lost during
handoff.

5.14. MAC FRAME

As shown in Figure 5-13, the HIPERLAN 2 MAC frame consists of phases.
Within these phases logical channels are defined over transport channels [27].
Figure 5-15 [28] shows various transport and logical channels. Here’s a brief
description of each of the transport channels.

BCH Contains cell information.
FCH Contains frame composition information.
ACH Contains the results of contention from the previous frame.
LCH Contains 54-byte MAC PDUs with 48 bytes of user data (=ATM cell 

payload).
SCH Contains 9-byte signaling data.
RCH Allow contention for access.

Figure 5-15 showcases the transport channels.
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ACH = Access feedback Channel 

RCH = Random access Channel 

Figure 5-15. HIPERLAN2 MAC frame channels.
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Logical channels are defined within the transport channels (see [27] for a
mapping). Here’s a brief definition of each:

SBCH = Slow broadcast channel. Carries a variety of information from AP
accessible to all MTs from handover, MAC ID assignment for non-
associated MT, encryption seed, convergence layer information, etc. It is
downlink only.

DCCH = Dedicated control channel. Carries messages between an MT and
AP using radio link control (RLC) sublayer signals. These messages
pertain to DLC connection control and association control functions. It
is bi-directional.

UDCH = User data channel. Carries convergence layer data between an
MT and AP. It is bi-directional.

LCCH = Link control channel. Carries information between the error
control (EC) functions of MT and AP. It is bi-directional.

ASCH = Association control channel. Carries information for association
and re-association request from the MTs to AP. It is uplink only and is
used only during the handover process.

Since HIPERLAN 2 has a connection-oriented mode of operation, infor-
mation among various functions of the standards is exchanged in the form of
messages instead of frames. These messages are communicated using the
above logical channels. Each of these channels is not, however, dedicated to
be used only for a particular message. A large number of messages could be
exchanged using a small number of logical channels, depending on various
phases of connection (set up, data exchange, handover, encryption, etc.).

5.15. TELECONFERENCING CAPABILITY

HIPERLAN 2 supports multicasting and broadcasting that can be used for
teleconferencing capability. The multicast PDUs are not acknowledged and
are transmitted only once. However, the broadcast PDUs, though not acknowl-
edged, are transmitted with temporal diversity (multiple instances transmitted
per MAC frame).

Temporal diversity enhances the chances of reliable reception. In addition
to the group multicast function, the standard also defines what is called the
N*unicast mechanism, which is using N unicast addresses to make one multi-
cast group. Using this mechanism, retransmissions can be employed as if they
were unicast in nature.
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5.16. DATA LINK CONTROL (DLC) LAYER

The HIPERLAN standard has a complex DLC layer that consists of channel
access control (CAC), medium access control (MAC), error control (EC), and
radio link control (RLC) functions, and their sub-functions. At the top of the
DLC, a convergence layer provides interfaces to ATM, IP, IEEE 1394, and 3G
UMTS systems. There is no LLC as such, but DLC contains functions of an
LLC and many more.

A DLC connection is referred to as DLC user connection (DUC), which is
a unique combination of MAC ID and DLC connection ID. It is through this
connection that peers of CAC, MAC, EC, and RLC exchange user and control
data.
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CHAPTER 6

MOBILITY AND INTERNET
PROTOCOLS

The simplicity and flexibility of the Internet Protocol (IP) have been its main
driving attributes. The IPv4, once thought to be soon out of phase, is still the
dominant internetworking protocol in the world. As a connectionless proto-
col, it defines a simple header with 32-bit address spaces for source and des-
tination IP layers. The header error checksum gives some protection to the
header part of the packets. The fragmentation function allows the use of a
mechanism to adapt to smaller maximum permitted packet sizes in the inter-
mediate networks in a heterogeneous end-to-end connection. Time to live
(TTL) can be used to get an estimate of how many hops a packet has trav-
eled. There is no routing protocol that is a part of IP-itself. An IP packet can
be encapsulated by another IP packet or a lower layer packet. IP can encap-
sulate any protocol data unit (PDU) as long as it has a protocol number for
identification. In summary, two instances of IP-based hardware or software
could be perfectly interoperable with numerous differences in their imple-
mentation of how packets are routed, how they are given IP addresses, and
even what they carry. Nevertheless, address distribution (and, hence, routing
hierarchy) in IP has traditionally been related to the domain name service
(DNS). DNS is supposed to give network addresses a human taxonomy—of
stable geographic locations. Due to this, IP addresses have been allocated per-
manently to geographically fixed networks.The concept of subnet masking has
made locations ever so permanent.

If one concludes from the above paragraphs that mobility is not built-in in
IP, one needs to be reminded that neither is routing. Source routing may be
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an exception, but it is not the general choice of routing on the Internet. IP is,
in fact, flexible enough a protocol for implementing mobility functions.
However, one big difference between routing and mobility management is that
routing can be entirely distributed and may require less cooperation among
network administrations than mobility. Perhaps it is due to this reason that
IPv6 has been designed to have more generic functions to assist in mobility
than IPv4. In this chapter, we will look at some of the options for managing
the mobility of hosts using IP and related protocols. We will start by defining
types of mobility and go on to discuss session initiation protocol (SIP) to
manage mobility at higher layers, followed by enhancements in IPv4. Finally
we will have a discussion on IPv6 mobility management functions.

6.1. MOBILITY IN INTERNET APPLICATIONS

IP was designed for mainframes and minicomputers. It works the same way
with workstations and desktops. In fact, as the performance gap among these
machines has narrowed, IP has not been affected much by this, except perhaps
by their proliferation. The popularity of notebooks, palmtops, and personal
digital assistants has changed the scenario. The new voice-over-IP (VoIP)
applications are further evidence that IP mobility is critical to current and
future applications. A mobile user with a device requiring an IP connection
does not have to be wireless, however. In fact, as pointed out in [1], there are
three kinds of mobility when it comes to IP in cellular infrastructures. These
are: (1) reconnectivity when a user may move to another domain and plug in
to the network to establish a new IP connection, (2) portability (macromobil-
ity), when a user may do the same thing as in reconnectivity but may be wired
or wireless and keep a permanent presence at a ‘home network’, and (3) mobil-
ity (micromobility), when the user is wireless and mobile while using the con-
nection continuously. The three types offer different problems and could, in
fact, be required by a single user all the time. Here are general possible 
solutions.

6.1.1. Reconnectivity

Reconnectivity does not require any change in the classical IPv4, as a new IP
address can be allocated either manually or automatically using dynamic host
configuration protocol (DHCP), as shown in Figure 6-1.

6.1.2. Portability

At least four major additions to the classical implementations of IPv4 are
needed to provide portability. These are: (1) to have another node receive IP
datagram in the home network (mobile home agent), (2) to have a way for the
mobile home agent to keep track of the mobile host’s whereabouts (registra-
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tion), (3) if a mobile host moves from one domain to another, to have a node
( foreign agent) at the next network inform the mobile home agent about the
next network, and (4) to have a way of allowing two-way datagram exchange
from the new location to a correspondent host (CH) transparently. Figure 6-2
shows the interaction of these four components.

6.1.3. Micromobility

There are many ways to handle micromobility, and each mechanism will have
its requirements. We will use a hypothetical scenario. Continuous mobility and
connectivity may require a way of having an IP address to be registered across
more than one node that can deliver the IP datagram to the mobile host.Addi-
tionally, a mechanism is required for keeping current location (registration)
among the nodes that serve a given IP. An example is shown in Figure 6-3,
where a group of base stations have the IP address of a mobile host listed as
active or passive. In this example, the IP address-allocation is done by higher
level ‘address server’. As soon as the IP address is allocated using some
dynamic mechanism such as DHCP, it is published to all the serving base sta-
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tions under this address server. The base station, which started in the address-
acquisition process, has the IP address of the mobile host as active while all
other base stations have it as passive. If the mobile host (MH) moves from
one base station to another, the datagrams from this MH are treated like any
other datagrams of the active IPs. A handoff process is executed for incoming
datagrams.

Figure 6-4 shows a realistic scenario in which micromobility management
is carried out in the address server area and macromobility management is
performed in the interdomain handoff.
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6.2. INTERNET PROTOCOLS FOR MOBILITY

As apparent from the discussion on three forms of mobility, there is no 
critical need of enhancements for reconnectivity. For macromobility, the 
infrastructure is best met by mobile IP [2]. For micromobility, a cellular
network-like infrastructure is needed. This would ideally be on the same lines
that wireless ATM mobility was supposed to be handled, to avoid frequent
hard handoffs. Several protocols have been proposed (See the ‘protocol 
explosion’ on p. 10 of Ref. [1].) In the following pages, we will discuss three
protocols that are critical for providing end-to-end continuous service to a
wide area IP-based mobile wireless network. These are the session initiation
protocol [3][4], mobile IP, and cellular IP [31]. Figure 6-5 shows a relation
among various protocols that act together to provide multimedia services 
to mobile hosts in cellular network. In the end, we will have a section on 
mobility-related functions in IPv6, since leading companies (such as, Ericsson 
and Nokia) believe that, due to increasing peer-to-peer applications, (as
opposed to client-server applications), IPv6 has to be deployed for cellular IP
networks.

6.3. SESSION INITIATION PROTOCOL (SIP)

The architectural difference between SIP and IP is that SIP is an application-
level signaling protocol whereas IP is a network layer data (plus signaling)
protocol. Functionally, SIP provides only signaling capability between 
two applications. In 3GPP, SIP is used to establish and terminate telephone
calls.

6.3.1 SIP versus H.323 and HTTP

In many ways, SIP is an alternative for ITU’s H.323 architecture. However,
the SIP protocol and H.323 architecture don’t share anything beyond goals.
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SIP is a text-based session management protocol that allows two applications
(the caller and the ‘callee’) to establish understandings in the form of uniform
resource identifiers (SIP URI)s. It is extensible, flexible and widely interoper-
able (e.g., with service discovery protocol (SDP) and real-time streaming pro-
tocol (RTSP)). It does not require specialized hardware and is implemented
in software entirely. H.323 is binary coded multiplayer architecture that is
rather inflexible (three versions to include more functions). It contains two
protocols (H.245 and H.225) for call control, signaling, and authentication. SIP
shares much with HTTP, including message coding mechanism and program-
mability. SIP has been designed keeping the HTTP flexibility in mind and uses
its request/response model. The regular ‘bake-offs’ help incorporate extensi-
bility as it arises.

6.3.2. SIP Provisions

SIP is a signaling protocol for the Internet applications. As such, it does not
provide services, but provides the infrastructure in the form of primitives to
design services. These primitives can be used for exchanging a number of mes-
sages in the original protocol and its extensions. Fundamental session man-
agement capabilities provided by SIP include allowing applications and users
to establish, move and terminate sessions in client-server paradigm. For 
networks with mobile users, SIP can be used to locate end systems of com-
munications to help in managing user mobility. A number of security related
functions are also included in the protocol. These include encryption, denial
of service (DOS) prevention mechanism, privacy, and authentication.
Additionally, it provides for negotiating media (data coding mechanism, etc.)
parameters and modifying them during a session. It does not concern itself
with the actual information to be exchanged in a session. Figure 6-6 shows a
typical usage scenario.

Table 6.1 lists SIP entities. Each entity performs tasks that consist of a series
of SIP transactions. SIP transactions constitute the SIP requests and responses.
All SIP entities except the proxy server contain transaction layer. The trans-
action user is the layer above transaction layer. The job of the transaction user
layer is to generate application layer responses to request retransmissions
where applicable, and timeouts etc.

6.3.3. SIP Request Types

The purpose of request messages is to invoke action. The request messages
map into what SIP can perform. Clients send a request message and it is routed
to servers through a proxy server that acts as a client to the destination server
and a server to the invoker of request. Here’s a list of the six SIP requests and
their meanings, as defined in RFC 3261.
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Figure 6-6. SIP is a signaling protocol, in which users can be addressed using e-mail
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TABLE 6.1. SIP Defined Network Elements

SIP Network Element Function

User agent (UA) A UA can act as a user agent client or server.
User agent client (UAC): Generates Request transactions.
User agent server (UAS): Generates Responses to the 

requests.
Back to back user agent (B2BUA): A concatenation of 

UAC and UAS.
Redirect server: A UAS that redirects UAC to the changed 

user location.
Proxy (server) A proxy (server) routes a request from a UAC to an 

appropriate UAS. It can modify the request (hence,
proxy) acting as a client.

Stateful proxy: A proxy that maintains the state machines of 
client and server during session.

Stateless proxy: A proxy that does not maintain the state 
machines of client and server during session.

Registrar A server that handles location service for a domain. The 
request type REGISTER contains this information for 
the registrar.

Transaction users The layer above the transaction layer of SIP. It includes the 
protocol functions (called cores) of UAS, UAC and proxy 
server.
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1. REGISTER. This request is sent from a client to registrar to register in
a domain. In mobile networks, it will be needed every time a user moves
to a new domain.

2. INVITE. Sent for requesting the setting up of a new session with
another SIP entity. ‘reINVITE’s may be used to make changes in the 
on-going sessions.

3. ACK. The last signaling message in a successful session set up sent from
the requesting client.

4. CANCEL. Sent by the client to cancel the last request.
5. BYE. Terminating a session.
6. OPTIONS. Message sent to a proxy server asking what capabilities are

available at this server.

6.3.4. SIP Response Types

The responses carry the status of requests if any additional data is needed.
Each response carries a three digit number xyz that describes the response
type. The x can have a value 1 though 6 and it determines the response class.
The remaining two digits determine the exact type of response. Table 6.2 gives
a list of response classes.

6.3.5. SIP Operation

Figure 6.7 shows an instance of SIP operation. It has two phases, a signaling
phase during which session is set up and terminated, and a data exchange
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TABLE 6.2. SIP Response Classes

Status Code Class Meaning

1yz Provisional The request is being processed, e.g., Trying (100),
Ringing (180).

2yz Success The request is successfully received and understood,
e.g., Ok (200).

3yz Redirect Continue the request with further action, e.g., try 
another recipient, e.g., Moved temporarily (302),
Moved permanently (301).

4yz Client error The request is bad or can’t be met at this time, e.g.,
Unauthorized (401) or Busy (486).

5yz Server error The server failed to comply with a legitimate 
request, e.g., Server internal error (500).

6yz Global failure The request can’t be fulfilled anywhere among all 
servers, e.g., Busy everywhere (600).
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phase, during which the two users exchange data, for example, interactive
instant messaging, phone call, and so on.1 The network path for signaling does
not have to be the same as for data exchange [5]. User A in domain 1 
(sip: userA@domain1.com) requests a connection with the User B at domain
2 (sip: userB@domain2.com). It sends the INVITE message to its proxy
server (proxy A). The proxy A forwards this message to proxy B (with a pro-
visional message TRYING back to User A), the proxy server for domain B
forwards it to User B, and so on. Note that each SIP user has an address made
unique by the http or e-mail-like notation.

6.3.6. SIP and Cellular Networks

SIP can handle terminal and personal mobility with the help of REGISTER
and reINVITE request types. REGISTER can be used to register the mobile
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1 Data exchange phase is among the applications, and SIP does not provide any service during
this phase.
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host (MH) in home SIP server database to show the new domain. Once the
home server knows the current location and a corresponding foreign SIP
server of the mobile, it can forward all requests to the mobile host through its
new server. The MH, after receiving redirected INIVITE, can use reINVITE
to directly request a session with the calling user. See Figure 6-8 for example
of demonstration of this concept. In fact, using user authentication, SIP can
provide personal services to mobile users wherever they can reach a proxy
server and authenticate themselves. Once the REGISTER request message
can be used for address binding to new locations and foreign severs, mobile
IP tunneling and triangular routing can be used with SIP acting as the signal-
ing protocol for mobile IP.

As pointed out in [6][7], SIP can handle mobility and heterogeneous access
network interfaces in a variety of ways. The two leading interoperability proj-
ects for 3G systems (3GPP and 3GPP2) are expected to use SIP for mobility
management in the IP part and all-IP versions of the networks.

122 MOBILITY AND INTERNET PROTOCOLS

User A 
User B 
Server 

User B 

INVITE 

REDIRECT 3xx 

ACK 

Session in progress 

OK 

BYE 

Sequence 

INVITE 

.

.

.
ACK 

Figure 6-8. REDIRECT used to set up connection with user B, who moved out.

TEAM LinG



6.3.7. SIP and 3GPP, 3GPP2

3GPP network consists of three sub-networks to provide multimedia [8].
These are the traditional GSM circuit-switched domain, GPRS-based packet-
switched domain (IP or non-IP) and the IP multimedia domain. Mobility man-
agement in the IP multimedia domain is managed by SIP as of Release 3 of
the 3GPP. The 3GPP2 network consists of two sub-networks [9]. These are the
traditional one, based on CDMA, and the IP multimedia subsystem (IMS).
IMS uses SIP for application-level mobility management. The SIP application
server (SIP A/S), connected to the home subscriber system (HSS), provides a
quick application and service-development environment, as shown in Figure
6-9 ([9]) for a proposal of harmonized architecture for 3GPP and 3GPP2.

6.4. MOBILE IP

Mobile IP is more of a commonsense use of IP for mobility.2 As mentioned
earlier, IP standard stops short of specifying every procedure being an essen-
tial part of the protocol (e.g., any routing protocol can be used at IP routers).
This has given the protocol one of its main strengths, that is, flexibility of how
it is deployed. Mobile IP is more of a deployment mechanism for IP under the
established, that is, hierarchical, geographically fixed, routing and domain
name service (DNS) systems. Note that it is possible, at least in theory, to rede-
ploy IP (even IPv4) in order to get rid of ‘geo-sensitive’ routing and make it
a completely or partially a mobile protocol. Of course, even if this can be done,
the cost is not conceivably affordable, due to the enormous heterogeneity
embedded in the Internet infrastructure.
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Figure 6-9. HSS with SIP/AS in proposed harmonized reference model for 3G IMS
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2 Mobile IP without the suffix ‘v6’ is generally considered Mobile IPv4. We stick to this 
convention.
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Mobile IP is best suited to macromobility and travel-related mobility
(reconnectivity) for fixed wireline access while traveling. However, this applies
equally well to macromobility in wireless cellular networks. In fact, the travel-
related mobility (reconnectivity) issue is better resolved by DHCP allocating
IP addresses in the foreign network and the mobile host configured to get the
IP address automatically from a DHCP server. In the following, we will first
describe the components of the mobile IP followed by the general example.
Then we will discuss its limitations and usage in 3G wireless cellular networks.

6.4.1. Mobile IP Components

There are two types of components of a mobile IP system: network elements,
and procedures and logical elements.Among the network elements are mobile
host (MH), mobile home agent (HA), mobile foreign agent (FA), and corre-
spondent host (CH). Among the procedures and logical elements are regis-
tration, agent discovery, tunneling, care-of address (CoA), home address, and
mobility detection and deregistration. We will look at each of them briefly.

6.4.1.1. Mobile Host (MH). A mobile host (MH) is an Internet device, such
as a notebook or a PDA, that could potentially be moving from one domain
to another and should thus be equipped with mobile IP.

6.4.1.2. Home Address. If the MH has a permanent address in the home
domain, it is called home address.

6.4.1.3. Correspondent Host (CH). Corresponding host is another Internet
host device with which MH is communicating during an instance of a Mobile
IP connection. There could be a higher-layer connection, or it may be a con-
nectionless exchange between the MH and CH.

6.4.1.4. Mobile Home Agent (HA). A device (e.g., a router) with which the
MH is registered along with an IP address in its home domain. As the MH
moves around, it will keep HA informed about its new locations. Therefore,
the HA always knows where a MH is and can reach it. A domain could have
more than one HA.

6.4.1.5. Mobile Foreign Agent (FA). A device (e.g., a router) that registers
MHs visiting its domain. It is quite possible that the MH uses the IP address
of the FA for itself while it is visiting a foreign domain.

6.4.1.6. Mobility Agent (MA). Mobility agent (MA) is the term used to
describe either the HA or the FA.

6.4.1.7. Mobility Detection. There should be a mechanism for the MH to
figure out whether it is in foreign, new foreign, or the home domain. In other
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words, the mobility-detection function is part of Mobile IP. The mobility-
detection mechanism could be implemented in many way, for example, by
making all registrations with a timeout and then renewed, by making it nec-
essary for the HA and the FA to keep announcing their presence, or for the
MH to keep sending some kind of keep-alive messages. There are two algo-
rithms specified for mobility detection, one to be used under all circumstances
and the other to be used in some cases. The first of these algorithms uses a
lifetime from the agent advertisement message and the second compares the
network prefixes of the received agent advertisement. The first method can be
used under all circumstances, but it has no way of detecting mobility before
the end of lifetime. Therefore, if a MH moves out of the range of the current
MA soon after updating its registration, all transmissions until the next update
will be lost. The second algorithm is not useful if the prefix length of the new
MA is not known to the MH. The method is recommended to be used only if
the prefix lengths are known.

6.4.2. Agent Discovery

Agent discovery is a type of mobility-detection mechanism. This process con-
sists of the MAs broadcasting messages (Agent Advertisement) of their pres-
ence using one of the ICMP message types called Router Discovery. If an MH
does not receive any agent advertisement message, it could simply send an
Agent Solicitation message to invoke an agent advertisement message [10].
Registration or de-registration follows once a change (i.e., mobility) is
detected or the existing registration is timed out. It is important that the TTL
field in the IP header for looking for an MA should be set, so that the packet
does not leave the domain within which registration is sought. For example, a
TTL = 1 should be set if the ‘All Mobility Agents’ is the destination. If regis-
tration is to be done with a known MA, then the TTL should be set to reach
that agent and not beyond.

6.4.3. Registration

The visiting MH registers the new location with its HA. However, in order to
register a foreign location, the HA needs a foreign agent. Therefore, the MH
must find a FA in the new location and then register it with its HA. The reg-
istered FA also registers this MH as a visiting MH in its domain and allocates
an address (care-of address, see below) to it to be used only as long as the MH
is visiting this domain.

6.4.4. De-registration

The process of registration to own HA is called de-registration because it also
means termination of registration in any other domain.
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6.4.5. Care-of Address (CoA)

Once in a foreign domain, the mobile host needs a new IP address to which
incoming datagrams would be forwarded. This is called the CoA. The CoA
could be either an address allocated to the MH only, called co-located CoA
(e.g., using DHCP), or it could be the address of the FA. In the latter case, all
datagrams addressed to the visiting MH must be received by the FA first. The
FA needs a mechanism to know which MH a packet belongs to. This can be
done by preserving the IP header with the home address of the MH inside the
received datagram header. From the outer header, the packet is routed to 
the FA and from the inner header, it is forwarded to the MH, as shown in
Figure 6-10.

6.4.6. Tunneling

Tunneling is used by HA to send IP datagrams to the MH when the MH is in
a foreign domain. Tunneling implies use of double protocol headers, in this
case, an IP over an IP. Here is the usage scenario of tunneling. When the MH
moves from one domain to another, the corresponding host (CH) is to be kept
unaffected by this mobility. The CH keeps sending packets to MH at the orig-
inal home address. These packets are received by the HA. These packets have
the CH address as the source IP address and the MH address as the destina-
tion IP address. The HA forwards these packets to MH to the care-of address
while preserving the original header. So, the HA adds another IP header
(encapsulation), showing its own address as the source address and the CoA
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address of the MH as the destination address.This can be visualized as making
a tunnel of the outer IP headers between the HA and FA through which the
inner IP packets for the MH are forwarded. Figure 6-11 shows tunneling from
the home agent of a mobile host to the current foreign agent.A mobility agent
may optionally provide shortened encapsulations instead of using the full IP
header. Two such mechanisms are given in [11] and [12].

6.4.7. Mobile IP Usage Scenario

Consider the IP network part of a cellular system with three domains, as shown
in Figure 6-12. The MH, registered in domain 1, and exchanging IP packets
with the CH in domain 3, moves to domain 3.

First, Figure 6-12(a) shows the two hosts (MH and CH) communicating as
if there is no mobile IP. In Figure 6-12(b), the MH moves to domain 3. It may
happen that it still can get the outgoing packets to the CH, but it will not be
able to receive packets from the CH because the CH is still sending to its home
address. Therefore in Figure 6-12(b), the MH uses agent solicitation, followed
by registration request (RRQ), for which it uses UDP port 434. The MH gets
a CoA, co-located or the FA’s IP address. With the co-located address, the MH
can now communicate directly with the CH from domain 3. In general, there
could be three problems of having this capability in Mobile IP. These are:

1. Address space. If all MHs are given their own CoAs, the address space
in IPv4 will be further limited.

2. Privacy. If the MH wants to hide its mobility from the CH, it cannot be
given the new CoA.

3. Firewall (not applicable to this particular case). If the MH moves to a
domain that is firewalled by the access router of the CH domain, the
packets from the new CoA address of the MH may not be able to reach
the CH anyway.

MOBILE IP 127

Home Network 
Internetworking 

Cloud 

Foreign Network 

Home Agent 
Foreign Agent Mobile Host

Corresponding 
Host 

Figure 6-11. HA uses tunneling to forward packets from the CH to the MH in a foreign
network.

TEAM LinG



128 MOBILITY AND INTERNET PROTOCOLS

Doma

(a)

in 1 Domain 2 
Domain 3 

HA/FA
HA/FA

Mobile host Corresponding 
host 

Domain 1 Domain 2 
Domain 3 

HA/FA 
HA/FA 

Mobile host 

Corresponding
host

FA Registration 

FA Discovery

1

2
3

(b)

Domain 1 Domain 2 
Domain 3 

HA/FA 
HA/FA

Mobile host 

Corresponding 
host 

(c)
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In addition to these, new higher-layer bindings may result in excessive 
delay or lost data. In our example, we assume that the CH domain can receive
packets and the FA address is used for tunneling. Now, as shown in Figure 6-
12(c), the MH is sending data to the CH directly through the new IP route,
while the CH is sending data to the HA of the MH. These data are transmit-
ted to the FA from the HA using tunneling and are delivered to the MH by
the FA by uncovering the tunneling IP header.

6.4.8. Security Measures in Mobile IP

When used in wireless environment, mobile IP can be subject to all classical
attacks and vulnerabilities plus the problems inherent to wireless channels 
and networks. A few security measures are proposed as part of the standard.
Prominent among these are nonces and time-stamping of the registration mes-
sages so that an intruder may not replay a stolen registration message to
authenticate it and act as the MH. Timestamps allow the recipient node (i.e.,
the MA) to disregard a message with a timestamp older than expected. The
nonces (a unique random number to be used only once) can help figure out
if the current message has already been used.

6.4.9. Limitations of Mobile IP

The biggest problem with Mobile IP is that it may not be implemented ubiq-
uitously due to the heterogeneous nature of the Internet. However, once 
and wherever it may be available, it still has many limitations in terms of 
operation and performance. As already mentioned, mobile IP in a wireless 
cellular setup is only for macromobility and not fast-paced micromobility, to
provide a continuous IP connectivity during handoff. Following is a list of
problems and some proposed solutions. Refer to [13] and references therein
for details.

1. Tunneling Delay. As seen in the example of Figure 6-12, the tunnel simply
adds a round trip delay. In terms of QoS, this could be the difference between
a good and bad connection. There are a number of solutions proposed for this,
such as the use of a co-located IP address, so that the MH and the CH can
communicate directly, assuming there are no other hindrances. This is called
route optimization (Ref. [6] of [13]) and results in having the HA sending
mobility binding updates to CH.

2. Discontinuities in Communications. It might also happen that a mobile
host moves from one foreign host to another and the registration process halts
packet exchange. If the CH sends any packets during this time, they are either
lost or discarded due to TTL expiry. Besides, as pointed out in the original
RFC, too many overhead packets for registration drain battery from the MH
in a wireless setup. This problem can be resolved by extending the operation
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of the last FA until it gets a signal of registration completion from the HA or
the next FA. Until then, from the knowledge of the current FA, the last FA
simply forwards all received packets for the MH to the new FA. Once it
receives a registration complete message from the new FA, it deletes the MH
entry. Figure 6-13 shows this process.

Another solution proposed in reference [8] of [13] is the regional registra-
tion. In regional registration, a larger domain has a hierarchy of FAs. These
FAs are all available with their IP addresses to be used for tunneling. Alter-
natively, all tunneling can happen via the GFA, the gateway FA. However, the
MH registers only within the FA that is the highest (or lowest) in the hierar-
chy (e.g., with the gateway MA). Therefore, as long as the MH remains in a
larger domain, it does not have to register from one FA to another. Other solu-
tions, as proposed in Ref. [5] of [13], include using layer information to inform
the mobile host of the possible movement before it occurs (network-assisted,
mobile, and network-controlled or NAMONC handoff) and mobile knows
about it. The second proposal suggests allowing the next FA to use layer 2
information to start pre-registration before it is informed by the mobile of its
mobility (called network initiated mobile terminated or NIMOT handoff).
These two mechanisms are viable because layer 2 detects mobility before layer
3. Registration and tunneling delay are best handled by IPv6, which will be
briefly discussed later in this chapter.
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3. Firewall. Private networks are usually firewalled these days. If an MH goes
to a foreign network that is not allowed by the domain of the CH, the packets
will be blocked. A solution to this problem is reverse tunneling, in which all
packets to and from the MH and CH pass through the HA. Figure 6-14 shows
reverse tunneling [14].As seen from the figure, reverse tunneling adds another
tunneling delay. However, reverse tunneling is useful also if the MH does not
want to lose the higher protocol bindings (e.g., TCP/UDP sockets).

4. Security. All new FAs must be authenticated in order to avoid vulnera-
bilities due to redirection attacks and host identity stealing. This poses two
problems, namely, authentication delay and possibly a lowered level of secu-
rity implemented in the foreign domain. This problem requires an adminis-
trative coordination between the two domains as well as a standard way of
authentication that can be implemented Internet-wide.

The protocol requires the support of mobility security associations. A
mobility security association is a security context between two nodes that
carries information to be used in authentication, such as the encryption algo-
rithm, any associated keys (secret, public, private) and a mechanism for replay
detection and protection. It is specified that the mobility security association
should be indexed by security parameter index (SPI) and node’s IP address.
The SPI identifies a security context used and must be exclusive of the range
(0–255). This is a complex requirement set and an obvious impediment to uni-
versal implementation of mobile IP.

5. Intra-domain Mobility. As mentioned in RFC 3344, mobile IP is not suit-
able for micromobility. If a mobile host moves among link connections within
the same domain, it still needs a handoff procedure to work with a different
link layer. The new link layer could be either a WLAN or a 3G cellular access
network connection with a new base station. Mobile IP is not intended for this
kind of mobility, and it will be addressed separately.
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6.4.10. Mobile IP Messages

The protocol needs only a few messages for registration and agent discovery
processes. For registration, two new messages have been defined (Registration
Request and Registration Reply). These messages use UDP with well-known
port 434. For Agent Discovery, the ICMP messages of Router Discovery and
Router Solicitation are used. Extensions are defined for Agent Advertisement
and Registration messages. There are three extensions for Agent Advertise-
ment, relating to a byte of (1) padding, (2) mobility agent advertisement 
and (3) prefix-length advertising. These are called One-byte Padding, Mobility
Agent Advertisement, and Prefix-Lengths, respectively. The extensions for 
registration relate to padding (again, One-byte) and authentication. These 
are called One-byte Padding, Mobile-Home Authentication, Mobile-Foreign
Authentication, and Foreign-Home Authentication.

6.4.11. Internet Standards for Cellular Networks

IETF RFC numbers 3141 [15], 3131 [16], 3113 [17], and 3002 [18], indicate 
the extent of activity within IETF related to the application of Mobile IP 
in cellular networks. Due to the need of close coordination between IETF and
3GPP2 group, RFC 3131 proposes to have a 3GPP2 contact person in the
steering group (IESG) to act as 3GPP2 Liaison. Also, an observer from IETF
may be appointed for 3GPP2 on a per case basis. A similar recommendation
is made for a contact person with 3GPP in RFC 3113. It is also indicated in
RFC 3113 that the task group (TSG-SA) in the 3GPP project team has been
made for interaction with IETF. The admission that Mobile IP is not for
micromobility has helped its cause with the cellular networks. Otherwise, as
pointed out in the 2000 IAB Internetworking Workshop [18], the cellular oper-
ators were much concerned about the slow handoff of mobile IP. Their other
major fear was that the communications between HA and FA might become
a bottleneck for the cellular network. This was largely handled by route-
optimization procedures, mentioned above.

Another rather major issue concerning collaboration of cellular and IP
technologies is in the way IETF and cellular operators ‘own’ their services.
IETF believes in open architectures, which lead to flexibility, private and open
innovations, as well as a plethora of proposals and problems. Cellular opera-
tors emphasize service and give their users what has been dubbed as ‘walled
garden’. This does not provide the user any more flexibility than usual to use
the service, but takes care of many fears such as security and available through-
put. Nevertheless, 3GPP has set an ad hoc group, the ‘Mobile IP ad hoc group’
within TSG-SA. The 3GPP specifications contain the IP multimedia subsys-
tem (IMS), which is projected to provide IP multimedia services in UMTS.
Likewise, the cdma2000-based 3GPP2 project employs mobile IP in phase 2
of the phased all-IP approach under IMS-OMA (open mobile alliance) inter-
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operable VAS (value-added service) (see Figure 7-3, p. 21 of Ref. [19], e.g.).
The all-IP is to be culminated in Phase 3. The reader is referred to the 
chapters 7 and 8 on data in cellular networks for more details.

6.5. MOBILITY MANAGEMENT IN AN ACCESS NETWORK

A cellular access network consists of an air interface between the mobile host
(we assume an IP host) and a base station. The base station function is divided
into transceiver and control (e.g., BTS and BSC). A single switch (MSC) con-
trols a number of BSCs (base station controllers), and each BSC, in turn, con-
trols a number of base station transceivers (BTSs).Within an IP cellular access
network a BSC can still control a number of BTSs, each BTS communicating
with a large number of mobile stations (MS)s.3 Let’s look at different phases
of operation of an imaginary IP access network. Mobility can be handled by
mechanisms similar to ones proposed for wireless ATM (e.g., Ref. [20]). The
next subsections address a general phased approach.

6.5.1. Address Allocation

A commonsense picture for controlling mobility consists of a BSC or equiva-
lent control unit allocating IP addresses to MSs through their respective BTSs,
by using some kind of DHCP or its enhancement. Once an IP address is allo-
cated to an MS, all BTSs under this BCS are informed about the IP allocation.
All BTSs mark this IP address as a passive IP address, except the one with
whom the MS is actually communicating. This BTS, let’s call it the home BTS,
marks this IP address as active IP address and expects to have IP datagrams
to and from its address. Figure 6-15 shows the address allocation procedure.
If a MS has a permanent IP address, it registers itself with the BSC on turning
ON through a BTS. The end result of registration is the same, that is, it is reg-
istered as active with one of the BTS and passive with all others.

6.5.2. Data Communications

The MS that just got an IP address registered with the BSC is free to send and
receive IP packets through the connecting BTS. The BSC keeps a record of
which BTS the MS is connected with, and simply forwards all packets to it. If
the MS does not send or receive packets for a certain time, the address can be
de-allocated, depending on the policy of the network administration.
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6.5.3. Mobility

If at some point in time the MS moves closer to another BTS and transmits 
a packet to it, the BTS, on checking that this MS had a passive IP address,
requests a network-controlled handoff procedure. The handoff procedure is
quick in this case and consists of the BSC notifying the previous BTS to make
this address passive (or use some timeout mechanism). The new BTS auto-
matically makes this address active on receiving the first datagram.

It is quite possible that one or more incoming IP packets were delivered to
the previous BTS during this time.This problem can be resolved in many ways,
including the simple soft handoff mechanism, in which the MS communicates
with both BTSs for some time. Figure 6-15 shows this mechanism of mobility
management. If the MS crosses over to another BSC, mobile IP or some such
protocol is used for handoff to another domain.

In the above hypothetical mobility-management mechanism,many improve-
ments can be added to make the process and routing more efficient. For
example, taking the control another level above (MSC), a much larger area 
can be covered. Detecting the direction of mobility and informing the future
BTSs in advance could result in more efficient handoffs. However, all these
additions result in tradeoffs that suit certain situations and don’t suit certain
others. With this general view of a typical mobility-control procedure, we 
will describe cellular IP, which was based on principles similar to the above
model. For other proposals to handle micromobility, see references, especially
HAWAII [21].

6.6. CELLULAR IP

Cellular IP is one of the proposed protocols that provide micromobility man-
agement functions. We will, however, drop the prefix micro- in further discus-
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sion. As we saw in the discussion on mobile IP, there are various phases and
network components required for managing mobility, starting from Agent
Solicitation to Tunnel management. All these functions cause enough delay
and consume enough network resources in control signaling that the use of
mobile IP will be prohibitive in an environment in which a large number of
mobile hosts are changing domains and would like to keep a continuous con-
nection. Apparently, there is a need to have a mobility-management protocol
for this type of environment. Cellular IP, proposed by a group at Columbia
University, follows the passive connectivity paradigm of cellular voice tech-
nology [22][23], where idle mobiles register a lot less frequently than active
ones, and their locations are known to be only in a general area. A paging
mechanism is used to find the exact location of a mobile host if they receive
a call.

6.6.1. Components of a Cellular IP System

The cellular IP (cIP) system [24] consists of a number of components to allow
access, paging, and mobility management. The concept behind cIP is the same
as mobility management of voice terminals in GSM MAP or IS-41-based core
networks employing GSM and one of the many IS-41-related air interfaces,
that is, to allow the idle mobile stations (called a passive MH) to have dis-
continuous (less frequent) transmission. As long as they can be traced to be
in a larger paging area (see below), they do not have to register every move
during passivity.

6.6.1.1. Active and Passive Mobile Hosts. A passive MH is one that does
not have a current communication session (to send and/or receive IP data-
grams). Once it starts sending or receiving IP packets it becomes an active
MH. A timer is used to change the status from active to passive if no trans-
mission occurs during a fixed timeout period.

6.6.1.2. Base Station. A cellular IP (cIP) base station has the capabilities of
access point and IP router. It performs all mobility-related tasks for the mobile
host (MH).

6.6.1.3. Gateway Router. All mobile hosts in an access network register
with the gateway router. The gateway router is connected to several base sta-
tions on one side and to the Internet on the other side. The visiting mobile
hosts use the gateway IP address as their care-of address. All packets to the
MH first reach the gateway, from which they are routed to the MHs through
the base stations to their respective IP (home) addresses.

6.6.1.4. Base Station Routing Cache. The base station routing cache is a
routing table stored in a base station for each active MH. The entry includes
the interface as well as the neighboring node from which the last IP datagram
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communication occurred. It helps base stations implement a hop-by-hop
(neighbor-to-neighbor) routing. The route cache is updated by data packets.
The base station routing cache remains valid for a route timeout that starts
after no communication to or from a MH.

6.6.1.5. Route Update Packet. A route update packet is sent by an MH that
wants to keep its route cache alive even if it does not have a data IP packet
to send for the time being. It is a short IP packet with no data in it. These
packets are sent at regular intervals called route update time.

6.6.1.6. Uplink/Downlink Packet. An uplink/downlink packet is a packet
to/from the gateway from/to the MH.

6.6.1.7. Semisoft Handoff. A cIP-specific handoff mechanism in which the
moving host first establishes a routing cache entry with the new base station,
a seismic handoff then initiates the hard handoff process. For some time, the
gateway or the lower-level crossover switch (which is a parent base station of
both the new and old base station) sends incoming packets to both the new
and old base stations.

6.6.1.8. Paging Area. Paging area is the geographical region in which a
passive MH does not have to give information about its exact location. If a
packet arrives for a passive MH in this area, it is paged, or a paging cache is
used to search for it.

6.6.1.9. Paging Update Packet. A paging update packet is a type of control
packet similar to the route update packet sent regularly by a mobile to update
the optional paging cache at the base station.

6.6.1.10. Paging Cache. A paging cache is like a route cache set by a data
packet or a paging update packet. A passive MH could sent paging alerts at
regular intervals in the form of paging update packets, to allow the base station
the option of making a paging cache. A paging cache has a timeout period
longer than the routing cache.

6.6.2. cIP Usage Scenario

Figure 6-16 shows a usage scenario for the cIP. Mobile host a (MH a) sets up
a connection with gateway router k (gr k), through the interface x of base
station number 2 (BS2). The routing cache for MH a has the entry for the
interface and the next hop base station (BS1, which is also a crossover switch
between BS2 and BS3).

Figure 6-16(a) shows this communications before the need for mobility-
management function. Figure 6-16(b) shows that MH a has moved closer to
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Figure 6-16. (a). cIP, hop-by-hop routing; (b). hard handoff.
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the BS3.There are two choices of handoff, hard handoff and semi-soft handoff,
as described below.

6.6.2.1. Hard Handoff. The hard handoff is initiated by the MH a by sending
a route update packet (Figure 6-16(b)) to BS3. This packet goes to the gr k
through BS3, thus creating a route for the downlink from gr k to MH a. By
noticing the neighboring hops addresses, the BS3 can use the same route for
uplink as well. The next packet to MH a is routed through the new route, and
possibly through the old route too. A timer keeps the route soft-state active
until the next route update or timeout. In this case, a timeout of the soft-state
timer will signal the end of route at BS2. A second choice of handoff is the
semi-soft hand off described in the following.

6.6.2.2. Semisoft Handoff. In this mechanism, the co-existence of two
routes for a short time is exploited by the MH a to reduce handoff redun-
dancy. Before the route update packet (read handoff), the moving MH a sends
a semi-soft packet to the new station. In the semi-soft packet, a request to
delay the further incoming packets at the gr k or MS1 may be included. The
route update will now trigger a handoff, and transmit any delayed packets.
Figure 6-16(c) shows this procedure.

6.6.3. cIP and Mobile IP

Depending on where to draw the line between cIP and Mobile IP (MIP), many
architectural possibilities exist for an all-IP cellular network. In the following
we show two such architectures discussed in [25]. Other references to be
checked are [26], [27], and [28] and the references in these papers in addition
to links and papers at http://www.ctr.columbia.edu/~andras/cellularip/
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In the first scenario, the gateway router of the cIP acts as mobility agent
(MA) for inter-domain handoff and mobility management. Thus the MH is
loaded with both cIP and MIP for registration at foreign access network and
mobility agent (MA). When the MH is in a foreign network, tunneling is used
to route packets by the home agent/gateway router to the foreign agent. The
foreign agent uses the cIP to deliver these packets to the MH. In the second
scenario, both MIP and cIP are improved by employing route optimization 
in the former and semi-soft handoff in the latter. The HA or the current FA
keeps sending the incoming packets to the current as well as the new FA access
network.

6.7. IPv6 AND MOBILITY MANAGEMENT

One of the major features of the new generations of cellular networks is a
service-oriented design. Thus technologies would be designed to maximize
service needs, instead of basing service on the available technology. It is
expected that future applications will require more and more peer-to-peer
communications, contrasted with the client-server design of the current Inter-
net (read TCP/IP) applications. Due to this, leading companies have empha-
sized the importance of IPv6 in future cellular environment owing to its
stateless feature and expanded address space (see [29] and [30], e.g.). In this
section, we will highlight the mobility-related features of the IPv6 that make
it a desirable choice for cellular data networks.

6.7.1. Expanded Address Space

One of the limitations of the IPv4 is that the address space is getting thinner.
Such is not the case with IPv6, which specifies 128-bit address space. There-
fore, care-of addresses can be easily allocated in foreign domains.

6.7.2. Efficient HA Registration

The ICMP for IPv6 has more functions in the Router Advertisement, Neigh-
bor Discovery, Address Autoconfiguration (not in v4), and Router Solicitation
messages. Additionally, the Router Advertisement repetition interval can be
configured.

6.7.3. Autoconfiguration of IP Addresses

In IPv6, address spaces are allocated for each category of usage. A router in
the visited network can help MH calculate care-of address by advertising its
network preface and the MH combining it with an interface identifier. This
auto-configuration simplifies the address search and allocation in a foreign
domain. In fact, there is no need of a foreign agent, as we will see shortly. This
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mechanism of care-of address is so-called stateless mechanism.A stateful mech-
anism would require some server (e.g., a DHCP6 server) to keep a state of
address allocation. Both mechanisms are available in IPv6.

6.7.4. Mobility Detection

The same message, from which an MH extracts the router’s network prefix, is
used for mobility detection. For mobility detection, a mobile host could do one
or both of the following: First, it will receive Router Advertisement from all
the neighborhood routers and check their network prefixes against that of its
mobility agent (which will be the same as its own, if no FA is used). If it can
find a matching prefix, it concludes that it has not crossed the domain bound-
ary; otherwise, it will conclude that it has moved. Second, in the absence of a
Router Advertisement message, it broadcasts a Router Solicitation message.
Note that route solicitation is a standard approach and is not added externally.
Thus the mobility-detection feature is automatically integrated with IPv6.

6.7.5. Optimized Routing

While IPv4 requires optimized routing to avoid IP tunneling, the IPv6 routing
is optimized by default. This eliminates the need for FA to receive IP data-
grams for the visiting MH at its address. In fact, there is no need of a foreign
agent in IPv6. If the visiting MH needs to know its HA, it can use IPv6-
specific anycast message. In IPv4, a directed multicast which results in more
latency, would be needed for this purpose. Route optimization requires the use
of updating IP binding with the higher layer protocols. Three messages, called
Destination Options, for exchanging binding information are included as part
of the standard. These are (1) Binding Update (BU), (2) Binding Ack (BA),
and (3) Binding Request (BR). BU and BA use IPsec authentication. An
exchange of BU and BA with the home agent registers the MH back to home
if it had moved back to its home domain.

6.7.5.1. Higher Layer Bindings. When a mobile host has set up direct two-
way routes with the correspondent, it can use the CoA as the source address in
IPv6 header. If this were done in a non-optimized IPv4 header, it would break
all bindings with the higher-layer protocols (e.g., sockets with TCP/UDP).
However, the IPv6 has an option for Home Address that can be used by the
roaming host to convey the home address for higher-layer binding. The corre-
spondent node, using Home Address option, replaces the source address by the
home address, thus making mobility transparent to the higher layers.

6.7.6. Security

IPsec is an integral part of IPv6. This automatically takes care of the need of
authentication, authorization, and encryption. IPsec can be used for IPv4, but
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it is not an integral part of IPv4. For IPsec, IPv4 uses a registration procedure
based on UDP, adding complexity and latency to the protocol.

6.7.7. Micromobility

IPv6’s feature of bypassing FA works for micromobility and multi-access 
cellular networks. Multi-access networks are the ones that allow many radio
access networks of choice for the MH. It is common to have MHs with two or
more access interfaces, for example, WLAN, Bluetooth, cell phone, and so on.
For such access networks, IPv6 could provide a quick handoff procedure due
to the autoconfiguration capability and Home Address Option. A mobile
device could keep switching among different access networks with the upper
layers keeping the same IP to Transport layer bindings.

6.7.8. Network Support for Application-Level Mobile IPv6

As shown in Nokia’s white paper [30], using IPv6 at the application level may
be the best way to integrate all types of access networks. It requires the imple-
mentation of a home agent, IPv6 support for the MH, user plane support for
IPv6, and the implementation of IPsec, as IPv6 uses only IPsec for security.
Figure 6-17 shows Nokia’s protocol plane vision for employing IPv6 with
GPRS backbone and WCDMA access.

6.7.9. Internet and Cellular Networking

The cooperation between IETF and cellular phone operators has been rather
late in coming to wireless data technology. The two work differently in devel-
oping standards, the former by contributions from anyone to develop open
standards, and the latter by keeping in view market pressures, customer expec-
tations, and competition with other providers. The alliance of IETF and cellu-
lar operators has, however, shown promise already by an increasing number
of customers using their cellular connections for short-burst-based com-
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munications. Streaming, as well as interactive applications (e.g., push-to-talk,
games), are expected to garner a respectable share of the future market. In
order to have a cellular network with all-IP connectivity, a number of proto-
cols from the IETF standards will be deployed. One arguably negative result
of this is an explosion in the various forums and standards associations and
cooperative projects recently materialized for effecting this deployment.

We have not discussed several important protocols, for example, MPLS,
which could be potentially a part of future cellular networks. There are two
reasons for this, namely (1) the scope of the book and (2) protocols’ relation
to the cellular or wireless nature of the network. We have restricted ourselves
to only those protocols that make a major contribution to the cellular net-
works in this sense. The future scenario may change and an altogether new
picture might surface before these technologies are realized in practice. New
books will cover those aspects as they arise!
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CHAPTER 7

DATA COMMUNICATIONS IN
CELLULAR NETWORKS: CDMA2000

Packet data in cellular networks is an emerging technology and is evolving
continuously. Until recently, wide area mobility management services for
packet-based transmission have been provided by specialized networks
designed mainly for business use. These enterprise wireless data networks did
not, in general, have open architectures, had low data speeds, cost more, and
had high latency not suitable for multimedia. However, for packet-switched
data, these networks provided the best solution until the cellular networks
evolved out of the second generation. The second generation networks mainly
consist of GSM (core and air interface), IS-41 Revisions B and C with IS-54/IS-
136 (TDMA/PCS) and IS-95/IS-95A,B (CDMA) as air interfaces, and PDC.
While cellular voice networks were evolving, another change of interpretation
has occurred in the way network services are recognized. By data, we don’t
necessarily mean delay-insensitive services, such as e-mail and file transfer.The
Internet is not immune to the defects of high-latency protocols due to an
increasing integration of interactive and streaming data exchanged over the
web. Consequently, the whole scenario of available technologies, and the way
we look at them has gone through a transformation. Now, all information is
regarded as data, and data networks include voice networks and vice versa.
However, when we refer to voice network versus data network, we usually
refer to circuit switching versus packet switching. Here another major change
occurred in networking. IP has emerged as a universally unifying networking
technology, practically removing all competition. Today, even if we want a
bandwidth guarantee, we want IP to provide it, instead of designing another
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technology or protocol. ATM, though not completely out of the picture, has
resorted to its original role as a link technology. Data networks based on tech-
nologies other than IP must also have IP, or perhaps go out of business. VoIP
has finally become a commercially viable technology. In spite of initial hiccups,
DiffServ has started influencing standards at the lower layers for end-to-end
QoS transportability. Web services are emerging as a collective killer applica-
tion. Arguably, web services are going to be the ‘IP’ of the application layer
protocols. Perhaps the biggest obstacle in this integration is data security. Stan-
dard generalized markup languages, such as XML, have the ability to prepare
data structures with multiple parts, each part associated with its own attrib-
utes of accessibility and QoS.

The concept and implementation of QoS is getting support from high-speed
standards in all networking areas, from fixed wireline, mobile wireline, fixed
wireless and mobile wireless standards. The access networks (usually QoS 
bottlenecks) are faster than ever, the evolution of IP switching into general-
ized MPLS has made bandwidth guarantees possible on IP links, wavelength
division multiplexing (WDM) is promising ever higher bandwidth backbone
connections, and the backbone traffic is far from the point where congestion
could pose serious situations. Consequently, we don’t really need complex def-
initions of QoS. In fact, the 3G cellular systems provide only four categories
of user QoS; all application types are expected to get service under one of
these four. In this chapter and the next, we look at the selective cellular
systems technologies for packet-switched data. We will start the chapter with
a short account on ‘enterprise’ wireless data networks, and then get right to
the heart of one of the two prevailing 3G systems, cdma2000. We will divide
the 3G discussion into air interface and core networks. The discussion on their
evolution may partially cover part of the earlier generations. It is not our intent
to discuss ‘before 3G’ (be3g) technologies. Also, we focus on packet switching
only.

In the discussion on cdma2000, we will look at the PHY and MAC for the
revision D of cdma2000 as specified in 3GPP2, followed by the all-IP network
architecture model. Before cdma2000, we will briefly mention the five air inter-
faces originally considered by the ITU, forming the basis of the 3G cellular
systems worldwide. Of these five, two will be given remaining coverage of 
the topic under the banners of cdma2000 (this chapter) and WCDMA (next
chapter).

7.1. BUSINESS WIRELESS DATA NETWORKS

Due to the incapability of the cellular systems to provide packet-switched
data, enterprise wireless data networks have been serving the business com-
munity. These networks are not high speed, but they provide a TCP/IP inter-
face. The overall coverage is quite comprehensive and, in the United States,
almost the whole country gets signal from one or the other network. In the
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following, we will briefly describe the characteristics of some of these 
networks.

7.1.1. Cellular Digital Packet Data (CDPD) Network

The CDPD is an open standard that began service as strictly an overlay
network over the American Mobile Phone System (AMPS) in the 800MHz
band. It provides an IP connection at 19.2kbps raw bit rate in full-duplex
mode. At the physical layer, CDPD employs Gaussian Minimum Shift Keying
(GMSK) with Reed-Solomon code. For security, RSA’s algorithm RC4 is used
for data encryption. The CDPD network covers about 80 metro areas and
many companies are service providers. CDPD has been negatively affected by
packet-switched services in cellular networks. Cingular and AT&T are pre-
dicted to shut down their CDPD networks and migrate to the 2.5G network
to be phased out in 2005 [1].

7.1.2. ARDIS

Motorola and IBM started the ARDIS network and the company to initially
provide support for IBM service engineers in the early 1980s. It provided data
rates of 4.8, 9.6, and 19.2kbps with packet interfaces to the X.25 network.
Later, TCP/IP was added as well. The network has over 15000 base stations
covering much of the United States [2]. ARDIS is a proprietary (semi-open),
half-duplex service. It uses 4’ary FSK modulation and trellis coding for error
control. The error-control procedure is assisted further by link-by-link CRC.
The link protocol used is radio data link access procedures LAP (RD-LAP).
At the MAC layer, it uses slotted digital sense multiple access. The authenti-
cation of uniquely assigned IDs provides some security.

7.1.3. RAM Data Networks

RAM data network uses Mobitex architecture, originally developed by 
Ericsson. Like CDPD, it uses GMSK at the physical layer. The bit rate pro-
vided is 8kbps. At the MAC layer, the RAM network uses inhibit sense multi-
ple access (ISMA). ISMA is a type of CSMA with one bit used for busy/idle
channel condition. RAM network uses a pretty complete cellular concept 
with frequency reuse and cell splitting. It employs the hamming code for error
correction.

There are some other wireless data networks that provide half- and full-
duplex services. RadioMail, Metricom Richochet (data systems), SkyTel
(SkyTel Corp.), EMBARC (Motorola), and MobileComm (Bell South)
(message systems) are some examples. SMR (Nextel) is another overlay net-
works (besides CDPD), in the 800MHz range, based on Motorola MIRS tech-
nology. It uses TDMA with six conversations per channel. SMR has deployed
many base stations in each area. Comparison tables are available for feature
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of these systems at http://www.cs.berkeley.edu/~randy/Courses/CS294.S96/
xMobileData.pdf

Also check [3] for some more details.

7.2. CELLULAR DATA NETWORKS

As mentioned in Chapter 2 on network architectures, cellular systems have a
wireless air interface and a fixed, wireline, or wireless backbone. The network
architecture for the backbone network, called the core network, has heavily
borrowed from the PSTN signaling technology. As a matter of fact, most all
systems until the second generations have SS7 as core network with an added
part to maintain registration databases and handle mobility. The air interfaces
usually have the equivalent of the bottom three layers of the OSI-RM. These
provide signal conditioning and RF interface at the PHY, logical channels at
the link layer, and message communications at the equivalent of network
layer. SS7 is for a circuit-switched system, such as PSTN.

From the network design point of view, the main difference between 
circuit-switched and packet-switched networks is the signaling system. In
circuit-switched networks, signaling systems provide mechanisms for circuit
establishment, supervision, and termination. With advanced systems like SS7,
many other functions provided by the signaling system make the network a
type of intelligent network. Arguably, the main cost of a circuit-switched
network will be in signaling system. Due to these reasons, circuit-switched net-
works have a complex protocol plane for the control part of the network. The
packet-switched networks do not necessarily need a complex control plane.
However, other weaknesses, such as recovery mechanisms for lost and over-
flowed packets and need for authentication and authorization, may end up
having a packet-switched network with a cost comparable to the circuit-
switched network. However, no signaling system can equate the simplicity and
ubiquity of the IP protocol.

7.2.1. Cooperation Explosion

The PSTN, cellular networks, the Internet, paging systems, wireless local area
networks, wireless personal area networks, and wireless fixed and mobile 
metropolitan area networks have generally been advancing in their own direc-
tions. That is, until recently. The unifying IP has brought the vision of creating
a cutoff plane in the protocol stacks of all these networks. Figure 7-1 shows
this integration effect of IP.

One of the effects of this ‘IP unity’ is that with a cellular network provid-
ing IP services, the access network becomes universal, and it has to accom-
modate all other networks as access networks. A second major effect is an
explosion in the cooperative groups, agencies, organizations, and forums.
Figure 7-2 shows some such groups influencing cellular networks of the future.
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7.2.2. 3G Air Interfaces

As part of IMT-2000, five air-interface standards were specified. These were:

1. Wideband code division multiple access (W-CDMA). Also called Direct
Spread. It was defined under the umbrella name IMT-DS. A more 
specific name is UMTS terrestrial radio access—frequency division
duplexing (UTRA-FDD). Duplexing relates to the division of system
bandwidth in the uplink and downlink. An uplink channel, or reverse
channel, is defined in the direction from mobile terminals station (a cell
phone) to the base station. Downlink channels are also called forward
channels.1 WCDMA was originally proposed in [6]. W-CDMA is the 3G
CDMA air interface for GSM, GPRS, and EDGE systems. EDGE is
sometimes called 2.75G, GPRS as 2.5G and GSM as a 2G system.

2. cdma2000. Also called multicarrier cdma, broadband cdmaOne, umbrel-
las name IMT-MC. cdma2000 is the evolution of IS-95 to 3G. The inter-
mediate states are IS-95A (2.5G) and IS-95B (2.75G). It is based on the
North American cdma system. It has evolutionary stages in terms of 
services as well as rates. In terms of rates, the names are 1xRTT (Radio
transmission technology) and 3xRTT.At this time, the service evolutions
of 1xRTT are 1xEV-DO (evolution data only) and 1xEV-DV (data and
voice).

3. Time division—CDMA (TD-CDMA). Also, with the umbrella name of
IMT-TC and called time code. More specific name is UTRA-time 
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division duplexing (UTRA-TDD). In relation to Chinese proposal, it is
often referred to as TD-synchronous CDMA (TD-SCDMA). This is an
entirely new initiative, mainly pushed forward by China. However, it has
some significant benefits (once realizable). These include asymmetric
transmission most suitable to HTTP and small size handset for cell
phones. It was originally proposed in [8].

4. and 5. Single carrier, UWC-136, also the umbrella name IMT-SC, and
FDMA/TDMA systems, DECT, under the umbrella name of IMT-FT
were also part of the IMT UTRA. For a discussion see [4] and [5].
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7.2.3. UMTS Terrestrial Radio Access (UTRA)

The UMTS access network consists of the mobile station (MS), node B or
basestation, radio network controller (RNC), and the serving GPRS support
node (SGSN). It uses W-CDMA as the physical layer multiple access and
spreading scheme. For channel access, slotted ALOHA is employed. Three
types of packet transmissions are possible in the uplink (from mobile station
to base station). There are: (1) single short packet on the access channel, (2)
single long packet with successful access mechanism, and (3) multiple packets
with successful access mechanism. We will discuss WCDMA in the next
chapter.

7.3. RELEASE D FOR CDMA2000 BASED ACCESS

Figure 7-3 shows the air interface layers of the cdma2000 standard as defined
in the 3GPP2 Release D [7]. The physical layer for the Rev. D, defined in [9],
specifies the operational requirements for the cdma2000 mobile station and
base station, such as the transceiver frequency and power characteristics,
modulation, reverse channels, error-control coding, spreading, performance
measures, and so on. The MAC sublayer, defined in [10], specifies functions,
procedures, and performance for the medium access protocols. The specifica-
tion includes multiplexing and QoS service, logical channels, MAC layer
addressing, and so forth. The higher layers depend on the applications serv-
ices and how they are managed and authenticated. In the following, we will
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summarize some of the physical and medium access control layers character-
istics relating to packet data transmission.The terms forwards link and reverse
link are used in IS-95 standards.2

As pointed out in Ref. [11] there are only a few changes in Rev. D from
Rev. C, such as hybrid ARQ (HARQ) at the physical layer, reducing the
retransmission delay, some new reverse link channels, for example, reverse
packet data channel (R-PDCH), reverse packet data control channel (R-
PDCCH), reverse request channel (R-REQCH), and reverse secondary pilot
channel (R-SPICH). Also added are some new channels in the forward direc-
tion, for example, forward grant channel (F-GCH), forward indicator control
channel (F-ICCH), and forward acknowledgement channel (F-ACKCH).
Other enhancements are done for broadcast and multicast services, and to
increase the length of the equipment identification number to 52, which was
32-bit equipment serial number (ESN). Revision C is the first specification that
is termed as 1xEV-DV (1x evolution data and voice) [12], which introduced
the packet data channel in the forward direction and acknowledgement chan-
nels in the reverse direction for packet data with speeds in excess of 3Mbps.
Revision D provides the packet data enhancement in the reverse direction
complementing the forward channel enhancements of Revision C. Addition-
ally, other service enhancements add more value to the standard and are sum-
marized in the following, as per Ref. [11].

7.3.1. Fast Call Setup (FCS)

The fast call setup is introduced to meet the rising demand in push-to-talk over
cellular (PoC) service. In earlier versions of cdma, PoC was not possible due
to a long call setup (paging, access and allocation) procedural delay. In Rev.
D. much of the setup delay can be eliminated for PoC. This is possible due to
reduced slotted mode, in which slot size is reduced or a no-slot mode is 
supported. Second, the access procedure can be by-passed by allocating the
reverse channel with the paging message. Third, a fast service resume proce-
dure can substantially cut down the service negotiation delay.

7.3.2. Mobile Equipment Identifier (MEID)

The MEID is a 56-bit equipment ID projected to replace the 32-bit electronic
serial number (ESN). MEID will provide all functions of ESN, such as gener-
ating long code mask for spread spectrum, identify equipment, authenticate
subscriber, and allocate international mobile subscriber ID (IMSI) for
roaming. The ESN length warrants a change, as the total number of IDs (232)
is diminishing quickly. Addition of another 14 bits increases the total number
by over 16000 times.

152 DATA COMMUNICATIONS IN CELLULAR NETWORKS: CDMA2000

2 cdmaOne is a trade mark of the CDMA development group (cdg.org), and cdma2000 is a 
registered trade mark of Telecommunications Industry Association, USA (TIA-USA).
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7.3.3. Broadcast and Multicast Services (BCMCS)

Enhancements in the forward supplemental and fundamental channels (F-
FCH, F-SCH) allow for three ways in which these channels could be used for
BCMCS. In type 1 of such channels, the F-SCH is shared among the idle MSs
to provide a data rate of up to 307kbps.An upper-layer BCMC message carries
the attributes of BCMCS to the mobiles. Transmission efficiency can be
enhanced by using optional Reed-Solomon outer code. Type 2 BCMCS pro-
vides less data rates (9.2, 14.4kbps) with power control function for optimal
use of power. In this type, the MSs use F-FCH for data and control channels
for power and individual control functions. Each mobile uses its own long code
mask. Soft handoff is possible with this type of multicasting service. In the third
type, F-SCH is shared by the mobiles in traffic state, as against idle state of
type 1.

BCMCS adds the capability of point-to-multipoint communications to the
cdma2000 system, and can be used for any multicast and broadcast type appli-
cation, such as streaming, live conferences and pay-per-view multimedia.

7.4. CDMA2000 STANDARD

Figures 7-4, 7-5 and 7-6, taken from [13], show some of the network compo-
nents for the cdma2000 network in evolution.3
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Figure 7-4. cdma2000 1xEV-DV-related components [13].

3 IS-41 Revision D was the first ANSI-41 publication, Revision E promises international roaming,
(1XRTT = Single-carrier, radio transmission technology). Downward compatible with IS-95. The-
oretical above 600, practical, above 300, commercial products about 150kbps, 1xEV is an improve-
ment over 1XRTT. Uses 16QAM and Turbo coding to reach up to 2.4Mbps, 1xEV-DV (3.1Mbps,
downlink peak rates) backward compatible with 1XRTT but not with 1xEV-DO.
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The first figure (Figure 7-4) shows the components that need upgrading or
need to be added due to the high-speed packet data standard of cdma2000,
called 1xEV-DV. Figure 7-5 shows the components added or affected due to
the earlier high-speed standard evolution 1xEV-DO. The third figure (Figure
7-6) shows cdma2000 network components.
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7.4.1. CDMA Timescale

The CDMA mobile station and base station use the global positioning system
(GPS) for time reference. Since there is a fixed difference between the GPS
and the coordinated universal time (UTC), both can be assumed to work with
CDMA.

7.4.2. Physical Layer (PHY)

The PHY of cdma2000 is designed for most of the allocated cellular bands
worldwide [14]. Table 7.1 summarizes some attributes of the physical layer.
The first column ‘PHY attribute’ lists the physical layer function, procedure,
or channel for the physical transmission of data. The second column lists
options and various values for PHY attribute. The third column ‘Comments’
gives any additional information if considered necessary.

7.4.2.1. Radio Configuration (RC). The standard defines seven radio con-
figurations in the reverse direction, depending on a combination of factors
such as spreading rate, data rates supported, forward error correction, and
modulation characteristics. The data rates for these radio configurations (RC)
range from 1200bps to 1.845Mbps. Of main interest for packet transmissions
is the RC7, which defines packet data and related channels. A mobile station
that implements reverse packet data channel is required to also have the 
following channels: reverse acknowledgement channel (R-ACKCH) for
acknowledged transmissions, reverse channel quality indicator channel (R-
CQICH) for reporting channel quality, reverse packet data control channel
(R-PDCCH) for various control functions related to higher layer packet data,
and the reverse request channel (R-REQCH).

There are ten RCs in the forward direction, providing data rates from 1200
bps to 3.0912Mbps. RC10 defines forward packet data channels, requiring a
minimum of two to be implemented (if supported by an MS). If a mobile
station supports forward packet data channel, Revision D requires it to have
reverse fundamental channel (R-FCH), reverse dedicated control channel 
(R-DCCH), or both with RC 3. Also, reverse acknowledgement channel (R-
ACKCH) and reverse channel quality indicator (R-CQI-CH) channels are
recommended.

7.4.2.2. Access Channel. The access channel provides slotted ALOHA
channel access slots to the mobile stations. This is the same as in earlier 
versions.

7.4.2.3. Reverse Packet Data Channel (R-PDCH)—10ms (19.2kbps–1.84
Mbps). The R-PDCH carries higher layer packet data from a mobile station
to base station. It provides 11 different data rates from 174 to 18434 bits per

CDMA2000 STANDARD 155
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frame of 10ms. The data in this frame employ a turbo coding of rate 1/5. The
modulation used depends on the channel rate and can be one of the BPSK,
QPSK or 8-PSK. Following modulation, orthogonal spreading is employed
using Walsh functions of length 2, or 4 or both.4 For 1xEV, the Walsh function
sequence is repeated every N/1.2288ms, where N is 2 or 4.5 Figure 7-7 shows a
generic schematic for the Reverse Packet Data Channel (R-PDCH). Table 7.2
summarizes values for various processes (boxes) in Figure 7-7 for packet sizes
shown.

7.4.2.4. Transmission. The outputs streams L and K of Figure 7-7 form part
of the reverse channel stream.6 The power-leveled streams from all the chan-
nels are summed in the box next to Figure 7-7 (not shown). Here’s a list of
other channels: reverse pilot channel, reverse secondary pilot channel, reverse
dedicated control channel, reverse channel quality indicator channel, reverse
supplemental channel 2, enhanced access channel, reverse common control
channel, reverse packet data control channel, reverse request channel, reverse
acknowledgement channel, reverse channel quality indicator channel, reverse
fundamental channel and reverse supplemental channel 1. The outputs of the
summed I and Q channels are fed to the complex multipliers. The other input
to the multipliers comes from the PN-code that is generated from long code
mask specific to a mobile station. Each of the (I and Q) streams has two 
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4,  no DeMux and one output. 

Figure 7-7. Reverse packet data channel structure for 1xEV-DV Rev. D.

4 Walsh functions are rows of special type of square matrices, each row being orthogonal to all
other rows. The effect of orthogonality is that there are no cross-products of the signal energy
(that would be a waste of signal power). In technical terms, the dot-product (also called inner
product, or scalar product) of two orthogonal functions in zero. In terms of vectors, orthogonal-
ity implies a 90° angle, as cosine(90°) = 0.
5 For spreading rate of 3 (i.e., 3X, not discussed), it will be one-third.
6 The encoder packet sizes 192, 408 and 792 have only one stream, the K stream.
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multipliers, one for the real part and the other for the imaginary (orthogonal)
part. Next, the real parts of the two streams (I and Q) are combined as dif-
ference to be fed to the in-phase carrier signal (cos 2pfct) for transmission as
a continuous wave modulated signal.7 Similarly, the combined difference of
the imaginary parts of the I and Q streams is fed to the quadrature-phase
carrier signal (sin 2pfct) for transmission as a continuous wave modulated
signal. Baseband filtering is used before carrier modulation.

7.4.2.5. Forward Packet Data Channel. Figure 7-8 shows a schematic of the
operations taking place in the forward packet data channel. Before actual
transmission as a continuous wave signal, other functions similar to the ones
discussed under ‘Transmission’ above are performed. The channel consists of
1.25ms, 2.5ms, or 5ms frames. Various data rates are provided for each dura-
tion, as shown in Table 7.3

7.5. CDMA2000 MEDIUM ACCESS CONTROL

The Release D MAC sublayer for cdma2000 as part of 3GPP2 is specified in
[15]. The MAC sublayer is one of the two sublayers specified as part of layer
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Figure 7-8. Forward packet data channel structure for 1xEV-DV Rev. D.

7 If RI is the real part of the I stream and RQ, the real part of the Q stream, the combined output
is (RI–RQ).
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2 of the cdma2000, the other one being the link access control (LAC) sublayer.
LAC provides many services to the upper layers. These services include sig-
naling, voice, and data application services. The standard provides a multime-
dia service environment in which high-speed voice and data integration is
possible with packet-switched data. QoS management provides a means of
service differentiation.

Packet data services are provided through a MAC architecture, shown in
Figure 7-9. It consists of a connection oriented radio link protocol (RLP),
which uses negative acknowledgements, a multiplexing and QoS delivery
entity and packet data channels.

The RLP (radio link protocol) provides best effort delivery with reason-
able reliability. In IS-95B, radio link protocol was added to include ARQ to
enhance the reliability. The multiplexing and QoS delivery function provides
mechanisms for prioritizing access and enforcing the negotiated QoS. In the
mobile station, the packet data channel control functions (PDCHCF) map the
various PHY packet data channels to the logical packet data channels. For
example, the reverse PDCHCF (RPDCHCF) interfaces PHY through the 
following PHY channels: reverse channels R-REQCH (request channel), R-
PDCCH (packet data control channel), R-PDCH (packet data channel), and
forward channels F-GCH (grant channel), F-ACKCH (ACK channel) and F-

CDMA2000 MEDIUM ACCESS CONTROL 161

TABLE 7.3. Data Rates for Various Forward Packet Data Channel Durations

Channel Duration (ms) Data Rates (Mbps)

1.25 3.0912, 2.4768, 1.8624, 1.248, 0.6336 or 0.3264
2.5 1.5456, 1.2384, 0.9312, 0.624, 0.624, 0.3168, 0.1632
5.0 0.7728, 0.6192, 0.4656, 0.312, 0.1584, 0.0816

RLP 

Multiplexing and  
QoS

delivery  

Packet data channel 
control functions 

Data Services 

PHY

MAC

Figure 7-9. cdma2000 MAC sublayer.
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RCCH (rate control channel). The RPDCHCF interfaces with the multiplex
sublayer through the reverse packet data (logical) channel (r-pdch). The
FDPCHCF interfaces with the physical layer through the physical layer
reverse channels R-CQiCH (channel quality indicator channel) and R-
ACKCH (ACK channel) and the forward channels F-PDCCHs (packet data
control channels) and F-PDCHs (packet data channels). With the multiplex
layer, FDPCHCF connects via the forward packet data channel (f-pdch).

The multiplex sublayer connects to the voice services and RLP using the
forward and reverse logical traffic channels (f/r-dtch). Packet service uses the
RLP reliability function for negative acknowledgements. In the following, we
will summarize functions of MAC sublayer entities.

7.5.1. Mux and QoS (MaQ) Sublayer

As we know from the discussion on cdma2000 PHY, the standard defines
several radio configurations (RCs). The MaQ sublayer divides all the config-
urations into two modes of operation, Mode A and Mode B. A radio configu-
ration of less than or equal to 2 corresponds to Mode A operation and a radio
configuration above 2 is considered Mode B of operation. MaQ organizes data
in MuxPDUs. Each MuxPDU consists of one or more data blacks. The data
block is the unit of information exchanged between the MaQ and logical
channel (or the connected service). One or more MuxPDUs constitute one
PHY SDU, depending on the multiplex option employed. In this way, for a
given PHY SDU duration, various data rates can be defined. For example,
eight multiplex options are defined in FCH and DCCH for two rate sets (4
each). In this way, each channel uses specified multiplex options, each option
defining the size of PHY SDU in terms of MuxPDUs, the size MuxPDU in
terms of data blocks, and the size of data block as well. A mobile station uses
Mode A or/and B, depending on the radio configurations it supports. Com-
munication with the physical layer occurs through the exchange of primitives
with the physical layer channel. Primitives constitute the service interface
between the physical channel and the MaQ. Similarly, interface with the
PDCHCF is defined in terms of a set of primitives to be exchanged between
the two sublayers.

7.5.2. Access Channel Procedures

An access attempt is defined as the process of sending a layer 2 PDU on the
reverse link and receiving an acknowledgement. Access attempts consist of
access sub-attempts and access probes. A probe consists of 4 to 26 R-ACH
frames; a frame having duration of 20ms. The probe has two parts, a pream-
ble and the message capsule. The minimum length of the preamble is one
frame. The probe also defines the R-ACH slot. One sub-attempt consists a
probe sequence and may include a maximum of 16 probes. The first probe is
transmitted with some initial power level, which is increased in subsequent
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probes. Figure 7-10 shows a relation among probes, sub-attempts and attempts.
A pseudorandom generator is used to determine a backoff delay for every
access probe sequence, thus randomizing the timing of start of each attempt.
Two access modes, basic and reservation are supported to form new and
handoff connections.

7.5.3. Packet Data Channel Control Functions (PDCHCF)

The PDCHCF are required to provide packet-switched data services. Voice
services can function properly in a relatively lower channel quality situation.
However, reliability of packet data must be ascertained above a certain
minimum level better than voice data. Since packet data could use retrans-
missions, the PDCHCF implements retransmission and timing functions for
the packet data channels.
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7.5.3.1. Forward PDCHCF (FPDCHCF). The PHY channels associated with
the forward packet data channel terminate in FPDCHCF. These include F-
PDCH, F-PDCCH, R-ACKCH, R-CQICH, and so on. FPDCHCF is used for
reliability functions. It performs ARQ of the packets with errors from the base
station to mobile station. It provides several other functions for performance
enhancement, such as multiple ARQ channels to have more than one retrans-
mission outstanding simultaneously. FPDCHCF controls timings of all trans-
missions on the forward packet data channels.

7.5.3.2. Reverse PDCHCF (RPDCHCF). This control function (CF) is
required if the mobile station supports packet data channels to the base
station. These channels include R-PDCH (for packets sent by error control
encoder in the form of sub-packets), R-PDCCH (that carries various attrib-
utes of the subpackets, such as size), R-REQCH (for traffic control related
information at the mobile station, for example, buffer and power thresholds),
F-AKCH (for ACKs and NAKs from the base station to the mobile station),
F-GCH (for the encoder packet size may consists of multiple sub-packets),
F-RCCH (for rate control information, by allowing to increase, decrease, or
maintain the authorized traffic).

7.6. ALL-IP ARCHITECTURE

The all-IP architecture is projected to be completed in three phases. Revision
3.0 of 3GPP2 [16] defines an all-IP architecture that divides the networking
function into four planes. Before a discussion on these planes, we will briefly
describe some of the components of the all-IP network.

7.6.1. Networking Elements

Following is a partial list of functional elements employed for an all-IP network.
In some cases,we prefer to describe the traditional elements (e.g.,HLR) and the
corresponding all-IP element as relevance to the original (e.g. HLRe).

7.6.1.1. Access Gateway (AGW). The AGW provides an interface between
radio access network (RAN) and the core network (CN).

7.6.1.2. Authentication Center (AC). The AC stores information to authen-
ticate the legitimacy of a user and equipment.

7.6.1.3. Base Station (BS). The BS provides the radio contact to an MS with
the cellular network. It consists of a base station transceiver system (BTS) and
base station controller (BSC).A BSC controls and manages one or more BTSs.
Each BTS provides transceiver function to a number of MSs.

7.6.1.4. Call Session Control Function (CSCF). The CSCF is the session
manager for the user services. It performs a variety of tasks related to session
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setup, resource allocation and authentication and service provision to the MS
in its home network. The CSCF is defined only for the multimedia domain. A
proxy CSCF (P-CSCF) acts directly with the MS as well as CSCF for interac-
tion. Sometimes, a CSCF may be divided into two parts for better service
placement and load distribution. In such case, an interrogation CSCF (I-
CSCF) will provide an interface for the network for queries to a server CSCF
(S-CSCF). The MS in this case will interact with the S-CSCF.

7.6.1.5. Databases. The database stores information about subscriber
profile, the EIR (see next) data, the dynamic subscriber profile, and so forth.

7.6.1.6. Equipment Identity Register (EIR). The EIR is defined to store
equipment identity that can be used for equipment authentication.

7.6.1.7. Home Agent (HA). The HA provides the functions of a mobile IP
home agent.

7.6.1.8. Home Location Register (HLR). The HLR stores permanent infor-
mation of a subscriber and MS. It also keeps track of the mobile user by storing
its current location. The IP network defines HLR emulation (HLRe) that uses
IP interfaces for signaling.

7.6.1.9. Interworking Function (IWF). The IWF provides an interface
between different networks. For example, an IWF is needed between a mobile
switching center (MSC) and IP network.

7.6.1.10. Media Gateway (MGW). The MGW provides interface between
(circuit-switched) earlier generation network, and packet-switched 
network.

7.6.1.11. Media Resource Function Processor (MRFP). The MRFP pro-
vides services such as, multimedia conference bridges, announcement playback
etc. It supports the legacy MS domain as well as multimedia.

7.6.1.12. Mobile Station (MS). MS is the subscriber’s unit that has a direct
communications with the CDMA access network. Among other terms used in
this book a mobile host (MH) could be either an MS (PDA or a notebook),
or a device (notebook) connected through an MS (cell phone). The same
applies to a mobile node (MN). MS contains the user identification 
module (UIM) that contains user specific information. Without UIM, the MS
is called mobile equipment (ME). A ME could be one of the MTk (k = 0, no
external interface, k = 1, ISDN external interface and k = 2 means non-ISDN
external interface). Other terms, for example, terminal adapter (TA) and 
terminal equipment (TE) has the same meanings as in ISDN terminology.
Throughout this book, we use various terms for the MS. It is usually clear from
context.
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7.6.1.13. Mobility Management (MM). The mobility manager (MM)
receives register requests from a mobile station and authenticates the request
with the AAA server to provide multimedia domain services, such as page
response and handoff.

7.6.1.14. Mobile Switching Center (MSC). The MSC is the main switching
unit in an IS-41 network. It interconnects base station controller (BSC)
systems. It uses home location register (HLR), visitor location register (VLR),
authentication center (AC), and message center (MC) for various databases
and short message services (SMS). The gateway MSC (GMSC) also provides
an interface to the PSTN.

7.6.1.15. Message Center (MC). The MC provides a medium for temporary
storage of short messages for short message service (SMS).

7.6.1.16. OSA-Service Capability Server (OSA-SCS). The OSA-SCS pro-
vides resources to the access network that applications need while being exe-
cuted. The OSA-application programming interface (OSA-API) is one of the
changes in cellular networks that have resulted from All-IP architecture. OSA-
API is the OSA-SCS interface with the application servers. It also grants
authorization for applicable resources in conjunction with AAA and position
server. It also exists for the legacy network and relays server application infor-
mation between application servers and MS domain support network. See the
next chapter for more on OSA.

7.6.1.17. Packet Control Function (PCF). PCF manages the flow of packets
between the base station and packet data serving node (PDSN). The PDSN
provides an interface between base stations and packet data networks (PDNs).
It establishes a link layer connection with the MS for packet-switched 
connections. A PDN is an IP network. It could be any other network that 
provides packet switching.

7.6.1.18. Policy Decision Function (PDF). PDF makes policy decisions
about resource management to support QoS. PDF is responsible for resource
decisions within its own core network.

7.6.1.20. Visitor Location Register (VLR). The VLR stores information
(Registers) for a visiting MS and coordinates this information with its HLR.
The all-IP NAM defines VLRe, the VLR emulation that has IP interfaces.

7.6.2. Planar Architecture

The all-IP network architecture mode (NAM) defined the following planes:
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1. Access plane;
2. Network plane;
3. Multimedia bearer plane; and
4. Multimedia application server control plane.

Figure 7-11 shows the relation among various planes.

7.6.2.1. Access Plane. The elements of the access plane with their functions
are shown in Table 7.4.

Figure 7-12 shows access plane functional diagram. The other access
network can be any of the existing and future wireless data networks, for
example, IEEE 802.11, IEEE 802.16, IEEE 802.20, and so on.

7.6.2.2. Network Plane. The network plane is responsible for end-to-end IP
connectivity between a mobile host and other IP network nodes. Table 7.5
shows the elements in the network plane. This plane interacts with the access
plane through DiffServ, RSVP or AGW/PDF and with other IP networks (for
example, multimedia bearer) through generic interfaces.

Figure 7-13 shows the network plane.
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access plane 

network plane 

multimedia bearer plane multimedia application server control plane 

Figure 7-11. A planar view of the 3GPP2 functional network.

TABLE 7.4. Elements of the Access Plane in an All-IP NAM

Element Interfaces/to Function

MS 47 (Um)/BTS in RAN. Terminal equipment (TE) part, link
layer, air interface, signaling, and 
so on.

RAN 47/MS, 20/AAA, 31/AGW(data), BSC, RNC+PCF, BTS, MM
35/AGW(control).

AGW Other than RAN, ?/other access Access gateway to interconnect MS 
networks. with core IP.

AAA gg/AAA(local)-to-AAA(home Authentication, authorization and 
network) accounting.
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Figure 7-12. Access plane functional elements and interfaces in 3GPP2 All-IP Rev. 3.0.

TABLE 7.5. 3GPP2 All-IP Rev. 3.0. Network Plane Elements

Element Interface Function

MS 47(Um)/BTS IP capable, Mobile IP, QoS client
HA 22/AAA, 41,43/AGW Registration and forwarding
PDF 23/AAA, 28(Go)/AGE Enforce resource management to meet QoS

within its own core.
AAA 21/AGW, 23/PDF For IP layer AAA
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Figure 7-13. Network plane functional elements and interfaces in 3GPP2 All-IP Rev.
3.0.
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7.6.2.3. Multimedia Bearer Plane. The multimedia bearer plane is above
the network plane as shown in Figure 7-14. It provides multimedia bearer serv-
ices to the MS, including IP address of the addressee if needed, QoS provi-
sion, and data delivery.The multimedia bearer plane has the components listed
in Table 7.6.

7.6.2.4. Multimedia Application Server Control Plane. This plane imple-
ments the call control services and applications of the multimedia domain of
the IP network. The functions of this plane can be implemented on various
access infrastructures. The applications in this plane could have peer-to-peer
communications or communicate via the multimedia bearer plane. The com-
ponents of the multimedia application server control plane are shown in Table
7.7 and Figure 7-15.

7.7. SUMMARY

With the recent cooperation between cellular operators, their respective stan-
dardization agencies, and the IETF, it is apparent that the future of cellular
networking is in IP. However, due to imperfections of current IP service pro-
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TABLE 7.6. 3GPP2. Components of Multimedia Bearer Plane

Element Interface Function

MS 47(Um)/BTS Multimedia client or application
MRFP bb Multimedia conference bridges
MGW aa Interface between legacy and IP
Internet Depend on the peer entity. Peer entity on the Internet

MS 
multimedia client 

Peer MS 

Media  
gateway 

Media resource 
function 
processor 

aa

bb

cc

Figure 7-14. 3GPP2 Rev. 3.0, multimedia bearer plane.
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visioning, especially accounting and QoS enforcement procedures, there is
going to be no sudden change from the traditional cellular network to all-IP
networks. In this chapter we saw several advances in the North American cdma
system toward IP-based bearer services. These changes have come first due to
high speeds in the form of cdma2000 1xEV-DO evolution, then packet-bearing
channels in the two revisions of 1xEV-DV, and finally in terms of an all-IP
network architecture model (IP-NAM). The IP-NAM is assumed to be using
session initiation protocol (SIP) and mobile IP, discussed in the previous
chapter. In the next chapter, we will look at the other major standard for 3G
cellular systems, that is, wideband cdma (WCDMA). Again, we will look from
the packet data transmission point-of-view only.
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CHAPTER 8

DATA COMMUNICATIONS IN
CELLULAR NETWORKS: W-CDMA

The Group Special Mobile (GSM), later to be rechristened as Global System
for Mobile communications, brought the first widely used system in countries
now using ETSI standards. With eight 577-ms slots per frame using a 200kHz
carrier, a number of roaming, portability, security, and messaging services,
GSM has never looked back. The earlier slow data rates capped to 9.6kbps
were improved by high-speed circuit-switched data (HSCSD) and packet-
switched general packet radio service (GPRS). Internet connectivity for VoIP
was offered through H.323. HSCSD, by virtue of allowing more than one
channel (slot) per connection and data compression techniques [1] increased
speeds to V.34 or above levels.1 GPRS added packet data structure by adding
functions, channels, and serving nodes. However, GPRS data rates are not sig-
nificantly higher for a wideband service (generally less than V.34). GPRS capa-
bility of allowing packet data terminals, defining an array of packet data
channels, adding packet data protocols, such as GPRS tunnel protocol (GTP)
and, most importantly, two GPRS service node (GSNs), are the major contri-
butions of GPRS toward packet data services over cellular networks.

The following concepts are central to the understanding of W-CDMA net-
works.2 The serving GSN (SGSN) functions as the MSC-equivalent for packet

Wireless and Mobile Data Networks, by Aftab Ahmad
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of slots because data need extra protection from channel error, which translates into bandwidth
consumption.
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data, while leaving Internet and public data network interfaces to gateway
GSN (GGSN). A promotion in data speeds of GPRS was achieved through
EDGE (enhanced data rate for GSM evolution). By providing more efficient
modulation schemes, channel equalization, and link quality control mecha-
nism, EDGE promises data rates in excess of 400kbps. It also took a stride of
compatibility toward North American TDMA system (IS-136) by adding 8-
PSK.All in all, the GPRS network set the stage for 3G packet-based networks.
It was therefore natural that IMT-2000 suite of air interfaces was based on the
core network of GPRS—with some additions. In this chapter, we will look at
3G network employing the wideband CDMA (W-CDMA) as the air interface.
The study of WCDMA is different from cdma2000 due to the fact that the
former is an entirely newly designed system, while the latter is an evolution
of North American cdmaOne. While the cdma2000 has evolved from IS-95
through IS-95A, IS-95B to IS-2000, W-CDMA was the first step toward a
CDMA-based network for ETSI standards to be implemented over GSM
infrastructure. As part of the 3GPP project, W-CDMA includes both the FDD
and TDD air interfaces. We consider only the FDD W-CDMA. In GSM and
its extensions, the air interface and core networks (GSM-MAP) are not
regarded as two disjoint networks as is the case of North American standards
(ANSI-41 core and multiple air interfaces). However, owing to the impact of
the deployment of the air interface W-CDMA, the universal mobile telecom-
munications system (UMTS) network (radio access plus core network) is
sometimes regarded as the W-CDMA network. We use the two terms inter-
changeably. In reality, W-CDMA is used only at the physical layer (PHY) in
the UMTS terrestrial radio access network (UTRAN). In fact, we also use
“3GPP” [2] to imply UMTS and W-CDMA systems, just like we used the term
3GPP2 for cdma2000. Since we consider only packet data transmission, the
circuit-switched parts and signaling network do not qualify for a discussion,
except wherever convenient.

8.1. COMPONENTS OF THE UMTS NETWORK

Figure 8-1 shows various networks, systems, and components of a UMTS
network in a rather familiar interconnection paradigm.

Most of the components are inherited from the GPRS networks. There are
some additions too.The call session control function (CSCF) provides a mech-
anism for a number of subscriber services relating to privacy, mobility, and
resource allocation. As we will see, HLR is, in fact, a part of home network
that has a session layer signaling additive for 3G networks. Figure 8-1 shows
the most familiar components from a GPRS network. Two important service
aspects of the latest standards in W-CDMA network, not shown here, are the
IP multimedia service (IMS) and open service access (OSA) application
program interface (API). In future releases of the 3GPP standards, the radio
access networks will provide a generalized wireless access mechanism for user
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terminals with conventional (phone) capabilities as well as wireless LAN 
stations.

In the rest of this chapter we will discuss various aspects of this network.3

We will broadly divide the topics into two: the network protocol architecture
and the network service architecture. The protocol architecture is described
under “UMTS network domains” and the network services architecture under
“UMTS services”. Due to the scope of the chapter, we don’t promise to be all-
inclusive, rather we give a general idea on a technical level.

The UMTS network consists of domains and strata. Domains are intercon-
nection of functional units and strata are protocol sets among the functional
units and applications.

8.2. UMTS NETWORK DOMAINS

A network domain is a set of functional entities. The domains make a hierar-
chy. If the UMTS Network domain (UND) consists of all network compo-
nents, then below it are the infrastructure domain and the user equipment
domain. Figure 8-2 shows the domain hierarchy.

The interconnection of domains is through a series of reference points. The
dotted line between the access network domain and user equipment (UE)
domain is called the Uu interface and will be considered later under the UMTS
terrestrial radio access network (UTRAN).
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Figure 8-1. IP reference architecture for 3GPP [23].

3 Due to the complex nature of UMTS network, we could be sketchy at best. Even the 3GPP
partners have recognized the fact that there is a need for understanding salient ‘features’ of the
network. In fact, in preparing this chapter we have made frequent use of the 3GPP features doc-
uments [3] for Release 99 and [4] for Release 5.
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8.2.1. UE Domain

The UE domain consists of end-user equipment and its interconnection serv-
ices. This is one of the two large domains and contains ME (mobile equip-
ment) and USIM domains. The ME domain contains mobile terminal (MT)
with a transceiver device and terminal equipment (TE) with an application.
An example of TE is a notebook computer, and an MT could be a cell phone.
Using wireless LAN access the ME domain could be installed in a single unit,
such as a notebook with WLAN card. The USIM domain consists of a card
with IC chip with hard-coded user and equipment identification numbers,
encryption keys, and a PIN or password to operate the card. The UE domain
can be in a single unit, for instance, a PDA with WLAN/3G access and a USIM
slot to operate the cell phone unit of the PDA.

8.2.2. Infrastructure Domain

All network functional components other than the ones in UE are part of the
infrastructure domain.The access network and core network domains are con-
tained within this domain. The access network controls radio connection to
the network through a set of protocols and procedures. The core network pro-
vides the circuit-switched and packet-switched services. The service architec-
ture uses the serving network domain for negotiation and control of
application services. It interacts with the home network domain that stores the
subscription information on a permanent basis. A visiting network could
request some of the subscription information, in order to decide what types
of services should be provided to a roamer. The home network also helps user
equipment and the person to be authenticated so that he or she can be author-
ized to use network resources as a legitimate subscriber.The transient network
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could be one or more autonomous or operator-administered transport service
networks providing circuit-switched or packet-switched services.

8.3. STRATA

A stratum is a set of protocols between two or more entities. Application strata
are end-to-end protocols including user and service provider applications.
These strata use services provided by other strata. The transport strata provide
this service and also service to signaling data. Serving strata provide service
to transport strata to route data from source to destination. Home strata
are a set of protocols and related functions used for handling and storing 
subscription services. Various strata function on the OSI-RM paradigm 
of exchanging primitives through service access points (SAPs) or other 
identifiers.

8.4. RADIO ACCESS NETWORK (RAN)

The UMTS terrestrial RAN (UTRAN) was redefined from earlier versions of
GSM and its data network extensions. In Release 99 of the 3GPP, these addi-
tions included USIM in the user equipment domain, Node B, and Radio
Network Controller (RNC) in access domain and interfaces relating to these
entities and relating to packet switching. This is shown in Figure 8-3. RNC and
Node B constitute radio network subsystems (RNS).
The air interface (Uu) between the user equipment and Node B, uses W-
CDMA at the PHY. RNC performs several packet-switching related functions,
such as QoS control with radio resource management function. Figure 8-4
shows the protocol architecture of the radio access network.

Some of the tasks performed by Node B are: radio transmission/reception
at the interface with user equipment (interface Uu), forward error correction,
rate adaptation in response to channel quality, spreading/de-spreading, mod-
ulation, making signal measurement reports, and communicating with to the
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RNC [5]. It also participates in power control and soft handover.4 Protocols
are defined between pairs of functional units across their conceptual separa-
tion point. These points are termed interfaces. For example, the interface
between RNC and Node B is called Iub. Here is a brief description of the pro-
tocol across Uu, as per Figure 8-4.

8.4.1. Transport and Logical Channels

The transport and logical channels constitute service access points (SAP)s for
peer-to-peer communications. The transport channels exist at the interface of
PHY and MAC and the logical channels between MAC and RLC. The trans-
port channels represent the information form and organization, while the
logical channels represent information type. The common transport channels
can be used by any user, and thus must carry the user information for identi-
fication.The use of common transport channels may result in allocation of ded-
icated transport channels that are specific to users, therefore not requiring
identification as part of the information carried. Two broad types of logical
channels are the control channels and traffic channels.The former carry control
information (common and dedicated), and the latter carry user data. Trans-
port channels map to the physical channels in one direction and logical chan-
nels in the other, as shown in Figure 8-5.

8.4.2. Physical Layer (PHY)

Table 8.1 summarizes some characteristics of the PHY for W-CDMA [6][3]
[7][8].

The radio link control (RLC) provides services (reliability) similar to the
RLC in 3GPP2, packet data convergence protocol (PDCP) provides trans-
parency to higher layer protocols from the details of the underlying packet
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4 Both of these processes include signal strength measurement.
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switching architecture of the network, broadcast/multicast control protocol
converts broadcast and multicast messages from RNC to adapt radio inter-
face. The MAC sublayer provides a range of services through a number of
functions. Table 8.2 summarizes the distinguishing features of these protocol
layers [9].

8.5. UMTS SERVICES

Table 8.3 shows a list of some of UMTS services and their relation to the
earlier generations.

Among the services listed in Table 8.3, we will expand the discussion about
open service access (OSA), as it has the potential to create a new application
and service development business environment, which could employ the expe-
riences from Internet application development and grow independent of the
cellular operators.

8.6. IMPROVEMENTS OVER RELEASE 99

Later versions of 3GPP mainly enhanced its open service ‘architecture’ (now
called ‘access’) and packet-switched services. Release 4 added multimedia
gateway (MGW) and IP multimedia subsystem (IMS). The MGW provided
an interworking function, to utilize IP structure for circuit-switched calls, such
as VoIP. The IMS made this possible. With Release 5, work on IMS advanced
to stage-2. IMS is projected to pave the path to an all-IP 3GPP network. All
elements of the core network participate in the IMS and its services architec-
ture is based on the IETF-defined open session capability. Before Release 5,
ATM was the only transport across various interfaces in the RAN. IP was 
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Logical channels

Control channels
(Synchronization,
Broadcast, Paging, etc.)

Traffic channels (Common,
dedicated, etc.)

Physical channels

Dedicated (Data, Control)

Common (Packet, Pilot,
Secondary control, etc.)

T  C
r   h
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n n

ns
p
o  l
r   s
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e

Figure 8-5. Transport channels map to PHY channels in one direction and Logical
channels in the other.
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designated as the transport protocol in Release 5. This IP transport is not to
be confused with the private IP networks that could be used as part of UMTS
network in earlier releases. The IP transport in RAN is not valid on an end-
to-end basis. The use of IPv4 is optional, but IPv6 is mandatory. Location
service enhancements included optional SAS (stand-alone SMLC). SAS pro-
vides global positioning system (GPS) data to RNC to be delivered to UE. It
can also act as an alternative to RNC for location calculations. Release 4 event-
driven location services were further enhanced by adding the concept of peri-
odicity to them.As mentioned in Table 8.1, a new feature HSDPA (high-speed
data packet access) is also added in Release 5. It is based on downlink-shared
channel (data only) and provides downlink rates of up to 10Mbps. For a lower
bit rate of uplink, HDSPA targets streaming, interactive, and background 
services. Just like 3GPP2 (cdma2000), it employs hybrid ARQ (HARQ) for
additional error control. It also employs efficient modulation and coding
schemes.

The most important development in the latest releases of 3GPP and 3GPP2
is a migration to an all-IP network. At the service level, the path to this migra-
tion is apparently via the IMS (Internet multimedia subsystem). Release 6 of
the 3GPP is expected to have the next stage of IMS. We will devote much of
the remaining chapter on IMS 2 as specified in [10]. Retaining the specifica-
tion order, we will discuss some of the IMS system concepts, followed by
example procedures.

8.7. IMS SYSTEM CONCEPTS

Figure 8-6 shows the IP multimedia architecture for Release 5 as per RFC3574
[11]. It consists of three parts: (1) IM CN (Internet multimedia core network),
(2) IP-CAN (IP-connectivity access network), and (3) (IP-multimedia-
enabled) terminals. The IMS is more of a complete service platform that
includes IP (version 6), session protocols (SIP/SDP), authentication service
(e.g., using DIAMETER,) and policy enforcement protocol (e.g., COPs). Here
is a brief description of each of the three networking parts.
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8.7.1. Internet Multimedia Core Network (IM-CN)

All the core network elements that participate in IP multimedia services form
what is called the IP multimedia core network (IM CN). The multimedia serv-
ices are based on session initiation protocol (SIP) signaling for session set up,
mobility management and session termination as discussed in Chapter 6. It is
this part of the 3G systems that has closed the gap between the IETF’s open
standards policy and cellular operators’ rather business-oriented attitude. The
3GPP decided not to “cellularize” the IETF protocols and use them as defined
and specified by IETF.5

8.7.2. IP Connectivity Access Network (IP-CAN)

The access network that provides connectivity to IM-CN is IP-CAN. It could
be GERAN, UTRAN, or both with the GPRS core network. Due to the peer-
to-peer nature of IMS services, IPv6 is the only real option in IP-CAN.

8.7.3. Terminals

The terminals in IMS are capable of initiating and responding to Internet
session control signaling. When a terminal moves out of the home network,
IP-CAN hides mobility and maintains the control and user bearer connections.

8.8. SESSION LAYER ARCHITECTURE

The IMS adds a session layer with an architecture, shown in Figure 8-7 [12].
The IMS network itself does not provide application services; it provides
several toolkits to design services [13].

In Release 6, the IMS is projected to harmonize the main three wireless
access networks,W-CDMA, cdma2000, and wireless LANs (e.g., IEEE 802.11).
The call session control functions (CSCFs) perform the call control functions
for the subscriber and callers. There are three types of CSCF, differentiated
below.

8.8.1. Interrogation CSCF (I-CSCF)

The I-CSCF handles incoming calls to a home or visiting subscriber. It may
direct the incoming call to another server.
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5 This, by itself, is a milestone achieved, which has opened a new world of services and protocols
for future cellular networks. In the author’s view, this attitude of cellular companies might help
both sides, Internet and cellular networks. The Internet is overwhelmed by the abuse of “open-
ness”, while the cellular networks are plagued by interoperability issues.
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8.8.2. Proxy CSCF (P-CSCF)

The P-CSCF handles all calls initiated within a home network. When a UE
has to make a call or invoke a service, it first connects with P-CSCF. The PDF
functionality (separate unit in 3GPP2) is contained within P-CSCF in 3GPP.

8.8.3. Server CSCF (S-CSCF)

The S-CSCF performs the subscription session layer signaling functions 
services for the subscriber, whether the subscriber is at home or in a foreign
network.

8.8.4. Home Subscriber Server (HSS)

The HSS performs the database services (e.g., authentication, registration,
location) and provides interfaces to the CSCF servers. It is evolved from HLR.

8.8.5. Media Gateways and Associated Control Functions 
(MGW, MGCF, SGW, BGCF)

These gateways and associated functions provide interworking between IP 
and their respective bearer channels, for example, PSTN, ISDN, PLMN (public
land mobile network).
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8.8.6. Media Resource Functions (MRF)

The control (MRFC) and processing (MRFP) entities of MRF provide 
media stream processing capability. This includes, among others, mixing 
(e.g., a multimedia conference), announcements (incoming), and media 
analysis.

The service architecture shown in Figure 8-7 is also what is called home
network. Home network services can be made available on the network side
by constituting a virtual home environment (VHE). By emulating a VHE, an
operator can provide a subscriber the same personalized services as in a home
network, regardless of user’s actual location or current equipment.6 Also, due
to the open nature of SIP, more services can be built by third parties without
the knowledge of the underlying network. Several toolkits can be employed
for new service creation, for example, CAMEL7, MExE, and open service
access (OSA). The OSA harmonizes the service creation among the Internet,
3GPP and 3GPP2 [14].

8.9. OPEN SERVICE ACCESS (OSA)

OSA [15][16] is the third-party service development environment for the latest
releases of the 3G networks. It is an application programming interface (API)
that terminates at a server called OSA-SCS (OSA service capability server).8

The capability server provides the OSA interface to the underlying transport
network. Thus, all types of services can be integrated into a three-layer archi-
tecture [18], as shown in Figure 8-8.

8.9.1. OSA Interfaces

There are several interface classes recognized, three of which are specified in
[19]. These are:

1. The interface class, which provides the basic mechanisms to applications
so that they can invoke service capabilities. An example of such mecha-
nism is authentication. After being authenticated, an application can
access OSA capability servers.

2. The interfaces class, which exists between an authenticated application
and particular service capability feature of the OSA architecture. A
client might need a particular service feature, for which this interface
provides an open mechanism.

188 DATA COMMUNICATIONS IN CELLULAR NETWORKS: W-CDMA

6 As long as the equipment has the service capability. For example, for streaming music, the equip-
ment must have a music player in it.
7 Not available in 3GPP2.
8 Specified in OMG IDL as in [17].
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3. This class of interfaces exists between the service capability function
(SCF) and framework (FW) server in order to facilitate a multi-vendor
environment. Figure 8-9 shows relation between these interface classes
and applications, framework, and service capability functions.

A number of interfaces are defined within these classes. These include the
callback interfaces IpApp on the application side, IpClient/IpSvc interfaces,
the client/server interfaces of service capability function (SCF) used by
framework (FW), and the IpFw interface of the framework (FW) used by
service capability functions (SCF).9 The interfaces could be either dedicated
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9 The callback interfaces are used by service function server to report events.
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to a particular session, and hence don’t need a session ID, or could be an
instance of an interface serving multiple sessions.

8.9.2. OSA Functions

As summarized in [14] the functions provided by OSA can be related to 
framework, network, and user data.10 Following is a set of examples in each
category.

8.9.2.1. Framework (FW) Functions of OSA. These functions include secu-
rity tasks of authentication, authorization, capability discovery, integrity 
management, and service agreement establishment. Multiple authentication
mechanisms are supported, including digital signature for non-repudiation.
Authorization mechanisms relate to the user getting access privileges to appli-
cation and the application getting authorization to access service capability
functions (SCF). Home environment ascertains eligibility of both before clear-
ing the way to access. In a service discovery phase, an application can request
a list of capabilities of SCFs. This is possible because the SCF has to register
itself with the framework and let its capabilities be known to FW. Once a
service agreement between the application and the home network is agreed,
the application signs the online part of the agreement.

8.9.2.2. Network Function of OSA. These functions relate to call and
session management, IP multimedia handling, notification, charging, and e-
commerce. These call and session functions support circuit-switched calls and
data sessions for data collection, redirection capability, and QoS monitoring.
IP multimedia handling functions include conference call control and 
management. Media channel management using RSVP and conference man-
agement using part add/delete functions provide resource management.
Notification functions can be carried by SMS or WAP-Push for the network
application to the terminal applications. E-commerce related functions are
provided, to be used in charging and billing. Thus a third party does not have
to know the underlying network in order to have the service used and charged.
The network functions of the OSA-API cover the whole spectrum.

8.9.2.3. User Data Related Functions of OSA. The complexity of IMS is
enhanced over traditional cellular (now including UMTS!) because of the
need of lot more user attributes needed for connection authentication, session
level mobility management (keeping privacy), and various security threats
added due to multimedia (e.g., credit card billing for e-commerce). The home
network and virtual home environment manage user information to be used
in a personal service environment, regardless of the location. The user data
functions provided by OSA deal with issues of managing information about
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user and subscription profiles. These functions relate to user status (e.g., acces-
sibility, type of terminal used), location (e.g., whether home or visiting and
where), user profile (profile attributes for business, home, etc.), terminal capa-
bilities (audio, video, etc.), and the capabilities of the current network if the
user is roaming.

By combining the interfaces and functions, the OSA-API forms the service
subsystem of the architecture, as shown in Figure 8-10.

8.10. PARLAY

The terms Parlay and OSA-API are sometimes used alternatively and may
cause confusion. The Parlay Group (www.parlay.org) is a consortium of 
companies (from Telecommunications and IT) that has developed the API
“Parlay” in order to deliver the services specified by 3GPP OSA-API. Parlay
Group and 3GPP have closely cooperated (through a Joint Working Group—
JWG) in developing these APIs. Parlay [20] has been adopted for OSA.

8.10.1. Parlay Background. With the move toward all-IP network, it 
has been a natural trend to base the future networks on services instead of
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technology-based applications. The cellular companies have traditionally
based network design on applications. This has brought up the “killer-appli-
cation” question for every new technology. With all the glamour that open
standards have brought to the Internet, it is obvious that ‘open-ness’ rids the
operator (at least partially) from the responsibility of developing the killer
application(s). Before the specification of OSA, cellular operators relied only
on protocols. With OSA, a set of open API specifications is now available for
third-party vendors to develop applications independent of the underlying
network transport. The independence is further achieved in Parlay with the
notion of a Parlay/OSA Gateway that is part of Parlay Framework.The Parlay
Gateway [21] provides framework interfaces and service interfaces, which is
all that a developer needs to know. This has the added benefit that the appli-
cation developers do not have to worry about security-related issues; it is taken
care by the operator at the transport level and HSS at the session level. The
list of capabilities offered by the Parlay APIs is long and is quickly being
adopted by industry. The Parlay version 4.1 has APIs for all the call manage-
ment and control functions of OSA. It also has Policy Management and 
Presence and Availability Management functions. Parlay X is a web services
initiative for next-generation network applications.

8.11. IPV4/IPV6 SCENARIOS TOWARDS ALL-IP INFRASTRUCTURE

The introduction of IMS and IMS2 has paved the way for independent IP
application development for a given set of session-level signaling services and
APIs. Multimedia Gateway (MGW) provides an IP interface for the circuit-
switched applications, such as voice service. Session-level mobility manage-
ment using SIP is also promising for macro-mobility and hiding user presence.
This has pretty much released the circuit-switched part of the network from
being deployed in future generations, except, maybe, for interoperability
reasons (See Figure 8-1.) RFC 3574 discusses some of the possible scenarios
for 3GPP’s move toward an all-IP network. These scenarios relate to the com-
binations of IP versions 4 and 6. The two scenario categories of this RFC
(GPRS and IMS) will be discussed in the following. Readers are referred to
the references and a big stock of documentations and publications available
on the Internet using an appropriate search engine.

8.11.1. GPRS Scenarios

Table 8.4 describes various scenarios when a GPRS UE tries to reach Inter-
net service outside of the GPRS network.

8.11.2. IMS Scenarios

One difference between the IMS and GPRS networks is that IMS does 
not support IPv4. Therefore, an IMS UE is always IPv6. This leaves few 
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possible scenarios the RFC considers when the called UE is in IPv4 and
IPv6+IMS.

If the UE needs to connect with an IPv4 terminal, an IPv6/IPv4 conversion
is to be done at a router (or another device) after exiting IMS network when
a datagram is going from UE to IPv4 terminal. In the reverse direction, since
IMS accepts only IPv6 datagrams, either a conversion must be done before
delivering IP packet to IMS or the function should be added at the border
device of IMS. The same solution may also be applied for the case when two
IMS UEs need to connect through an IPv4 network. Either the IPv4 border
gateway routers or the IMS ‘gateway router do the conversion.11

8.12. 3GPP RELEASE 6 OBJECTIVES

The Release 6 of the 3GPP network is expected to meet several objectives.
These are [22]:

1. Phase 2 of IMS with IMS messaging and group management;
2. Wireless LAN interworking for access;
3. Distributed speech recognition (DSR) and other speech-enabled serv-

ices. These services will increase service accessibility and could result in
‘hands-free’ multimedia calls;

4. Number portability. Ultimately the same number should be able to move
with the subscriber.

There are a number of efforts to align 3GPP and 3GPP2 services and archi-
tecture. Harmonization efforts have led to a number of new developments,
such as the acceptance of AKA in 3GPP2 security architecture for encryption
key distribution, harmonization reference model (HRM), and adoption of
OSA by 3GPP2 (IMS and MMD almost aligned as for as service offering is
concerned).

8.13. SUMMARY

The W-CDMA air interface, that is part of the IMT-2000 UMTS standard, has
paved the way for spread spectrum technologies over the GSM-based network
infrastructures, such as GSM, GPRS, and EGPRS (using EDGE). The drive
toward an all-IP network architecture has been greatly spurred by the SIP 
signaling and OSA-based third-party application development. Contrary to
previous (and present) practices, the W-CDMA-based cellular network will
provide an application development infrastructure (as opposed to delivering
specific applications). Harmonization efforts between the cdma2000-based
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networks (3GPP2) and W-CDMA-based networks (3GPP) have led to many
interoperability successes, such as interoperable IP multimedia structures,
encryption standards, and even the emergence of a harmonized reference
model.
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CHAPTER 9

SECURITY IN WIRELESS 
DATA NETWORKS

Ever since the first Internet worm in 1988, work on security of data networks
has been following the trail of their success. Much of this work has been
advanced in response to security breaches, but a reasonable amount has also
progressed in testing various security systems and protocols.A prominent frac-
tion of the work in security has resulted not in adding safety to network data,
but in exposing its vulnerabilities (see Ref. [33] for a taxonomy of vulnerabil-
ities). In any system or network, such as the Internet, with millions of parties
participating due to a variety of reasons, it sounds unreasonable to make secu-
rity as a thing secondary to the network design and deployment. Such,
however, has been the case, thanks largely to unpredictable scale of the Inter-
net and computer proliferations.

Noticeably, after several years of the first successful attack, followed by
numerous attacks of an increasing number of types, networks are still designed
with security considered as a bystander instead of it being a part of the
network architecture. This is like a town planning with houses that have no
outside walls, no or weak roofs, no or easily breakable doors, none of the locks,
and no police in the area. Perhaps no government would approve such town
planning; networking is a different story1. The Internet commerce boom has
taken place with a large fraction of global economy being vulnerable to
hackers and attackers, but has not resulted in the design of secure networks.

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.
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1 Some recent standards do have security layer or sublayer, e.g. IEEE 802.16 standard for broad-
band wireless access.
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In fact, according to several surveys, the wireless local areas network standard
IEEE 802.11 has mostly been deployed without any concern with security.2

In this chapter, we will have a look at the technology regarding the secu-
rity of wireless networks. Our treatment of the topic is technical, however, our
approach is more systematic than generally found on this topic. We will avoid
much of the common knowledge, usually found easily, about what constitutes
vulnerability. Instead, we will use a holistic approach to understanding the
security issue and a network-wide treatment. Following this, we will present a
security requirement definition along the lines of network architecture, taking
the example of the Open System Interconnection reference model (OSI-RM).
Following this discussion on security architecture plane will be a technical
summary of some salient components of security systems available today. We
will end the chapter with security measures available for WLANs and cellu-
lar networks.

9.1. ASCRIBING SECURITY TO A NETWORK

A network, being an interconnection of communications devices, must allow
these devices to send and/or receive data in a form that is secure and under-
standable by all potential addressees of data. Data storage or processing
device that is 100% secure is like a box with no opening for data in or out of
the device, as shown in Figure 9-1(a). The data in the box are shown as dotted
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2 The deployment largely took place during or as a result of the e-commerce boom.
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Figure 9-1. Various conceptual levels of security of a data system.
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circles. There is no way to access it after it is sealed in the box. Figure 9-1(b)
shows next lower level of security, in which a ‘hole’ is made into the box. Now
data can either leave the box through this hole or someone can access the data.
This hole is like a communication channel that opens data to vulnerabilities.
If this channel allows only data out, such as a network management system
only reporting network conditions with no way of sending any input, there is
the risk of the data getting into the wrong hands. If it allows only data in, there
is a chance of the data getting manipulated in a malicious way, such as a virus
attack. In other words, having one access channel, even in one way, could open
information to security risks. A data system with a two-way channel, such as
in Figure 9-1(c), is open to a number of different attacks. A computer on a
network is more like Figure 9-1(d), that is, it has a large number of ‘holes’ in
it. Worse yet, a wireless system is like the one shown in Figure 9-1(e), that is,
it is, in general, not contained in a secure box, leaving an indefinite number of
‘holes’ around it.

9.1.1. Why Are Wireless Network Devices a Bigger Challenge?

Figure 9-1 explains in a conceptual way why wireless data networks are more
of a challenge to secure than the fixed, wired network devices. If all commu-
nications occurs through only one ‘hole’, such as in Figure 9-1(b) and (c), the
security problem can be modeled as having a door with lock on these holes
that is opened by certain keys.The key copies are distributed among only those
allowed to access the data. A box with n doors, however, needing an equal
number of keys, will have a possible n! ways of having one or more compro-
mised entries to such doors. If the probability of damage through one door is
p, the probability increases linearly with the number of doors. So, for 100 doors,
the probability is 100-fold. The wireless device in a wireless network does not
have the box with walls; it is simply open. In other words, the wireless network
devices present a two-fold security problem, first, to secure a box and then to
secure the doors on this box. In the United States, the government standard
FIPS 140-2 defines the minimum requirements for non-classified, but sensitive
data. Wireless network devices, by virtue of their exposition, are considered of
this type.

9.2. SECURITY NETWORK ARCHITECTURE

A secure system is supposed to provide access control (only authentic users
or equipment are allowed to use the system), confidentiality against eaves-
dropping (data are accessible to only authorized recipients), integrity (data are
not corrupted by intruder or attacker, or if data are manipulated in any way,
the manipulation is detected), protection against protocol spoofing (changing
the address of data source protocol or sender). Once a connection or device
is compromised, there are many ways in which the unprotected data or com-
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munications can be put to work. In addition to simple eavesdropping, a more
malicious attack is man in the middle, in which the attacker is sending infor-
mation to both the communicating users. The unsuspecting users interpret the
information as coming from each other. Protection is also needed against
breaking of security system, such as replays (gathering the data during non-
secure phases and using it to become the authenticated user).

Networks and network devices have grown substantially in complexity in
recent years, owing to a multitude of reasons, from advancements in chip tech-
nology to e-commerce. A typical computing device, right out of the box, con-
sists of not just an operating system (OS), but also a communications system,
which in all possibilities could be more complex than the operating system
software. In fact, operating systems today are network operating systems,
and are typically designed to work with TCP/IP and Internet applications 
as part of the shipped software. Conceptually, the OS resides at the top of 
application programs, thus providing the user access to application software
(Figure 9-2).3

There are a minimum of two ways to the inside of a computer, namely, via
the operating shell and through the network connection.The security concerns
from the attacks via the OS are typically related with physically accessing the
system or using a program with a virus that uses an OS feature to corrupt the
data stored in computing hardware (memory and secondary storage). Of
course, a virus is dangerous because it does not have a known effect, and could
do anything from corrupting existing files, to filling secondary storage, to mas-
querading the processing resources. Access through the operating system is
usually controllable due to its visible nature. However, attacks from the net-
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3 Admittedly, OS does a lot more than this, as should be known to anyone reading this book. Of
special mention is the OS kernel, which controls devices through a layer of programs called device
drivers. One of these devices is typically the network interface card, wired or wireless.
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Figure 9-2. Communications systems are typically part of OS.
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working connection are especially dangerous due to many reasons listed
below.

1. The apparent reason that the attacker is not visible.
2. The attacker does not have to leave a trace, as in a virus attack.
3. Once compromised, a connection can become a hotbed of malicious

activity.
4. The attacker, it is seen, does not stop but could easily make a compro-

mised system a source of similar activities.
5. It is common sense to assume that the attacker who comes in from the

network side is more knowledgeable about the working of the commu-
nications system than an unauthorized user who attacks from the OS by
guessing a password.The ‘knowledge’ in this case can be a lethal weapon.

9.2.1. Securing a Standalone Device

From the above discussion, it is easy to conclude that a secure operating system
and authenticated access mechanisms are pre-requisites to stopping an
unwanted attack on a device that is not networked. This is akin to saying that
there is only one ‘hole’ that requires a key to the operating system to render
it secure.

9.2.2. Securing a Networked Device

Figure 9-2 shows a single network connection. Modern networks have layers
of protocols with typically peer-to-peer logical connections, as shown in 
Figure 9-3.

A logical connection obeys a set of protocols that perform specific func-
tions on data. The figure shows five layers above the network interface card
(NIC—which may consist of a physical as well as a logical connection itself).
For example, in an Internet connection with WLAN NIC, the NIC implements
the physical and medium access control layers. Above it could be the logical
link control (LLC), IP, TCP/UDP and application layer. Another thing shown
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in Figure 9-3 is the network ‘cloud’ that covers only the upper layers. This is
only symbolic, to reflect the characteristics of a network such as defined by the
OSI-RM with upper layers that are end-to-end as compared with the lower
layers that are direct point to point.

Figure 9-3 is a typical representation of a device carrying or receiving data
across a network, be it wired or wireless, Internet or another wide area
network. Each of the logical and physical connections could result in creating
a security hole in the device. In fact, in most of network application programs,
more than one application layer connections are open simultaneously, result-
ing in a lot more holes than the number of layers. Security has to be provided
at each of these holes. Consider the following scenario: If a secure operation
at the routing layer is guaranteed, it can only apply to routing. When the
routing layer delivers this packet data unit (PDU) to the reliability layer, it is
not certain that the receiving reliability layer is the right one or a forged one.
A security mechanism between the peer reliability layers is needed to ascer-
tain the authenticity of each, as shown in Figure 9-4.

9.2.3. Securing a Wireless Networked Device

In the open system interconnection reference model (OSI-RM), layers com-
municate only with their peers through protocol data units (PDUs) and with
adjacent layers through primitives. Using the primitives between adjacent
layers, a user data block moves from the application programs through the 6
layers in the sending computer to the physical (7th, but layer number 1) layer,
from which it is transmitted to the next recipient in the network. Therefore,
all layers’ logical connections are bundled within the physical layer transmis-
sion. This is indicated in Figure 9-5. In a wired network the number of recipi-
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ents of the physical layer signal is less than or equal to the number of devices
connected with the physical cable. Therefore, if there are 10 devices and a 7-
layer protocol is used, then there are a total of potential 70 security holes,
assuming one hole per layer. It is customary that the devices connected to a
network cable are trusted and this can be done by having a network adminis-
trator supervising all connections. Such is not the case with a wireless network.
The wireless signal travels through the air and any device equipped with the
required RF equipment can receive the signal, take it somewhere, and analyze
it for misuse.

This is equivalent to having an indefinite number of security holes, and a
secure device on a wireless network must have a way of closing all these doors
to intruders. Securing a wireless network device will, therefore, require either
containing the signal (which will bring it in the vicinity of a wired network
device, in terms of security, even though such is not quite the case, due to 
the possibility of hidden devices use) or rendering the mere signal reception
useless.

The above discussion brings attention to the need of a protocol plane 
for security along with the user data, control and management planes of 
protocol architectures.4 Two examples of such planes are shown in Figures 9-
6 and 9-7, for IEEE 802.11 WLAN-like architectures and for Internet-like
architectures.

Since IEEE 802.11 standards can be used for dual purpose, as standalone
networks and as access networks, Figure 9-6 can effectively be placed right
under Figure 9-7 to replace the lower layers (and redrawing it appropriately).

9.3. SECURE OPERATING SYSTEM (SOS)

In the previous section, we considered the security requirement from a
network architecture point of view. Let us now look at a possible requirement
of securing an operating system. An operating system consists of processes
that are owned by other processes (users being among the type of owner
processes). Various user levels (e.g., from guest to root) of an OS are distin-
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4 Welcome to the world of reality. One of the main reasons why we don’t have open secure net-
works is that security can be employed to nefarious communications just as conveniently as to
any useful communications.
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guished from one another in terms of which processes they can access and to
what extent: that is, use, modify, or remove. Usually, at the highest level of
authority, system, root, or administrator level, all processes can be owned to
all extent. However, a problem with OSs is that the ownership may be only
skin-deep, meaning, by changing an ownership variable that the process may
check only once anyone can use the process. Is it possible to have the owner-
ship concept built into the fiber of the process? We don’t know the answer to
that, but the following scenario goes deeper than ‘one-stop-shop’ risk from an
attacker who gets hold of an important password.

We do this by classifying processes according to an attribute that is called
damage. Let’s consider the couplet (n,d), where n is called influence, and
defined as the number of processes directly influenced by a reference process,
and d is called damage. Of the n processes that this process could influence,
let the ith process have the influence value of ni. Then d, the damage, can be
arbitrarily defined as the number of total processes that will be ultimately
influenced by this reference process. Remember, if we can list all the processes
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with their d value, we do not need n to characterize the process in terms of
security risk. If we label all the processes of an operating system with the d
value, we can conceptually organize them with ascending values of d. Then 
we can classify these processes into two or more classes, depending on the
ranges of d, the damage. As a last step, we set up a password requirement for
each next class. In this way, if someone breaks into an administrator’s first pass-
word, they don’t have automatic control of the whole system, but only until
the first d-class. To go to the next, another password must be obtained, and so
on.

In the above paragraph, we have chosen the definition of damage as the
number of potential affected processes. The exact objectivity of this can’t be
ascertained, as we do not know of a scale for damage measurement. However,
provided that such a classification can be effected, the resulting operating
system will be quite secure as compared with the one that requires one or
more passwords used to access everything all the time.This is because the pro-
posed classification can have some potential benefits, such as, if someone
breaks part of the hierarchy, but gets stuck at some point, a system log or emer-
gency warning system can be used by the OS to record attacks.Another poten-
tial benefit is that the extent of attacker’s approach will be known, and a
compromised system will not need to be cleaned up entirely.Yet a third benefit
is that when an attacker gets hold of a password at a level deeper than the
first, it can’t be used without having the password for the levels before, and
instead can warn of an attacker a priori.

9.4. COMPONENTS OF SECURITY SYSTEMS

A network security system is designed for particular functions, or to secure
the network or its component against specific threats. In addition to combat-
ing the vulnerabilities of the network device, the security system also has to
stop intrusion to itself (mainly measured in the form of performance metrics).
A secure system consists of protocols, servers, algorithms, keys, certificates,
and performance attributes. On a system level, we expect the security systems
to provide authentication, authorization, or registration, confidentiality,
integrity and resilience measures—the last capability generally not under-
stood as well as others in currently available systems. Another concept, not 
fully understood yet, is that of self-non-repudiation of a transaction. Non-
repudiation is the incapability of an authenticated user/device to back-out
from a transaction. This interesting requirement is made controversial by the 
fact that all that the authentication process proves is the processing of identi-
fying information, and not the presence of a person, such as in a signed doc-
ument. All these requirements are fulfilled by various components of a
network security system. We will discuss a few of these components in this
section. We will look at these components of a security architecture, without
a particular order.
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9.4.1. Protocols

For secure communications between a device on a network and any other
device, there has to be a way of exchanging information relating to security.
This information, by itself, may not be secure, in general, because if it was
secure, there would be no need to add a security mechanism to it. Therefore,
the best security protocols have to be shareable and known and yet must
provide defense against attacks. A number of protocols have been available
in open and proprietary form and they can be implemented in any device on
the network. A protocol may include several protocols as part of it, such as
authentication, registration, and reconditioning of data. Here’s a list of some
commonly mentioned protocols and types of protocols. We will come back to
some of these at a later stage.

9.4.1.1. Authentication. Authentication protocols are usually part of other
protocols. Their purpose is to make sure that a device or user trying to use the
network is a legitimate user or device. In wireless networks it is also necessary
to authenticate the authenticator, with what is called mutual authentication.

9.4.1.2. Association/Registration. Association is the term used in infra-
structure type of networks, in which all user devices must communicate
through some facilitating device, such as a switch, base station, or an access
point. If a network under a common administration consists of more than one
access points, a user may be required to go through a particular access point.
In such networks, a user device, when switched on, looks for an access point
from which it can receive the clearest signal. A registration or association pro-
tocol is used for this purpose. Association protocols result in a series of check-
ing and registering information.

9.4.1.3. Re-association/Visitor Registration. If a user or device associ-
ated with one central point moves closer to another central point, a re-
association process can save the exchange of all the association information
again and again. A re-association can consist of exchanging the established
association information and confirmation of this association. In other words,
re-associations are like registering as a visitor. In a wireless LAN there is
usually no home access point, therefore the associations and re-associations
are relative to first time the network device connects to the network. A pro-
tocol for de-association can help access points de-register those devices that
request so, or are no longer served by any access point.

9.4.1.4. Wireline Equivalence Privacy (WEP). WEP is perhaps the most
commonly mentioned protocol in relation to wireless LANs. It was designed
to make devices (IEEE 802.11 and its extensions) at least as secure as a wired
network.5
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an analysis that proves that the probability of an insecure wireline device being compromised is
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9.4.1.5. IPsec. IPsec is an IETF protocol to authenticate and encrypt IP
packets. The authentication part of the protocol generates a protocol header
called authentication header (AH). The data security is provided by encapsu-
lation security payload (ESP). IPsec has a separate key management part. It
is a mandatory part of IPv6 and optional for IPv4. IPsec can work by secur-
ing the payload of the IP packet (transport mode) or securing the whole data-
gram (tunneling mode).

9.4.1.6. SSL. SSL (secure socket layer) is a protocol for TCP/IP socket pro-
tection.6 It uses encryption for socket-to-socket security. Typical use is in
authenticating only the server socket. HTTP is the biggest user of SSL, even
though it can work with many other application protocols. Most implementa-
tions are based on SSLeay. Used with SGC (server gated cryptography), SSL
provides strong server security on a per server basis. SGC requires a server
certificate from a certificate authority, Verisign. SSL3.1, more popularly called
TLS (transport layer security), is an IETF standard. SSL is one of the many
application/session level security protocols. The reader is referred to the ref-
erences section to browse through many others, such as MSP (message secu-
rity protocol) and S/MIME (secure MIME), PGP (pretty good protocol), and
so forth.

9.4.1.7. EAP. EAP (extensible authentication protocol) is an open standard
for authentication [1]. The original purpose of EAP was to be used with PPP
for IETF remote access application authentication. In the wireless arena it is
better known for its application in IEEE 802.1X. Lightweight EAP (LEAP)
is a proprietary protocol used in Cisco WLAN equipment. Protected EAP
(PEAP) protects the EAP data by using encryption. EAP-TSL uses TSL for
two-way digital certificate exchange between client and server (a disincentive,
overcome by tunneled TSL called EAP-TTSL).

9.4.2. Algorithms

At the heart of security protocols are algorithms that are used by the network
devices to achieve the protocol objectives. Protocols are between two or more
entities, but algorithms run on a device using its processing power. Algorithms
are required for encryption, integrity protection (hash and checksum), random
number generation, digital signatures, certificate generation, and algorithms to
generate parts of algorithmic data (e.g., keys). The following algorithm types
are frequently encountered in security literature.
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9.4.2.1. Encryption.7 Encryption of data is possible owing to the properties
of numbers (mathematics), and humans (imagination, trust). The reverse
process (decryption) is made possible by properties of numbers (mathemat-
ics), language (occurrence frequencies of letters), humans (imagination, extent
of apathy to secret, infidelity), laws, and events. The art of encryption is to
design algorithms that are secret and hard (ideally impossible) to break. The
science of encryption is to design algorithms that can be publicized and are
still hard to break (ideally to prove that they are impossible, or give a meas-
urement of their resistance to breakage).

An encryption algorithm typically takes as input a string of characters or
numbers (data!) called plaintext and produces an output called ciphertext. The
reasons for encryptions have been on the increase ever since the invention of
communications; with the ecommerce explosion these reasons exploded too,
and with wireless networking encryption algorithms could be the difference
between two wireless network standards. Encryption algorithms are of numer-
ous types, depending on the way they are designed and the way they take the
input. There is no ‘mechanism’ of designing encryption algorithms; therefore,
we do not know for sure how we can design algorithms with a reliable known
hardness to compromise. In general, the harder to break an algorithm, the
more expensive it is to run it. Commonly used encryption algorithms use a
string of characters called a key and a set of iterative operations on data and
keys. Due to the publicized nature of algorithms, the burden of secrecy is
shifted from data to keys. There are two major categories of cipher algorithms
with respect to the secrecy of key, the secret-key and the public-key algorithms.

9.4.2.2. Secret-Key Algorithms. In the secret key algorithms, the key is
known to the sender/s and the recipient/s only. The key is common among
communicators (shared, symmetric), so the probability of this key getting in
the wrong hands is accordingly high. The concept of a secret key algorithm is
shown in Figure 9-8, in which the same algorithm can be used by any number
of sender/recipient pairs just by having their own secret key.

In actual algorithms, a key is a string of numbers that is used in such a way
that the decryption should not be possible without the key. Sometimes, the key
is generated from another key or a phrase that the authorized user can easily
remember but is complex enough not to be broken by dictionary attacks.

9.4.2.3. Public-Key Algorithms. A public key is one that is known to every
one. It is used together with a private key that is not known to everyone, but
only to the authorized user or device.The public key algorithms rely on various
properties of numbers, for example, various number systems have multiplica-
tive inverses (see below) of numbers that are not obvious. For example, for
very large prime numbers in such a system, it could be exceedingly difficult to
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find the inverse. This is a simplified statement, but the essence of a public key
is that there are two keys, one known publicly (public key) and the other kept
private (private key). If encryption is done by using public key, the decryption
could be done only with the private key and vice versa.The following example
will illustrate how is it possible to have encryption and decryption by differ-
ent keys.

9.4.2.3.1. How Is Two-Key Cipher Possible? 8 In order to demonstrate that
two different code words (keys) can be used to encrypt and decrypt data, we
take a simple digression to linear algebra. In this part of the linear algebra,
one needs to understand the meanings of number systems to the base-q and
modulo-q multiplication operation. We will try explaining these concepts
without much complexity.

A number system with the base-q can be viewed as a system in which all
quantities are represented in terms of q digits. For example, for q = 16 (hexa-
decimal system), all quantities are represented by 16 digits (1, 2, 3, 4, 5, 6, 7, 8,
9, A, B, C, D, E, F, 0). Also, a number system with q = 8 (Octal system) has
eight fundamental digits (1, 2, 3, 4, 5, 6, 7, 0). We can define a very large q,
and represent the fundamental digits in binary numbers instead of decimal
numbers. For example, for the base-16 system, imagining that 16 = 24, we can
have the following fundamental digits (0001, 0010, 0011, 0100, 0101, 0110, 0111,
1000, 1001, 1010, 1011, 1100, 1101, 1110, 1111, 0000). One of the interesting
quantities in all numbers is the multiplicative inverse of a number. In simple
terms, the multiplicative inverse of a number k is another number, say k¢, such
that the modulo-q product of the two numbers is 1. In other words, k. k¢ = 1.
Lastly, in modulo-q arithmetic operations, the result is always between 0 and
q - 1. Let’s take the example of a number system with q = 7. We know that
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Key: ABCD 
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B = 542, C = 907, D = 241 
Key: 101542907241 

Sender/Rec. pair II: A = 347,
B = 811, C = 171, D = 655

Key: 347811171655

Figure 9-8. Shared key concept. Both sender/recipient must have the same key.
However, it does not have to be the same as other senders/receivers.

8 The author does not regard the discussion in this section mathematically sound. Its purpose is
only to convey a concept. For example, there is no mention that (why) we want to have q as prime.
Also, there is no mention of the fact that modulo-8 is really an extension of modulo-2 {for coding
theory people GF(23)}.The author considers such concepts as beyond the scope of the book. Inter-
ested readers can find many textbooks on this topic, that will be authentic.
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the squares of numbers in base-7 system would be given as 12 = 1, 22 = 4, 32 =
12, 42 = 22, 52 = 34, and so on (base 7). Let’s call these products as base-7 arith-
metic products.

The largest multiple of q is chosen such that the difference (Base-q arith-
metic product - largest multiple of q) is positive or 0.

In terms of Euclidean division, if y is the base-q arithmetic product of two
numbers m and n.9 Then, the modulo-q product of m and n is equal to the
remainder from the Euclidean division of y by q.

Example: Let’s find the modulo-7 product of 6 and 5. In this case, m = 6 and 
n = 5. The base-7 arithmetic product m.n = y = 42 (decimal 30 = 4.7 + 2). There-
fore, the modulo-7 product of 6 and 5 is 2.

Therefore, in the above example, the modulo-7 (arithmetic) products are
given as: 1.1 = 1, 2.2 = 4, 3.3 = 2, 4.4 = 2, 5.5 = 4, 6.6 = 1. In fact, we see that 6
is also the modulo-7 multiplicative inverse of itself. As another example, the
modulo-7 multiplicative inverse of 4 is the number 2 because 4.2 = 11 (decimal
8) = 1.7 + 1, implying that the modulo-7 product of 4 and 2 is 1.

Therefore, one can design a two-key encryption system in which encryption
is performed by multiplying data with a large number from base-q system and
decryption is performed by multiplying the encrypted data with the inverse.
One of the numbers can be made public and the other kept private. This is
because in this case:

The fact that a number can be its own inverse (as 6 in base-7 system) brings
us to an important caution, that is, the numbers that should be used (i.e., the
keys), have to be picked up carefully; just any number will not do. In fact,
extensive knowledge is available to determine suitable numbers with inverses
that are not easily guessed or determined.10 What we like to conclude here is
that if a message (plaintext) is encrypted by simply multiplying it with a very
large number (key) in a base-2s system, where q = 2s, then the message can be
decrypted only by multiplying it with the modulo-2s multiplicative inverse of
the key, and not the key itself. Hence, two different keys complete the cipher
(cipher = encryption + decryption). See Figure 9-9 for a demonstration of this
concept.

Modulo q- PublicKey PrivateKey¥( ) = 1.

Modulo- product Base- arithmetic product largest multiple of .q q q= -
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remainder.
10 In author’s view, Chapter 2 of [2] presents a fairly low level treatment of the topic of modulo-
q algebra.
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Actual encryption algorithms are not that simple, but the above example
demonstrates that one can recover the plaintext by multiplying it with two dif-
ferent numbers, and the knowledge of one number may not be sufficient for
decryption. This is the idea behind the two-key algorithms.

9.4.2.4. Block and Stream Ciphers. In block cipher, the data are fed to the
algorithm in blocks of bits, while in stream types, the data are given serially,
that is, one bit at a time.

9.4.2.5. Rounds, Key-Size and Data Block. An encryption algorithm is
essentially a transformation of data using a key of a given size.The transforma-
tion is typically performed by using a function more than once—in rounds.
Looking at the example of Figure 9-8, the rounds are depicted by a dotted line
looping through all the boxes of the algorithms.In actual algorithm,every round
adds more complexity to the algorithm.Thus, the higher the number of rounds,
the harder it is to break the algorithm. Also, the longer the key, the harder it is
to break the algorithm. This is because the attacker has to try all key combina-
tions. For a key using n bits, there are 2n combinations. A 128-bit key has 2128 =
3.4 ¥ 1038 combinations, and the algorithm has to be run a maximum of as many
times to break it in a brute force attack. In block types cipher, the size of data
block is also an important characteristic of the algorithm and information about
its size can be used in cryptanalysis for breaking the cipher.

9.4.3. Examples of Encryption Algorithms

9.4.3.1. Advanced Encryption System (AES). AES is a U.S. Government
standard for unclassified sensitive data (wireless networks qualify for this),
which is intended to have universal appeal and application. It employs the Rijn-
dael (pronounced as Reign-Dahl) algorithm.The algorithm uses block encryp-
tion with block sizes of 128, 192 or 256 bits. The key type is symmetric with
allowed sizes of 128,192 and 256 bits.This makes it a highly secure algorithm for
the currently available and foreseeable code-breaking technology.It is expected
to be used in all public applications and systems of unclassified sensitive data.
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The Rijndael algorithm for AES was chosen due to its flexibility and effi-
ciency from among a number of proposals. It is specified as FIPS-197.AES has
been already employed for North American 3G wireless standard cdma2000
and IEEE 802.11i, for wireless LAN (IEEE 802.11 suite).

9.4.3.2. Data Encryption System (DES) and Triple DES. DES and triple
DES are also U.S. Government standards for unclassified sensitive data. AES
has now replaced these algorithms. The original DES, a block encryption 
algorithm with 64-bit block-size and 56-bit key size (8 character password rep-
resented as 7-bit ASCII code), is known since the 1990s to be breakable. It
uses 16 rounds for strengthening the encryption. The triple-DES uses triple
encryption, twice with the same key and once with a different key, thus
strengthening it to a better level. DES has been regarded unsafe and triple-
DES is required in its place by many businesses and governments. Both 
DES and triple-DES are part of Federal information processing standard-43
(FIPS-43).

9.4.3.3. f8 Algorithm. The f8 algorithm is encryption part of Kasumi algo-
rithm. Kasumi algorithm has two parts, f8 for enciphering and another, f9, for
integrity check. It is a stream base algorithm and is recommended to be used
with UMTS. In the UMTS implementation, a cipher key (CK) is fed to the
algorithm along with the user identity and a system time-dependent string to
generate a keystream block. This keystream block is logically combined with
the plaintext to generate the ciphertext. It uses a symmetric key.

9.4.3.4. RC4. RC4 (name drawn from inventor Ron Rivest of RSA Secu-
rity—Rivest Cipher = RC) is a stream cipher that was once a trade secret, but
appeared on the Internet mysteriously. The algorithm is extremely fast and is
basically a random number generator. Just like f8, RC4 generates a keystream
that is logically combined with the plaintext to generate ciphertext. It uses a
secret key of 256 bit length, which should make it a pretty strong algorithm.
However, the first few bits generated by the pseudo-random generator have
been known to be predictable. This has affected its marketability and WEP’s
vulnerability has increased due to this. In WEP, an initialization vector (IV) is
transmitted with each MAC packet encrypted using RC4. By hashing the
secret key with IV, a new key is generated that was used to encrypt the packet.
This is because in stream ciphers a key can be extracted if it is employed more
than once.

The same company (and person) also designed RC5, which is a block cipher
and uses multiple blocks, and multiple key lengths. RC5, too, is quite simple.
The original version suggested a block size of 64-bits, key of 128 bits, and 12
rounds. However, a key anywhere from 0 to 2040 bits can be used with block
sizes of 32, 64 or 128 bits. The RSA Security company also submitted an algo-
rithm to NIST for AES. It was called RC6 and was based on RC5. It qualified
as one of the five finalists.
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9.4.4. Hash Algorithms

A Hash algorithm assigns an index to a quantity or expression. As an appli-
cation of a Hash algorithm, suppose an employer uses a Hash algorithm to
generate the nine digits confidential identification number (CIN) from infor-
mation about each employee. At the entrance security booth, the employees
give their information (name, DoB, etc.) and the CIN. This information is
entered in another algorithm in a terminal. This algorithm generates the CIN
by using the hash algorithm and compares it with the offered CIN. Depend-
ing on the result of comparison, the output is written on the screen as ‘Autho-
rized’ or ‘Not Authorized’.

Hash algorithms have been used in storing passwords by operating systems.
They are useful in securing a key if a key needs to be exchanged for a secure
session. The one-way hash algorithm would not allow the original data to be
retrieved from the hashed value. A hash algorithm must generate a different
hash value for different sets of input. A collision is the event of having the
same hash value for more than one data input. Figure 9-10 shows the concept
of a hash algorithm.

In this figure, the Hash algorithm output is always an n-bit string. There are
2n combinations of n-bit strings. By making n very large, it can be made vir-
tually impossible for any computer to break the algorithm.

9.4.4.1. Message Digest (MD). Message digest (MD) is the term used for
the output of the Hash algorithm. Therefore, a 128-bit Hash algorithm takes
a variable size data and generates a 128-bit MD.

9.4.4.2. Message Authentication Code (MAC). Sometime, there is a need
to transmit the data and the corresponding hash so that it can be figured from
the hash if the data have integrity. This works well against random channel
errors as well as data injection/tempering attacks. If an attacker gets hold of
data, a new hash can be generated. A solution to this problem is to generate
hash from a protected key or password. A hash with the secret key or pass-
word is called MAC.
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Figure 9-10. A Hash algorithm generates a fixed size, irreversible output for a variable
input.
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9.4.4.3. Digital Signature (DS). Digital signature (DS) is closely related to
the discussion on Hash algorithms. The DS identifies a sender of a document.
For example, a user, using a one-way Hash with a private key, will generate a
bit string and attach it to a document to make a signed document. The recip-
ient, by using a public key, can confirm the identity of the signatures in a secure
way.

9.4.4.4. Digital Certificate (DC). A digital certificate is closely related to
digital signature. A DC is an identity authentication agreed by communicators
or issued by a third party called certification authority (CA). It has many infor-
mation fields, in addition to the digital signature. In business transactions, when
a recipient receives a signed document, this document could be a digital cer-
tificate issued to the user by a CA. Typically, the CA has confidence about the
identity of the person and has verified it through one or more mechanisms.
DC is a descendent of OSI standard electronics directory (X.500) and is spec-
ified in X.509 format as well as others. A digital certificate implements non-
repudiation by making an electronic document a signed and authenticated
document with CA as the witness. Thus the difference between a signed doc-
ument and a document with certificate is that the latter has the third-party
(CA) verification.

9.4.5. Examples of Hash Algorithms

9.4.5.1. SHA-1. The SHA-1 (secure Hash algorithm 1) [3] produces a 160-
bit message digest for any data block of length up to 264 bits. It is a U.S. Gov-
ernment standard and is specified as FIPS 180-1. The collision probability for
all computational purposes is close to zero, implying that no change in the data
can go undetected. So, if a document and its message digest are transmitted,
the recipient only has to generate the MD locally and compare with the
received MD for integrity check. The algorithm always does padding of the
input message with (1000 . . . 64-bit original message length) so that the total
number of bits in the padded message are multiples of 512.

9.4.5.2. MD5. The MD5 (message digest 5) [4] algorithm generates a 128-bit
message digest or fingerprint for a variable size input data block. The algo-
rithm is known for its strength. However, [5] reported that it was vulnerable
to collision attacks. The algorithm employs the same padding as SHA-1, that
is, to make the input a multiple of 512 bits by adding (1000 . . . 64-bit length
of original input). It was extended from a predecessor MD4, which is known
for its speed and easy of implementation. MD5, however, does not add much
in terms of complexity (an extra round and some function modification), but
provides a very low theoretical probability of collisions.

9.4.5.3. H-MAC. As is clear from its name, H-MAC [6] is a message authen-
tication code (Hash plus key) and not a Hash algorithm. It can be used with
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any Hash algorithm, such as SHA-1 and MD5. That also means that H-MAC
is as good as the underlying Hash algorithm. The recommended minimum key
size is the same as the message digest of the Hash algorithm.A strongly cryptic
pseudo-random number generator (PRNG) is recommended to be used to
generate the key. The key is recommended to be refreshed periodically. Even
though H-MAC is independent of the Hash function, some modifications in
the Hash function can strengthen H-MAC, such as making the initialization
vector (IV) variable. The suggested method for this is to store the intermedi-
ate compression results of the key generation process and later using these
results for initializing the IVs. The added complexity relates to the storage of
the intermediate results and the way they are used to generate IVs. If this
approach is utilized, the stored intermediate values become security-sensitive
and have to be protected, just like the key itself. H-MAC, when combined with
a specific hash algorithm, adds the algorithm’s name as its extension, for
example, HMAC-SH1, HMAC-MD5, and so forth. If the output is truncated,
there are some advantages to that. However, the truncated output should not
be less than half the size of the key length. When truncated output is used, the
resulting algorithm is referred with an extension -t that shows the output size,
such as HMAC-SH1-t.

9.4.5. Key

As mentioned in the beginning, the cipher (encryption/decryption) and hashing
algorithms must be publicized for open security architecture. That means that
anyone with the key could decrypt or decompress the information. This brings
key to the spotlight as the most critical part of an implemented algorithm.A per-
manently allocated key is dangerous and vulnerable to many types of attacks.
First of all, such a key provides the intruder to record all data past and present
and, once the key is broken, all data are compromised.11 Secondly, the same key
used in all packets or blocks of encrypted data is open to statistical analysis of
data. Not surprisingly, a key generation and distribution mechanism is at the
heart of all modern encryption and hashing mechanisms. Paradoxically, if key is
to be generated and transmitted over the insecure network, then the key needs
to be encrypted first. This is especially dangerous for public/private (asymmet-
ric) keys. We will look at some key management (generation, distribution, and
protection of keys) mechanisms.There are a large number of key types,each one
having different requirements [7].There are 20 key types listed in [7] for various
applications and usages.Table 9.1 summarizes some of these keys.Some of these
are long term or static and some are short term or ephemeral.

9.4.5.1. Key-Generation Algorithms. The key-generating algorithms use
the properties of Modulo-q algebra and prime numbers. Especially, the two-
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(one can’t get authentication from the past if a key is broken).
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key users must generate a pair of keys such that given one (public) key and
given the encrypted data should not reveal any clue to the secret (private) key.
The keys could be generated by one user and shared using the key-transport
mechanisms, both users by sharing some other key-sharing information, or by
a server that generates, distributes, and manages keys.

9.4.5.1.1. Diffie-Hellman (DH) Algorithm. The DH algorithm is perhaps the
one most cited for generating ephemeral keys. It is used in Windows XP, IPSec,
TSL, and scores of other systems and protocols. The account given in the fol-
lowing is according to [8]. Both the parties (say party A and B) agree a priori
on a large prime number p and the base q of the number. Each party starts
with picking a secret number, say a and b, respectively. The two perform the
modulo-p exponentiation operations with the random numbers (a = qa

Modulo-p and b = qb Modulo-p). The numbers a and b are exchanged over an
insecure channel, such as a wireless network. Using their own random numbers
(a and b), the two parties generate the common key k (a b Modulo-p = b a

Modulo-p = k). The strength of the algorithm comes from the fact that a and
b cannot be generated using a and b. See Figure 9-11 for a depiction of 
calculations.

The exchanged number (and, hence, the prime number p) can have 768,
1024, or 2048 bits. The algorithms are grouped into three, based on which
number size is used. The groups are named as group 1 (768-bit group), group
2 (1024-bit group), and group-2048 (2048-bit group). The algorithm was orig-
inally proposed in 1976 by Whitfield Diffie and Martin Hellman, and has not
been reported to be broken so far, in the knowledge of the author.
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Generate secret 
number a
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number b
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The key 
k = ab Modulo-p 
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k = ba Modulo-p 

Secure channel using key k

Figure 9-11. Using DH for key sharing.
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9.4.5.1.2. RSA Algorithm. This algorithm can be used to generate a key pair
and use it for public key encryption as well as digital signature verification.
The following description is based on the one given on the RSA Security (the
company who originated it) website.12

Suppose parties A and B use RSA to exchange data using public/private
key pairs. The two parties have agreed to use two large prime numbers p and
r. Let k1 be a number such that it is:

(i) less than n = p ◊ r;
(ii) prime with respect to (p - 1) ◊ (r - 1).

Let k2 be another number that such that (k1 ◊k2 - 1) is divisible by (p - 1) ◊
(r - 1). Then the public key is given by (n, k1) and the private key is given by
(n, k2). Figure 9-12 is a depiction of the algorithm.

The algorithm was proposes in 1977 by Rivest, Shamir, and Adleman
(R.S.A.). The strength of the algorithm resides mainly in the factorization of
the product p ◊ r = n.

9.4.5.2. Server-Based Key Management. The key-generation and sharing
algorithms run on every user machine. Therefore, part of the ultimate security
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Secure channel using key (n, k1)

Party A Party B 

Decide prime 
numbers p, r 

Evaluate  
Find k1, such that 

its prime to
 (p-1)·(r-1)

 and is smaller 
than n = p·r 

Use (n, k1) as 
public key for 

sending 

Generate k2A such 
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Figure 9-12. Using RSA for public and private key.
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of these algorithms also lies with how secure the individual systems are, in
terms of authentication, authorization, and operating system security. Key
management using a server dedicated for this purpose could provide better
guarantees with respect to the individual system security.

Another issue that can be addressed by a server is non-repudiation. If a
recipient receives a message purported to be from sender X, how does 
the recipient know that it is really from X and not from an attacker (man-
in-the-middle), who stole the private or public key and is impersonating 
the sender X. A solution to this is that a sending user digitally signs the doc-
ument and a server certifies the authenticity of the signature. A certifying
authority (CA), a certificate protocol (e.g., X.509), and a server infrastructure
is used for this purpose. We will briefly discuss the services and components
of public key infrastructure (PKI) in this section. It has evolved over time for
digital signature verification and certification authorization. Also, refer to
‘Managing Certificates’ in [9] and [40] for further discussion on the following
discussion.

9.4.5.3. Public-Key Infrastructure (PKI). PKI is a complex system of issu-
ing and managing authentication and encryption certification by a certificate
authority system managed by the user company or a third party. Some of the
companies and administrations that provide PKI services are VeriSign,Thwate
Consulting, Internet Publishing Services (IPS), CertiSign, and BelSign.

1. Issuing certificate. A certificate authority (CA) uses its own criteria to
issue certificates. A business or organization can have its certificate
server, thus acting as a CA. In that case, the certificate can be issued at
the time of hiring an employee. If a CA is a subscription service, then
the issuance may depend on the type of contract between the client
organization and the CA. For individual users, identifying information
may be requested by CA, which could vary anywhere from e-mail
address to personal identification done by visiting an office and showing
social security card and other identifying documentation. Figure 9-13
shows the information in the X.509 v3 certificate. Every CA does not
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Data Section 
∑ Version 
∑ Serial number 
∑ Information 
∑ Public key and algorithm 
∑ Distinguished name of the CA 
∑ Validity period 
∑ Subject name 
∑ Extensions (type, etc.) 

Signature Section 

∑ Encryption algorithm 
∑ CA signature 

Figure 9-13. X.509 certificate.
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have to request all the information fields. In fact, even the same CA does
not have to have all the same fields of information from all users.

2. LDAP (Lightweight Directory Assistant Protocol). LDAP is a protocol
designed to access directory services for the X.500 protocol. It has a
simple interface and provides commands to manage certificates. LDAP
servers can store critical information about the certificates, retrievable
using a simple set of commands, such as bind/unbind to connect/discon-
nect, read/search/compare for locating and reading information, and
add/modify/delete for updating the information.

3. Key Management. Key management involves issuing the key, stamping
the user identity on the key, taking care of a compromised key, and
storing the key. Since the entire business of certification depends on 
confidentiality of the key, this is the most crucial component of PKI. In
some cases, more than one certificate can be issued for the same user,
with keys varying in strength so that the user can use a different certifi-
cate for each security level required. Keys can be generated locally at
user terminals or centrally and distributed using LDAP. The former is
stronger in terms of non-repudiation, but as safe as the operating system
password in some cases. Key storage has to be done securely, using a
Hash algorithm, for example. In some cases, backups of keys may be nec-
essary so that they can be retrieved in case of loss of keys.We will address
the issue of compromised keys (certificates) separately.

4. Compromised Certificate. The whole business of CAs runs on trust. This
trust could be either based on a web of trusts or following a chain of
authorization. If a key managed by a CA is compromised, it is impera-
tive to revoke the key and broadcast the information about such a key.
In practice, instead of broadcasting the key revocation information, a
certificate revocation list (CRL) is maintained in some centrally acces-
sible location. When a CA server receives a certificate, it should check
the CRL before issuing authentication for the certificate.

5. Registration Authority (RA). The RAs are trusted authorities that
offload the information verification process from the CAs. The relation
between RA, CA, and a user directory (e.g. X.500) is shown in Figure 9-
14 [10]. There are many problems (pointed out by [10]) about using
X.509 PKI. These relate to the complexity of the infrastructure, lack of
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experience of the networking community, and the weak or no certifica-
tion revocation.

9.4.5.4. Other Key Infrastructure. The X.509 is based on an ITU standard
that is expected to have international acceptance. However, there are many
other certificates as well as key management infrastructures. Among these,
simple public key infrastructure (SPKI) certificates bind a key to an authori-
zation by using the m out of n authorities principle (e.g., m out of n adminis-
trators signing the authorization). Certificates by PGP (pretty good protocol)
are key-based instead of identity-based. PKIX is the Internet PKI profile,
FPKI, the Federal PKI (U.S. Government), MISSI, U.S. DoD profile,
ISO15782, the ISO profile for financial institutions, SEIS (secure electronic
information in society), TeleTrust/MailTrusT (German), ISIS (Industrial sig-
nature interoperability specifications, German), PKAF, SIRCA (U.S. Securi-
ties industry association).

In the remainder of this chapter we will discuss wireless data networks 
security mechanisms. We start with WEP and discuss three WLAN security
architectures. Following these, we will have a brief discussion on security 
architectures for cellular 3G systems.

9.5. WIRELINE EQUIVALENT PRIVACY (WEP)

WEP is a WLAN security architecture that was part of the original standard
IEEE 802.11. It was not mandatory, leading to implementation issues that
resulted in interoperability problems.

9.5.1. WEP Architecture

The IEEE 802.11 standard provides open and shared-key authentication.
These are briefly discussed in Chapter 5 on WLAN medium access control.
The core function provided by WEP is data encryption. The encryption mech-
anism is shown in Figures 9-15 and 9-16.
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Figure 9-15. An encryption channel [11].
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Figure 9-15 is a generic block diagram for the WEP-like encryption and
Figure 9-16 is WEP-specific. As seen from Figure 9-16, an initialization vector
and a pseudo-random number generator change a fixed shared key into a key-
sequence that can be changed dynamically. An integrity algorithm (CRC-32)
generates the integrity check vector (ICV), which protects data against bit-
flipping (both malicious and channel errors). The IV, ICV, and ciphertext are
transmitted as a composite message. The encryption algorithm used is RC4,
which effectively generates a highly random pseudorandom number. At the
receiving end, ICV is used to determine the accuracy of the ciphertext. The IV
and the shared key are used to decrypt the ciphertext.

9.5.2. WEP Vulnerabilities

The study on the vulnerabilities of the original WEP are so well documented
[12] that it is now regarded largely as an ineffective protocol. Almost every-
thing is a source of compromise; so much so that an otherwise strong encryp-
tion protocol RC4 by RSA Security is not foolproof in WEP. Here is a list of
WEP vulnerabilities.

1. The lack of the standard for requiring implementing WEP for compli-
ance resulted in the shipped equipment being without security features
turned on. Initially an overwhelming majority of the installed devices
were without any protection whatsoever.The SSID, which might provide
some secrecy, is broadcasted unless turned off.

2. The shared key in the original WEP specifications is easily compromised
if a large number of users are told about it. In a hotspot environment, it
is impractical to have a shared key protected.

3. The initialization vector (IV) is sent as plaintext.The initialization vector
size (24-bits) is small enough that more than one packet with the same
IV can be easily collected by an attacker. Logical analysis of these
packets can reveal their plaintext. This attack can also be formed by
sending known plaintext from adversary’s station, collecting the corre-
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sponding ciphertext along with the IV, and thus discovering the plain-
text of all subsequent packets using this IV. By having enough number
of plaintext and ciphertext pairs, the encryption can be broken [13]. The
IV is employed due to the static nature of the key and it forms part of
key for each packet. IV was a way to change the key dynamically. It could
be more effective if it were never repeated, and if it were encrypted
during transmission.

4. Linearity of integrity check vector (ICV) results in the attacker having
the capability of changing the ciphertext and CRC-32 bit, so that the
CRC reflects no changes in the ciphertext.The ICV is included to protect
the message against changing the message bits. A number of tools are
available to audit WEP, such as AirSnort, BSD-Airtools, WEPCrack,
WAP Attach, WEPWedgie, and so forth [14].

9.6. WI-FI PROTECTED ACCESS (WPA)

The Wi-Fi Alliance forum [www.Wi-Fi.org] reacted to the vulnerabilities of
WEP by offering a software enhancement called WPA [15]. The agenda of
WPA specification was quite simple, that is, to remove WEP vulnerabilities.
An added goal was to make it compatible with the future standard from the
IEEE802.11i Working Group. WPA strengthened security of WLANs (based
on IEEE 802.11 and its enhancements) by adding to both authentication and
encryption. Effectively, WPA wraps RC4 in four new components [15]

1. Extended IV and IV sequencing rules;
2. A message integrity code (MIC), Michael, and countermeasures for 

forgeries;
3. Key derivation to defeat man-in-the-middle attacks; and
4. Temporal Key Integrity Protocol (TKIP) to generate per-packet keys.

9.6.1 Temporal Key Integrity Protocol (TKIP)

A natural weakness of a shared secret is its vulnerability to the passage of
time. The ‘time’ does not have to be in years, months, or even days. If the same
key is used in a large number of packets, it provides a ‘common domain’ for
statistical analysis. ‘Temporal’ integrity takes care of this problem by retaining
the key validity to a short lifetime. This lifetime can be as long as the whole
session duration, or as short as a single packet duration.

The IEEE 802.11i (see later) has defined a hierarchy of keys. From among
these, three keys are of importance for this section, (1) the master key, (2) key
encryption key, and (3) the temporal key. The last of these is used by TKIP. A
pair of temporal keys is used in each direction, one for encryption (128-bit
key) and one for data integrity (64-bit key). A 2-bit WEP-key ID is used by
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TKIP to identify these four temporal keys. Under TKIP, WPA provides four
main additions to WEP [16]. These include (1) Michael, a message integrity
code, (2) a new IV sequence discipline, (3) a key-remixing function, to decor-
relate IVs from weak keys and, finally, (4) a rekeying algorithm to regenerate
keys.13

9.6.1.1. Michael. Michael is a message integrity code similar in paradigm to
digital signature verification using Hash algorithms. It is apparently much
stronger than WEP ICV. In WEP ICV, the culpability of CRC, which any
changes in message bits, are reflected at known locations in CRC, weakens the
message integrity. Michael [17] uses a 64-bit key and a tagging function with
simple logical iterations to generate a tag. The tag is sent just like a digital sig-
nature along with the message. The recipient calculates the tag locally from
the message part. If the received and calculated tags match, the message is
considered to be authentic.

Michael, though much stronger than CRC-32, provides a weak point for the
attacker. Therefore, a counter measure is included in TKIP, in case of attempts
to break the key of Michael. A station in an 802.11 network, on detecting two
failed forgery attacks, de-associates, deletes keys, and stays out of the network
for some time before associating again. This greatly limits the forgery attacks,
but can’t defend against replays. A new IV sequence discipline is introduced
as a measure against such attacks.

9.6.1.2. IV Sequence Enforcement. The TKIP reuses WEP IV as sequence
numbers by initializing them at the sender and receiver end with every fresh
key. For the reason that made IV weak, the same sequence numbers are not
used once a sequence space has been exhausted for a given key use. The
receiver simply monitors the sequence numbers (IV fields). As long as the IVs
are in ascending order, they are acceptable. If an IV is received in duplication
or is lower than an earlier one, a replay attack is assumed and the packet is
discarded.

9.6.1.3. Key Mixing. The key mixing function provides a means to generate
a unique intermediate key for each station from the stations MAC address and
the temporal key. The intermediate key has a lifetime equal to the temporal
key. The intermediate key is used to encrypt the packet sequence number to
generate a 128-bit per packet key.WEP-based concatenation of per-packet key
and IV is avoided by masking portion of IV, thus saving RC4 weak key
problem.

9.6.1.4. Rekeying. Rekeying is included to avoid the problem of rollover of
sequence numbers in Michael.14 New temporal keys must be generated before
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13 Same as a message authentication code (MAC), but MAC is used in IEEE 802 Working Groups
(and largely in this book) for Medium Access Control.
14 The exact definition as of [16] is not completed.
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the sequence rollover occurs.This is accomplished by allowing the access point
and station to exchange key generation information.The key generation infor-
mation is protected by key encryption keys (KEKs). The KEKs are pushed to
the access point (AP) and wireless station (STA) by the IEEE 802.11X authen-
tication server (AS). The AS and AP, being on wired network already, have a
trust relation. A key is needed to complement a similar level of trust relation
between the AS and station (STA). A master key (MK) is used for this
purpose. Figure 9-17 shows the relation between the three key types.

9.6.2. TKIP Encapsulation Process

The above four functions and algorithms result in the secure encapsulation of
TKIP-secured data, as shown in Figure 9-18.

Notably, the MIC is added to the MSDU (instead of a fragment), following
which regular IEEE 802.11 fragmentation function is invoked. Each fragment
thus gets its own sequence number for a true per-packet key in phase II mixing.
The result of phase II mixing is in the per-packet key, represented as a WEP
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IV and base key. The rest is encrypted following the original WEP, thus
encrypting data as well as integrity vectors (now ICV and MIC).

9.6.3. WPA Authentication

The second component of WPA is IEEE 802.1X-based authentication. This
takes care of the weak authentication in the original WEP. At best, the WEP
included an option for a one-way shared key authentication. WPA provides
two choices of authentication, a server-based (e.g., using RADIUS), for an
enterprise network and a password-based, for home networks. The latter is
also called pre-shared key (PSK) authentication.

9.6.3.1. RADIUS-Based Authentication. In this infrastructure, a trusted
relationship exists between the access points (AP)s and a RADIUS server.
The server and station (STA) use the master key to have an authentication
relation. Once the STA has been authenticated, TKIP distributes key encryp-
tion keys to be used to generate temporal keys by the STA and AP.This mech-
anism is applicable to enterprise networks, which can afford to have a
RADIUS or similar server (e.g., DIAMETER) for key distribution.

9.6.3.2. Pre-Shared Key (PSK) Authentication. This authentication mech-
anism is for home and small business WLANs. It does not require the use of
an AS. The AP and STA are configured with a secure password that is used to
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generate the PSK. Mutual authentication is performed using PSK. The key is
derived from the user credentials that have been entered in the AP.

9.7. IEEE 802.11i

IEEE 802.11i defines a robust secure network (RSN) architecture to provide
security capabilities for IEEE802.11-based WLANs and their extensions to
include authentication, data encryption, key management, fast roaming (pre-
authentication), and many other features (e.g., key-caching for quick recon-
nect, compatibility with IEEE 802.11e). For infrastructure netwoks, it requires
the use of an authentication server (AS), such as RADIUS, using authentica-
tion protocol such as IEEE 802.1X using EAP over LANs (EAPoL), master
key (MK) and pairwise master keys (PMK)s. Figure 9-19 shows the relation
among various components of an IEEE 802.11i architecture [18].

Following is a description of the functions of various key types.

9.7.1. Master Key (MK)

Defined only per session between an AS (not AP) and a STA, the MK is
required to establish authentication between the AS and the wireless station.
Authentication using MK guarantees access to an AS.
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9.7.2. Pairwise Master Key (PMK)

This is generated after a trust between AS and STA has been established
(assuming a trust between AS and AP already existed). It is generated from
the information sent by RADIUS (or non-RADIUS) AS to AP and STA.
PMK is used to access the wireless medium.

9.7.3. Pairwise Transient Key (PTK)

PTK is a collection of keys known as key confirmation key (KCK), key encryp-
tion key (KEK), and temporal key (TK).

KCK is used to prove the possession of PMK, thus binding PMK to
STA/AP. KEK is used to distribute group transient key (GTK) to be used in
multicasting and broadcasting. TK is used for data encryption. Figure 9-20
shows protocol architecture for security for authentication.

IEEE 802.1X is the transport for EAP over LAN (EAPoL). IEEE 802.1X
remains within the wireless LAN. Authentication transport between STA and
AS is provided by higher-level (end-to-end) EAP-TLS (Extensive authenti-
cation protocol—transport level security). What IEEE 802.1X does for LANs
is similar to what RADIUS does for IP network, that is, to provide a trans-
port for EAP.

Figure 9-21 shows various operational phases of IEEE802.11i.The required
data encryption algorithm is a version of advanced encryption system (AES).

In addition to providing a fairly comprehensive hierarchy of key man-
agement, IEEE 802.11i also has some features to enhance the networking
capabilities of the stations. Two of these that need special mention are, pre-
authentication for fast roaming and key-caching for fast reconnect. In a wire-
less LAN infrastructure served by a number of access points, a STA using
IEEE 802.11i could spend a significant amount of overhead in authentication
while moving from close to one AP to another. The handoff between the APs
can be rendered quicker by allowing a STA to pre-authenticate with a prospec-
tive next AP before actually establishing an authorization relation with it. The
STA does this through its current AP. Since APs are connected through a wired
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infrastructure, pre-authentication adds an element of security in addition to
quickly allowing authentication once the handoff process begins. The key-
caching feature of IEEE 802.11i allows an AP to keep the key information of
the STAs that recently de-associated. If a station tries to reconnect while cache
entry about its previous connection is still valid, it can be quickly authenti-
cated and associated.

9.7.4. IEEE 802.11i and WPA

The WPA is an interim standard and it was projected to be compatible with
the then future IEEE 802.11i. However, IEEE 802.11i has specified a differ-
ent encryption algorithm (AES) from WPA (RC4). This has created an inter-
operability problem between the two. There are some commonalities, such as
in authentication (IEEE 802.11i provides pre-shared key as well for home net-
works). Table 9.2 (available at various locations, amended from [18] [15]) lists
a comparison between WEP, WPA and IEEE 802.11i encryption and integrity
protection.

The IEEE 802.11i is also dubbed as WPA2. However, it is not considered
to be available in the existing devices, as it needs hardware upgrade.

9.8. SECURITY IN CELLULAR NETWORKS

In terms of data security, cellular networks pose a scenario quite different from
WLANs. Due to wide area roaming capability and international market for
operators, the network interoperability requirement and export constraints for
security algorithms make a unique paradox. With the all-IP based networks,
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the cellular security architecture will gain tremendously from a rather strong
and maturing Internet security architecture. However, export restrictions may
again pose a roadblock on the way to a uniform end-to-end security. The
Wassenaar Arrangement among industrialized countries has put the key size
limit for export to 56 bits [19] [20]. However, since export rules are a political
and trade issue, they are subject to change, placing an extra requirement of
flexibility and scalability on all security systems. In the WCDMA [21]-based
networks (i.e., 3GPP) criteria for cryptographic algorithm, this fact has been
kept in view. The North American cdma2000 (3GPP2) follows the same 
principles.

9.8.1. WCDMA Security Architecture

Figure 9-22 shows the security architecture for WCDMA networks. The 
security architecture is deigned to provide mutual authentication (user and
network), and a safe air-interface with data encryption and immunity to mod-
ifications. User confidentiality is a part of earlier generations, and has been
considered important for the 3G networks as well. The 3GPP is supposed to
improve on the GSM security [24] of weak authentication (due to a weakness
in the authentication algorithm COMP128 and A5 being breakable to reveal
cipher key), a key-length of 32-bit for data integrity, no mutual authentication
(attacker can fake as network) and cipher key transmission as plaintext. As
seen from Figure 9-22, the security architecture divides the overall system
security into four domains, namely:

1. Network access domain: Network access domain extends from user
equipment to the serving node (SN). The message exchanges labeled as
‘I’ in Figure 9-22 are for network access domain security.These messages
are exchanged among user equipment (ME, Mobile Equipment), Smart-
Card (USIM for Universal Subscriber Identity Module) and Home
network Environment (HE).

230 SECURITY IN WIRELESS DATA NETWORKS

TABLE 9.2. Comparison of Encryption and Integrity Attributes of Three Leading
WLAN Security Architecture

Attribute WEP WPA IEEE 802.11i

Cipher algorithm RC4 RC4 AES
Key sizes 40-bit or 104-bit 128-bit encryption 128-bit

and 64-bit MIC
Key lifetime 24-bit IV 48-bitIV 48-bit IV
Packet key integrity Concatenation of IV Mixing function Not needed
Header integrity None Michael CCM
Data integrity CRC-32 Michael CCM
Replay protection None Use IV Use IV
Key management None EAP-based EAP-based
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2. Provider (WISP or Operator ) Domain: Labeled as ‘II’, the provider
domain security message flow between the home environment and sup-
porting node.

3. User Domain (Home/Business): The user security domain is between 
the SmartCard and the terminal equipment. SmartCards are a portable
mechanism of carrying the user’s security attributes including keys and
other information. SmartCards can be easily protected by a personal
identification number (PIN). They have to provide a mechanism of user
identification besides their own protection against stolen card.

4. Application Domain (e.g., HTTP). Application domain security is
required for ascertaining the authenticity of the applications, both
receiving and sending. For a breakdown of security needs in individual
domains, reader is referred to [25]. In the following we will highlight the
security components of the 3GPP system summarized from [26].

9.8.1.1. User Confidentiality. User confidentiality measures stop potential
eavesdropper from gaining access to user identity (International mobile sub-
scriber identification number—IMSI), location, and subscription profile. The
confidentiality is achieved by visited network allocating temporary MSI
(TMSI).

9.8.1.2. Mutual Authentication. An authentication and key agreement
(AKA) phase allows both the user and the network authenticate each other.
Also, two keys are generated during this phase, one for encryption algorithm,
called the cipher key (CK) and the other for data integrity algorithm, called
the integrity key (IK). The message exchange for AKA uses a secret shared
key between the authentication center (AuC) and the universal SIM (USIM)
[27]. When roaming, the visiting network derives users secret key from the
encrypted message received from users home network.
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9.8.1.3. Data Integrity and Encryption. The data integrity and encryption
algorithms are part of a type of Kasumi algorithm.15 Using IK, the sending ele-
ments employs the f9 algorithm from Kasumi to generate the message authen-
tication code. The recipient uses the same key (symmetric key) to cross-check
data integrity with the help of f9. Data confidentiality (encryption) employs
the f8 algorithm of Kasumi, which generates ciphertext with the help of CK.
The function f8 generates a keystream that is logically mixed with plaintext at
the sending end and with ciphertext at the receiving end, to provide encryp-
tion and decryption.

9.8.1.4. Flexibility. The user is allowed to decide a range of capabilities to
configure security services. This includes USIM authentication, accepting/
rejecting non-cipher incoming/outgoing data, or a choice of encryption 
algorithm.

9.8.2. Security in cdma2000

The North American standard for 3G, that is, cdma2000 (also, now being devel-
oped under 3GPP2) has the unique advantage that it is evolved from original
CDMA (IS-95). The developers of CDMA technology always claim that the
technology provides a privacy element inherent due to the nature of tech-
nology (spreading using a long code mask derived from the equipment serial
number plus scrambling). For details, the reader is referred to [28] and [29]
and many other articles, books, research papers, and specification documents
available on this topic.

At the center of CDMA security apparatus is the 128-bit A-key, which is
used for data integrity (to generate a 64-bit key) as well as data confidential-
ity (to generate another 64-bit key). After Release C, the Authentication Key
Agreement (AKA) is to be adopted by 3GPP2, to provide the same level of
key generation and protection infrastructure as 3GPP.

Temporary Mobile Subscriber Identification (TMSI) provides protection
against eavesdropping, just like in 3GPP. Also, a countermeasure for cloning
requires that the network and the user equipment maintain and exchange a 6-
bit call history.The clone will not have the history, and thus can be caught unless
the counters happen to have the same value.16 Once a cloning attack is reported,
the user can change the shared keys. For this purpose, OTASP (over the air
service provisioning) could be employed to send a new authentication key (A-
key). OTASP uses a 128-bit Diffie-Hellman signature for A-key transmission.

9.8.2.1. Using the A-Key. The A-key is used by an algorithm called CAVE
(cellular authentication and voice encryption) along with a random number
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15 Derived from ‘Misty’ algorithm, (Kasumi, in Japanese, means ‘Mist’). The Misty algorithm was
designed by Mitsubishi.
16 The probability of this happening is 1/26 � 1.5%.
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generated by HLR/AC and the ESN to generate 128-bit ‘sub-key’ called
shared-secret data (SSD).17

SSD is split into two parts, SSD_A and SSD_B, each of size 64 bits. SSD_A
is used for authentication signature and SSD_B is used for generating keys for
(signaling) data and voice encryption. Figure 9-23 shows the use of the A-key.

The data key is a 32-bit key used by an encryption algorithm ORYX.
CMEA (The cellular message encryption algorithm (CMEA) key is a 64-bit
key used to encrypt cellular signaling messages. The PLCM (private long code
mask) is used in data scrambling. It is not known to anyone except the user
and the network, and thus adds another layer of protection.

The A-key is programmable and can be changed in the event of its secrecy
being compromised. However, in the event of roaming, it is the SSD that is
shared. When a roaming customer returns, a new SSD is generated using a dif-
ferent RANDSS (the HLR/AC generated random number).

9.8.2.2. Amendments from Earlier Generations. In addition to adopting
AKA, the cdma2000 is projected to use stronger keys for data integrity as well
as confidentiality.A 128-bit SHA-1 is used for message authentication and 128-
bit AES for data protection.

9.9. FINAL WORD

Placing Figures 9-5, 9-6, and 9-7 together and looking back at this chapter, one
can get an appreciation of the fact that security planes are available for the
whole network architecture, for wireless and wired networks. Following are
some of the reasons that may still prevent future standards from being inte-
grated with security.
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1. Export laws governing security algorithms limit an integrated approach
of security architecture with network data and control architecture.
These laws are subject to change, depending on trade relations, and tend
to be different among different nations. This favors a patched approach,
as has been taken so far. The only issue with the current approach is that
it is not in league with network deployment, especially in WLANs. IEEE
802.11i seems more of a reaction to WEP vulnerabilities than the result
of a thought process perceived with the original standard.

2. The need of security varies from device to device, user to user, and appli-
cation to application.This closes many doors for an integrated approach.
Even if a wireless data network has been officially regarded as a sensi-
tive device among unclassified data devices, that does not easily convince
everyone to spend more on security. Enforcing security requirements is
like forcing everyone to live in a secure, walled house.

3. Looking back at Figure 9-5, the PHY PDU from a secure network will
look like that shown in Figure 9-24. All PDUs have a security lock that
must be opened before that PDU can be interpreted. For a network 
like OSI, this results in seven security locks. They all must have differ-
ent form and keys. In symmetric key algorithms, where keys are gener-
ated after authentication, the key management generates extra traffic on
the network. Processing a number of strong encryption algorithms per
session in a WLAN AP will have processing overload.According to some
estimates, current processing powers of APs are such that the utilization
is above 90%. Obviously, security is going to slow down these devices.
Perhaps, networks with minimum protocol layers could prove to be more
efficient for this reason.

9.9.1. Alternative View

One of the main reasons for networks being compromised, attacked, hacked,
and ‘infected’ so easily is that we still do not understand network security
enforcement. Until an enforcement mechanism is invented, security solutions
have to make slow progression. However, we understand from circuit switch-
ing that the user data network can be operated completely independent of a
supervising (signaling) network. The common channel signaling network, such
as SS#7, defines its architecture, resources, components, and protocols sepa-
rately from the telephone or cellular networks that it supervises. A futuristic
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view of network security can be hypothesized from the relation between SS#7
and PSTN. Maybe we can define, design, and enforce security through a sep-
arate, public network that the user does not even have to know. Figure 9-25
explains the idea.

By appropriately defining the architecture of a common security network
(CSN), we may be able to distribute the security function among its com-
ponents, such as security checkpoints (SCP) and security processing stations
(SPS).
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CHAPTER 10

ROUTING IN WIRELESS LANS

There are subtle differences in routing protocol requirements for wired and
wireless networks. The requirements vary from one network type to another.
There are the mobile, wired networks, infrastructure networks, ad hoc net-
works and cellular networks1. The wired networks that allow mobility (i.e.,
portability) are not wireless in general. However, due to portability the loca-
tion of a terminal may change from time to time. This makes the use of exist-
ing IP protocol implementations inefficient. Wireless infrastructure networks
add another dimension by loosening the ‘last hop’ and allowing roaming. The
independent, ad hoc networks add yet another factor of requiring at least some
stations to have relay/routing capability. The cellular networks, though cen-
tralized like infrastructure networks, accentuate the routing problem due to
highly dynamic environment as compared to all other network types.

It is a common belief that connectionless IP is the integrating protocol of
the future wireless networks. Since routing in IP networks is matured already,
a lot of knowledge and experience is available to achieving this end. We will
look at the phenomenon of routing in wireless data networks in this chapter.
Our main emphasis is on independent wireless LANs.

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.
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1 Personal Area Networks (PANs), too, are getting noticeable presence lately. However, instances
of their cluster sizes requiring routing are rare.
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10.1. ROUTING IN INFRASTRUCTURE NETWORKS

Infrastructure WLANs have successfully been deployed all over the world.
The term ‘hot-spot’ is also used to refer to such networks in busy places like
airports, hotels, and conferences. Part of the reason of their success is the ease
with which routing can be performed in such networks. Since most access
points are connected to a broadband fixed network, IP with the help of
dynamic host configuration (DHCP) is a natural choice for routing.

The IEEE 802.11 suite of WLAN protocols have left room for the distri-
bution function (DF) in order to define customized sets of infrastructure net-
works called extended service set (ESS), as shown in the Figure 10-1.

The distribution function (DF) that could help route 802.11 frames from
one station to another through two or more access points in an extended
service set (ESS). However, two mobile stations do not have to be in the same
extended services set (ESS) in order to need to communicate via a routing
mechanism. If the access points are connected to an IP network, then the
access point could simply forward every non-local packet to a gateway router,
which can use an Internet Protocol layer routing protocol to find the destina-
tion WLAN access point. In this way, IP can be used to route data among infra-
structure WLANs. Similarly, if the WLANs access point can be connected via
a virtual circuit network (e.g., ATM, as in HIPERLAN), switched or perma-
nent virtual circuit identifiers (VCIs) can be defined among the access points
for a connectionless routing among WLANs. In short, infrastructure networks
lend themselves to a manipulation in a number of ways, due to the access point
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Figure 10-1. Extended service set (ESS) can employ roaming and routing mechanisms
to a set of WLANs in IEEE 802.11 networks.
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connected to the fixed network. In ad hoc or independent WLANs, there is no
access point. If a station has a packet to send to another station outside the
directly accessible range of the sender, the sending station has to depend on
one or more stations between itself and the destination.

10.2. AD HOC WIRELESS NETWORKS

Figure 10-2 shows an ad hoc network with six terminals at the same locations
as in Figure 10-1. The difference between the two figures is that, due to the
absence of access points in Figure 10-2, each terminal could send or receive
only within the area shown by dotted circles.

Having more than one Station in a circle shows that the corresponding sta-
tions can communicate with each other. It is obvious from the figure that:

Station 1 can communicate with Station 2 directly.
Station 1 can communicate with Station 3 only if Station 2 can forward

packets from Station 1 and 3.

Station 1 can’t exchange packet with Stations 4, 5, and 6. If there was a station
in the overlapping areas of Stations 3 and 4, then all stations could exchange
packets. From this figure, it is obvious that, in order for ad hoc network sta-
tions to communicate with each other, every station should have the capabil-
ity of packet forwarding. Even that is not sufficient, because (as seen here), a
group of stations can be isolated from another group. Thus, routing in Mobile
Ad Hoc Networks (MANETs) is a very complex function and could affect the
station as well as the whole network.
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Figure 10-2. Ad Hoc Network with six Stations. Circles show the communications
reach of a Station. More than one Stations in a circle means that the stations can
exchange packets.
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10.2.1. Characteristics of MANETs

The mobile ad hoc networks have four distinguishing characteristics that sep-
arate them from other wired or wireless networks. These are:

1. Dynamic topologies: The diameter of a MANET, in number of hops, is
the maximum of the minimum distances between all node pairs in the
network. Ad hoc networks have a variable diameter.

2. Bandwidth constraints: It has been shown [2] that the capacity of a wire-
less network reduces with the increasing number of participating nodes.

3. Energy constraints: Generally, the nodes in an ad hoc wireless network
are battery operated. This imposes operational constraints on the use of
a device as a routing or relay node.

4. Limited security: By its very nature, the ad hoc network stations are vul-
nerable to intruders.

10.2.2. Goals of the IETF MANET Working Group

The MANET WG has set many goals. These include considering a wide net-
working context including many environment and network sizes, support tra-
ditional, connectionless IP service, provide a standard ‘protocol or mode of
discovery’ algorithm to help new terminals understand the network mode and
design effecting routing protocols in wake of topological changes.

10.2.3. Sources of Failure in MANETs

The MANETs are inherently more vulnerable to failures than other network
types. There are failure sources common with other network and also ones
specific to MANETs. Some of these sources are as follows:

10.2.3.1. Topological Failures. These are the failures due to ad hoc changes
in topology. There are three sources of failures in this category.

1. Link failure due to power drainage of one or more relay nodes;
2. A node is powered off; and/or
3. A node moves out of the reachable area.

10.2.3.2. Channel Failures. One or more links could have a long fading
spell, or simply an additive of multiplicative noise signal. These failures are
shared with other network typs.

10.2.3.3. Protocol Failures. These, too, may be shared by other networks.
Protocol failures include:
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1. Lack of congestion mechanisms on one or more links.
2. Lack of scalability to the number of users in an ad hoc group.
3. A relay node has a data filter (e.g., a firewall).
4. Security failures owing to unprotected access to any terminal in the

network.

10.3. CHARACTERISTICS OF A GOOD ROUTING PROTOCOL

The performance of a MANET routing mechanism may be derived from its
characteristics.These include the following [10]: routing overhead, user control
over route selection, automatic load balancing capability, robustness to packet
and node losses, Loop-free routing, Use of unidirectional links, soft-state
routing, recovery from topological changes, multicasting, QoS provisioning,
and robustness to battery level variations of nodes. Other characteristic prop-
erties that determine the strength or weakness of MANET routing protocols
include security and sleep period operation.

10.3.1. Performance Metrics

In view of the above qualities in a good routing protocol, the performance
metrics consist of end-to-end data throughput and delay, route acquisition
time, efficiency—either in the form of overhead or throughput versus input
traffic. Security, of course, remains of paramount interest.

10.3.2. Networking Context

Size, connectivity, topological change rate, link capacity, fraction of unidi-
rectional links, traffic patterns, mobility, fraction, and frequency of sleeping
nodes, all determine the actual performance of a routing protocol in 
operation.

Additionally, the effect on battery drainage plays a critical role in design-
ing routing protocols for networks allowing any kind of mobility. Conse-
quently, the least cost does not translate into the shortest path, as mostly is the
case of traditional packet-switched networks. Energy saving routing in active
and passive operational modes may have differing implications, as discussed
in [1]. Active mode requires power control and path selection based on
minimum energy transmission. Passive mode operation requires a power-save
mode, in which stations switch-off or transmit low power in case of not being
active.

Another factor considered to be crucial is the load balancing. Under high
loads, terminals have to transmit at higher power to combat interference.
Therefore, routing protocols with load distribution help balance energy uti-
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lization across a network. Depending on these and other factors, there are a
large number of proposals for ad hoc network routing protocols. The URL
http://www.wikipedia.org/wiki/Ad_hoc_protocol_list lists a large number pro-
tocols of routing in ad hoc networks under ‘Pro-active’, ‘Reactive’, ‘Hierar-
chical’ ‘Geographical’ ‘Power aware’ ‘Multicast’, ‘Geocast (Geographical
Multicast)’ and ‘Other’ categories. Also, http://www.cmpe.boun.edu.tr/~emre/
research/msthesis/node1.html lists and explains several protocols along with
some figures.

10.4. CLASSIFICATIONS OF ROUTING PROTOCOLS

The routing protocols for MANETs can be classified in many ways, depend-
ing on their adjustment to route failures (pro-active, reactive), mechanism of
route usage (link state, distance vector), route maintenance mechanism (peri-
odic, on demand).

10.4.1. Pro-active and Reactive Routing

Since the locations of wireless nodes are not fixed, the route in a wireless LAN
is subject to topological variations. Even though mobility in a typical WLAN
environment is low, whenever an intermediate station moves, it creates the
potential for a routing update.The routing update could occur either at regular
instants in prediction of route changes, or it could be done on discovery of a
route change. The former is called pro-active routing and the latter is called
as reactive routing (or on-demand routing). In pro-active routing, a route
maintenance and update mechanism is adopted while in reactive mechanisms
routing decision is changed only on discovery of a route change impacting a
delivery. Pro-active routing is expensive, both in terms of battery life and traffic
overhead. However, it is more efficient in terms of end-to-end delay. Reactive
routing saves much from the need to maintain route, but could result in exces-
sive delay.

10.4.2. Link State Versus Distance Vector

Routers in the Internet have traditionally employed one or both of these types
of protocols. In link state protocols (such as open shortest path first—OSPF),
routers broadcast their neighbors’ states to the network and receive similar
information from other routers. Based on the information thus collected,
and using Dijkstra’s shortest path algorithm, the routers chalk out the best
path to all destinations available. In distance vector algorithms, the routers
broadcast the router-to-destination paths calculated using the Bellman-Ford
algorithm. Route information protocol (RIP) is an example of distance vector
algorithms.
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10.5. ROUTING PHASES

A typical MANET route protocol is expected to have a multi-phased routing.
Various phases may include a set of the following.

1. Route discovery: Process of finding one or more paths between source
and destination node.

2. Route caching: Process of storing routes for quick and easy retrieval.
3. Route maintenance: Process of checking the validity of routes and

finding alternative routes in case of a route losing its validity.
4. Cache maintenance: Forming new route caches with changes in topol-

ogy. Adjusting timers for the cache entries.
5. Route deletion: Clearing entries from routing tables for routes that are

not valid any more.

10.6. ROUTING MECHANISMS

In the following, we will briefly describe several routing mechanisms proposed
for ad hoc networks in addition to summarizing performance comparison as
derived from [3]. A detailed treatment of some very important protocols in
beyond the scope here. We have selected one protocol for relative details, that
is, the dynamic source routing (DSR) protocol.

10.6.1. Zone Routing Protocol (ZRP)

Proposed in [4][5][6], this routing mechanism breaks up the routing function
into two parts, intra-zone routing and inter-zone routing. It is a hybrid of pro-
active and reactive techniques and adjusts itself according to the changing
operational environment. ZRP is based on the (realistic) assumption that a
change of topology does not affect the whole network in the same way as it
affects a local area. A local area, or a zone, is defined in terms of a number of
hops (zone radius). An intra-zone protocol is used within the zone for active
updates and route maintenance. Each node in a zone keeps a record of all
nodes so that the intra-zone protocol is sufficient for communications within
the zone. If the destination node is outside a zone, then the inter-zone proto-
col is invoked. The inter-zone protocol relies on communications between
peripheral nodes of adjacent zones. Each peripheral node searches for the des-
tination within its zone ( just by checking its routing table), and forwards the
request to the peripheral node of the next zone in case of a failure to find the
destination in its own zone. In this way, the final route consists of each hop
equal to the zone radius. Figure 10-3 shows this mechanism.

In this figure, 12 stations are shown in a MANET, eleven of which make
two zones. Nodes 1 and 2 are peripheral nodes. Suppose Node 8 has a packet
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to send to Node 12. It will first look in its table (that was made using an intra-
zone protocol) for an entry for Node 12. If such an entry does not exist (which
is the case), Node 8 will inform its peripherals (e.g., Nodes 1 and 3) to look
for Node 12. Peripheral nodes will use a second protocol (inter-zone) proto-
col for peripheral-to-peripheral communication. Each receiving peripheral
node will look into its table and respond if destination is found. In this case
Node 2 (peripheral for Zone 1) will find Node 12 in its table and will return
a response accordingly.

10.6.2. Dynamic Source Routing (DSR)

Dynamic Source Routing (DSR) protocol adds the use of route caching and
dynamic updating to source routing. Source routing was proposed in IP net-
works as an option to prevent IP datagrams from taking unwanted routes.
Source routing is done by pre-programming the complete route in every IP
packet. In terms of protocol overhead, this puts DSR to an advantage over
link-state and distance vector like protocols that require periodic exchange of
information.

DSR requires each node to maintain a route-cache of all known self-to-
destination pairs. If a node has a packet to send, it attempts to use this cache
to deliver the packet. If the destination does not exist in the cache, then a route
discovery phase is initiated to discover a route to destination. If a route is avail-
able from the route-cache, but is not valid any more, a route maintenance pro-
cedure may be initiated.
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Figure 10-3. Ad Hoc Network with 12 Stations. Circles show the routing zones for
intra-zonal routing. For routing between two stations in different zones, an inter-zone
routing mechanism is employed.
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We have chosen DSR for more detailed description due to its adaptability
to topology and load changes, and interoperability with other protocols.

10.6.3. Destination Sequenced Distance Vector (DSDV)

DSDV [7] is a hop-by-hop distance vector routing protocol requiring each
node to advertise routing tables periodically. Each route is tagged with a
sequence number. A route with a higher sequence number is considered to
have higher priority. This protocol uses the Bellman-Ford algorithm adapted
to the wireless environment.

10.6.4. Ad Hoc On-demand Distance Vector Routing (AODV)

As explained in [3], AODV uses some features from DSR and some from
DSDV to have monotonically increasing sequence numbers of the route
entries of DSDV and updating the route entries using a route discovery pro-
tocol (similar to the one in DSR). It is more of a reactive protocol in which
the path discovery begins when a node has a packet to send. The protocol
results in a bidirectional route.

10.6.5. Temporally Ordered Routing Algorithm (TORA)

TORA is based on ‘link-reversal’ idea. Each node has a ‘height’ with respect
to the destination. If this height is above the destination, the data can flow
downstream to the destination, otherwise, it can flow upstream from the des-
tination. A sequence of nodes with the ordered ‘heights’ makes a route from
source to destination. TORA is layered above Internet MANET encapsula-
tion protocol (IMEP). IMEP [8] is a common protocol that could be used by
other protocols to provide network address resolution and inter-router secure
authentication.2

The above mechanisms are for general application. Due to the specialized
characteristics of MANETs, there are proposals that emphasize MANET
characteristics. Since there is no theoretical framework to consider these
factors, we have included a separate section for a theoretical framework later
in the chapter. At this point we will briefly mention some of these protocols.

10.6.6. Wireless Routing Protocol (WRP)

WRP emphasizes on loop-free paths and routing table updates to accommo-
date topology changes. Another hierarchical routing algorithm is presented in
reference [5] of [4]. This uses two-layered routing for clustered networks; uses
a spine for intra-cluster routing and link-state between clusters. Spine is com-
puted using minimum connected dominating set (MCDS) algorithm.
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10.6.7. Mobile Multimedia Wireless Network (MMWN)

MMWN assumes that the endpoints make cells connected to cell-heads or
switches.These switches form a hierarchy of cluster each of which forms a mul-
tihop packet radio network. There could be clusters of clusters. Link state is
used as routing algorithms.

10.6.8. Transmission Power Optimization

10.6.8.1. Flow Augmentation Routing (FAR). This routing algorithm
assumes static topology and minimizes the sum of link costs, each given by:
[eij]x1, [Ei]x2 and [Ri]x3, whereas;

10.6.8.2. Online Max-Min Routing (OMMR). OMM finds the shortest
(minimum energy Pmin) path by using Dijkstra’s algorithm. Then, it defines a
set of paths not deviating more than zPmin from the shortest path. From, these,
it chooses the one that maximizes minimum residual power. ‘z’ is the tradeoff
between the max-min path and min-path.

10.6.8.3. Power-Aware Localized Routing (PLR). This mechanism
depends on selection of appropriate neighbors without global route search.

10.6.8.4. Minimum Energy Routing (MER). MER includes the power
levels that should be used by each intermediate node. These levels are calcu-
lated during initial phase when each receiving intermediate node calculates
the required power from the knowledge of transmitted power and received
power. The algorithm has eight options, some in firmware and others imple-
mented in software.

10.6.8.5. Retransmission-Energy Aware Routing (RAR). This protocol
considers the effect of link retransmissions on power consumption.

10.6.8.6. Smallest Common Power (COMPOW). This protocol requires
each node to make routing tables for each of a discrete set of transmission
powers (P1, P2, . . . , PN) and select the minimum of these that result in a con-
nected graph.
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10.6.9. Load Distribution Protocols

Load distribution protocols do not look for minimum energy routes, but least
used intermediate nodes to increase the lifetime (most heavily loaded node is
the lifetime) of the network.

10.6.9.1. Localized Energy-Aware Routing (LEAR). LEAR is like DSR,
except that intermediate nodes, on getting a route request check the requested
energy against their residual threshold. Also, if a route from an intermediate
node to destination already exists, it is not automatically used without first
getting confirmation from all intermediate nodes using a route-cache message.
The threshold value is not fixed. The following protocols are for inactive 
stations.

10.6.10. SPAN Protocol

SPAN is based on selection of master nodes. These are the nodes that can
access two or more mutually inaccessible nodes.

10.6.11. Geographic Adaptive Fidelity (GAF)

GAF allows each node to belong to a grid with one master. The grid associa-
tion is done via a global positioning system (GPS). A station in a grid is in one
of the three states, inactive, discovery, and active. In discovery, it looks for a
master. If it does not find one, it becomes the master itself.

10.6.12. Prototype Embedded Network (PEN)

This protocol does not have a master. Every sleeping node wakes up and
listens to the beacons.

10.7. PERFORMANCE COMPARISON

Work on performance analysis of the routing protocols for MANETs is still
in progress. In Ref. [3], the authors use simulation to compare DSDV, TORA,
DSR, and AODV. The following is a summary deduced from their results.

The paper uses a ‘random waypoint’ movement model with pause times on
destinations and random speed. 10, 20, 30, constant bit rate (CBR) sources of
rates 1, 4, and 8 packets (64 and 1024 octet) are used. Result summary, start-
ing with the best:

Fraction of the application packets successfully delivered: DSR, AODV,
DSDV = TORA
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Number of routing packets sent per pause time: DSR, AODV, DSDV,
TORA

Packet delivery ratio as a function of pause time: DSR, AODV, TORA,
DSDV

Routing overhead as a function of pause time: DSR, AODV, DSDV, TORA
Fraction of application packets successfully delivered: DSR,AODV, DSDV,

TORA
Comparison of the number of routing packets sent (speed 1m/s): DSR,

AODV, DSDV, TORA
Contrasting routing overhead in packets and in bytes:
In Packets: DSR, AODV, DSDV, TORA
In Bytes: AODV, DSR, DSDV = TORA

The paper compares these routing strategies by simulation in ns. Almost all
the results show that DSR is superior to all others.

10.8. MULTICASTING

We do not consider multicasting in this chapter. We will base this section on
a paper on this topic. The paper referenced in Ref. [9] claims that multicast-
ing is a neglected area of research in MANET until the writing. Hyper-
flooding is one of the ideas that can be used for multicasting in MANETs. In
hyper-flooding, an intermediate node can rebroadcast a packet if it acquires a
new neighbor. State is maintained only for those packets that are within a time
to live (TTL). The paper holds that various sizes of MANETs require differ-
ent multicasting mechanisms. Highly dense and large MANETs can be parti-
tioned into clusters and hierarchical routing can be performed. Intra-cluster
multicasting can use hyper-flooding, while inter-cluster multicasting can 
use unicasting. A seamless multicast routing operation in an integrated (fixed
and mobile) environment translates into many requirements, such as mecha-
nism for active on-the-fly switching among routing mechanisms as the host
passes through various networks. However, each mobile can carry only one
multicast algorithm, and would have to download new ones as it moves among
networks.

10.8.1. Mobility Support Using Multicast IP (MSM-IP)

MSM-IP supports host mobility. A mobile is allocated a permanent multicast
address and, as it moves to another area, it registers with the multicast server.
For networks with fixed infrastructures, mobility is restricted to the last or 
the first hop only. One suggestion in Ref. [4] of [9] is to use mobile IP tunnels
either between the sender and home agent or between the receiver and foreign
agent.
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10.8.2. Multicast Routing in MANETs

The only reported work is the shared-tree wireless network multicast (ST-
WiM), which adopts PIMs (Ref. [6] of [9]) sparse mode algorithm to MANETs.
A simulation of this algorithm confirms that the tree maintenance mecha-
nisms’ performance degrades due to mobility.

The Wireless Internet Gateways (WINGs) project at University of 
California, Santa Cruz, developed wireless IP routers to connect MANETs
with fixed IP networks. These routers use an extension of RIP and RIPv2
called WIRP. It does not address multicasting.

10.9. DYNAMIC SOURCE ROUTING (DSR) PROTOCOL

In this section, we will describe the DSR protocol, which is a likely candidate
for next-generation IETF protocols for MANET routing. It was originally pro-
posed by David Johnson [2][6], and is described in a recent Internet-draft [10]3.
Table 10.1 lists the characteristics of DSR and their implications.

10.9.1. Protocol Operation

The DSR protocol is triggered by a packet generated at the source node (SN)
for a destination node (DN) whose IP address is/(can be) known to the SN.
The protocol has the following phases: (0) Route caching, (i) Route discovery,
(ii) Data exchange, (iii) Route maintenance, (iv) Route deletion.

10.9.1.1. Route Caching. The SN checks for a route to the DN in its route
cache. If there are one or more routes available, the phase (ii) starts. Other-
wise, protocol signaling is triggered from phase (i).

10.9.1.2. Route Discovery. In this phase, the SN copies a control packet
called Route Request to a buffer called Send Buffer (SB). It also transmits
Route Request to the network. At the same time, it initiates a timer for the
duration of SendBufferTimeout (SBT) within which it expects a response. The
Route Request bears the address of SN, a unique identifier given by SN and
the address of the DN. The Route Request is broadcasted to all nodes within
the transmission range of SN. It is received by all nodes within a radius of one
hop.

When a node receives a Route Request, it checks whether this Route
Request has already been through it. There are two types of information that
can be used for this purpose. First, in the Route Request packet there is a list
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3 Internet drafts are subject to changes. This one is valid until 19 January 2005. Care should 
be taken in consulting them. They should not be considered as reference material for actual 
standards.
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of all the nodes that have inserted themselves in the route for this Route
Request. Second, the recipient node can check for a previous entry of this
packet in a Route Request table. This is done by comparing its unique ID with
the IDs of the Route Request packets listed in the Route Request table. If it
already exists, then the packet is discarded, thus avoiding chances of loops. If
it is a new Route Request packet, then the DN address is checked to see if
the current recipient is the DN. If it is not the DN, then this recipient is a relay
node (RN) and it adds its own IP address to the existing list of route IP
addresses starting from SN. It makes an entry in the Route Request table and
broadcasts the Route Request to within its own one-hop radius.

When the DN receives a Route Request, it checks for a previous entry in
the same way as the RNs do. If this is the first packet from this sending node,
it records the route from source to itself and responds with a Route Reply
packet that carries the list of IP addresses of all nodes from source to desti-
nation. This is, however, assuming that (1) either a route to the source node
already exists in the route cache of the destination node, or (2) all links from
the source to destination are required to be used only as bidirectional links,
such as in IEEE 802.11-compliant stations.

The DSR allows for using unidirectional wireless links, so that a different
route in both directions can be used if required. In that case, the DN, on receiv-
ing a Route Request will initiate its own Route Request reversing the roles
of source and destination nodes. In this Route Request, it will piggyback the
route list of SN to DN to avoid an infinite cycle of Route Requests from both
sides. There can be more than one route between a source destination pair.

At the end of a successful Route Discovery phase, both the SN and DN will
have at least one cache entry for each other.

If a SendBufferTimeout expires before a Route Reply is received, then
more Route Request packets can be used. In such a situation, an exponential
backoff algorithm is used to spread the latter Route Requests by doubling the
time between successive broadcasts. Figure 10-4 shows the Route Discovery
phase.

10.9.1.3. Data Transmission Phase. Once a (set of) route(s) has been
established, data packets can be exchanged by SN/DN over it. Each packet
contains the complete sequence of the IP addresses from SN to DN as source
route option. A relay node, by checking the list and comparing it with its own
route to DN, simply broadcasts the packet to the next hop. Since transmission
is on a link-by-link basis, a mechanism is used for mapping next hop IP into
next hop link (MAC) address. The address resolution protocol (ARP) can be
used for this purpose. The ARP cache can be updated pro-actively by reading
the link address for a given IP address from any packet bearing that IP address
instead of initiating an ARP procedure for every outgoing packet. For packets
using the same route on both sides, usually a link layer ACK mechanism
already exists. There are two more mechanisms for ‘obtaining’ an acknowl-
edgement. These are passive ACK and soft ACK.
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A passive ACK is possible due to the broadcast nature of the medium.
Referring to the ad hoc network in Figure 10-4, suppose SN send a packet to
node number 5 (NN5). NN5 receives it successfully, and forwards it to DN.
Since SN is also within the transmission range of NN5, it can hear the packet
relaying and get a passive ACK. Figure 10-5 illustrates this.

A soft ACK is explicitly requested as part of DSR Route Maintenance Pro-
cedure, discussed next.

10.9.1.4. Route Maintenance. The third phase of DSR protocol is route
maintenance. Route maintenance is required by all routing protocols, espe-
cially the ones for MANETs due to very high probability of routes being 
lost. If an explicit or passive ACK is received by a node for every transmis-
sion, it keeps using the route(s). In case of non-availability of a MAC layer
ACK and not overhearing a passive ACK, a node may request for an ACK
using DSR ACK request. This is a soft ACK and is recommended not to be
requested for every transmission. In the event of non-receipt of a soft ACK,
a retransmission for ACK request can be done up until a certain number of
times.

Route Error. A station, on failing to receive an ACK after certain number of
ACK requests, assumes that the corresponding link is broken. It removes the
link from all route entries in its cache (wherever it is used) and sends a Route
Error packet to all its neighbors. On receiving the Route Error, neighbors
follow suite. When the source node receives the Route Error on one of the
links, it deletes the corresponding route from the cache. If there is another
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RQ(S) 

RQ(S, 5) 

RQ(S, 1) 

RQ(S, 1, 4)

RR(S, 5, D) 
RR(S, 1, 4, D) 

Figure 10-4. Route Request (RQ) and Route Reply (RR) with two possible routes
between source (S) and destination (D) stations.
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route available to the same DN, the new route is assumed automatically and
transmission continues un-interrupted. ACKs for packets received from DN
by SN can be sent by using another higher-level protocol, such as TCP. Figure
10-6 shows breaking of the route (S,5,D) and adoption of (S, 1, 4, D).
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SN

DN

5

Figure 10-5. SN receives a passive ACK by eavesdropping relaying of packet by NN5
to DN.

SN

DN  

1

4

5 ACK Req. 

Route Error 

Next Packet 

Figure 10-6. NN5 sends Route Error to SN on failing to get a soft ACK after several
requests. On receiving Route Error, SN adopts new route through NN1.
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10.9.2. Flow State Option

The normal DSR operation requires a complete list of all nodes en route from
source to destination on every packet. In many instances of using an ad hoc
network, this may not be necessary. An example is of a multimedia conference
in an enterprise where wireless signal arrives in every office and all attendees
are at their fixed places for most of the time. The flow state extension allows
for a short cut to sending route list in every packet. This is done by establish-
ing a soft state with a flow ID using DSR options header. The first packet that
carries this option also carries the source-route. All the intermediate nodes
create a soft state for this flow for a duration included in the flow-setting
packet. Once a soft state has been established, the subsequent packet can use
the flow ID without the source route list of all relay nodes on the route. In the
example of multimedia conference, elimination of source routing can expedite
the end-to-end packet delivery.

10.9.3. DSR Packet

The DSR is an option in IP. Its existence is recognized from the protocol field
in IP packet. Thus, DSR header is encapsulated just like a transport layer pro-
tocol. The DSR header is a multiple of 4 octets. Every node detecting a DSR
header from the Protocol field initiates the DSR procedures unless it is indi-
cated that the node should not execute the options.

Figure 10-7 shows the DSR options header.The options field is defined sep-
arately for each option. The Internet-draft on DSR [10] defines the options
listed in Table 10.2.

10.10. SELECTING THE BEST ROUTE

The DSR protocol provides the capability of using multiple routes between a
source-destination pair. It, however, does not provide a mechanism (or frame-
work) to prioritize these routes. The prioritization of routes may require some
state information about the relay nodes. Therefore, more DSR options may be
required to implement it. Three factors that are especially important for a
wireless network (especially MANET): random topology changes, effect of
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Next Header (8 bits) F (1 bit) Reserved (6 bits) Payload Length (16 bits) 

Options (Payload Length) 

Figure 10-7. DSR options header.
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mobility and effect of battery level on a node’s availability. In this section, we
present a theoretical framework to incorporate these factors. We will define
the node or link availability as a function of these quantities, which can be
combined to define link availability. We consider the effect of random changes
in topology, followed by battery level and discharging rate and then mobility.
These can be incorporated in any routing protocol by defining appropriate
parameters for collecting the required information during route discovery and
maintenance phases. The treatment given to routing is of mathematical nature
and requires the knowledge of probability distributions.

10.10.1. Topology of Fixed Ad-Hoc Networks

We start with the assumption that the physical layer capacity of a node j is
fixed at Cj regardless of (i) propagation conditions, (ii) number of active nodes
in the neighborhood, (iii) mobility, (iv) topological variations and (v) residual
battery time.

According to [2], the number of nodes n acts to cut down the network
capacity as even in ideal situation of traffic and node clustering. Thus, if
a station j can directly access nj stations within a disk of radius , its capac-
ity is proportional to .1 nj

1 p
1 n
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TABLE 10.2. DSR Options as Defined in [10]

Number Name Purpose

1. Route Request Initiate route request.
2. Route Reply Response to Route request.
3. Route Error Report link outage.
4. Acknowledgement Request a soft ACK.

Request
5. Acknowledgement Response to a soft ACK request.
6. DSR Source Route List of route addresses.
7. Pad1 To make options length multiple of 4 octets 

(not enforced)
8. PadN To make options length multiple of 4 octets 

(not enforced). For padding multiple 
consecutive octet.

9. Timeout for Flow state TTL for a flow ID.
10. Destination and Flow ID Used to indicate to intermediate node that 

this is a flow type packet and not source 
route packet.

11. Unknown Flow To report an invalid flow ID in Route Error.
12. Default Flow Unknown Reporting lack of a flow ID expected from 

a node to process.
13. Previous Hop Address ACK request extension.

The column ‘Number’ is just a listing
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Consequently, every node in the neighborhood of a node can have differ-
ent capacity depending on nj. For power-controlled nodes, if power range is 
(S, P0), the node j has a capacity bounded by In 
this expression, a is the propagation exponent and b is the signal power to
total noise power ratio to successful reception. A subscript of ( j) is simply a
reminder that these quantities are different for each node in general, and
denote the node number j.

In deriving the capacity expression, [2] considered no topological changes,
due to mobility or due to the stations changing between ON and OFF states.
If rT is the probability that a station is active (ON), then, n, the number of
active stations out of a total of K stations, has Bernoulli distribution. In that
case, even the average network capacity is not static and has a stochastic
behavior. In particular, the probability that the capacity is as given in [2] 

could be well below 1.The average capacity in such 
case would be given by:

(10.1)

10.10.1.1. Topology Index. To understand the effect of activity factor, we
define topology index zT(rT,K) as the ratio between the average capacity of
an ad hoc network as a fraction of the same network capacity with all the K
stations being active. We can write the equation for zT(rT,K) as follows:

(10.2)

As seen from Eq. (10.2), the topology index depends only on the distribu-
tion of the terminals being active and the total number of stations K.
Figure 10-8 shows that the situation is not very good except for very high
values of rT.

10.10.2. Effect of Mobility

Work on mobility modeling has been done in terms of Doppler’s effect as well
as statistical modeling of mobility. Of special interest is the work reported in
[11]. The authors define the concept of mutual mobility between two moving
MANET stations. This model has been validated by simulation in the same
and other works by same authors. It departs from earlier mobility models, such
as random way point in that the prior models were done mainly for cellular
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networks with fixed base stations and mobile nodes. The paper defines a rel-
ative mobility vector Dlm between nodes l and m. In a related work [12], the
same authors have shown that Dlm has approximately Rayleigh distribution
with the direction of motion uniformly distributed (0,2p).

The apparent effect of mobility is a reduction in the availability of an estab-
lished path. However, counter results have also been reported. Even though
[2] claims that the throughput degenerates as , the authors of [13] show
that by adding mobility, the throughput can be maintained even with increas-
ing n. The reasoning for this behavior is that, when the nodes are mobile, there
is a high probability that there will be a node close to destination. Thus, if a
packet is relayed to a number of relay nodes, at least one of them or a subse-
quent relay node will be able to deliver the packet to the destination. This
benefit is really about a specific routing mechanism, which may have its own
disadvantages, such as the reduced throughput due to packet duplication. We
hold that this conclusion does not apply to an existing route between two sta-
tions, unless the route is defined only dynamically and perhaps for each
packets transmission.

In [14] the authors introduce the concept of topology change rate (TCR)
as the rate at which the link changes for a given node and the paper deter-
mines the relation between expected duration and length of a transition. All
the above mentioned models are too complex to be used in a simple manner
in routing mechanisms.

10.10.2.1. Mobility and Displacement. The random way-point mobility
model used in [14] and widely accepted, will be amended in this section in a
more realistic way for demonstration purpose only. Instead of assuming the
mobile station velocity to be uniformly distributed between (nmin, nmax), we
assume that nmin, = -nmax. The amount of displacement from a station’s position
depends on mobility profile and the station’s distance from the preceding relay
station. If this distance is d and if a propagation loss due to d has an average
of -10.a.log(d), then the probability Pr[.] of a station remaining part of a route
after moving ‘away’ by units of distance is given by the expression:d̂

1 n

SELECTING THE BEST ROUTE 259

zT rT 5,( )
zT rT 10,( )
zT rT 3,( )

rT

Figure 10-8. Topology index for various values of nodes in a network.
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(10.3)

a being the propagation exponent.
Equation (10.3) is not a very simple equation to evaluate for the following

reason. Even if we assume the d is constant and the distribution of loss 
-10.a.log(d) is normal, is random and depends on the mobility profile of the
station. Suppose that we can get help from a GPS system to track as well.
That does not solve the problem either because average loss is not a linear
function of distance. We use excess loss Ld( ), defined as the equivalent loss
when a distance is added to the existing distance d. The following expres-
sion gives the excess loss.

(10.4)

10.10.2.2. Mobility and Path Loss Models. There are multiple ways in
which node mobility is known to affect a communications adversely, for
example, by changing the distance between the communicating nodes and by
causing Doppler effect. If a station can measure accurately the amount of
Doppler effect, it can find out the equivalent mobility that would be causing
it. This concept of equivalent mobility could, in fact, offer the best solution of
measuring mobility of a MANET node, as the net effect of mobility should be
inclusive of the mobility of the surroundings as well. This topic is beyond the
scope of this section. Instead, we like to elaborate on the concept of mobility
index presented originally in [15]. The mobility index can be used to gauge the
extent of damage done to a route due to mobility of users. Since the effect of
mobility on propagation loss should also be considered, we will integrate the
two in the following analysis.

Suppose that a station receives a strong signal during route discovery pro-
cedure, when the transmitted signal is P0, average loss is L0 and the signal
receiver sensitivity is S. The difference P0 + L0 = DP0 is the average power
margin. Power control may be used to adjust the signal to the minimum pos-
sible, such that the power received is as close to the receiver sensitivity as pos-
sible. The difference (Ld( ) + DP0) is the power margin remaining after the
station has moved units. Since can be positive or negative, the new margin
can have arbitrary range. However, when it is below 0, the signal received is
below the receiver sensitivity, and the station is not retained in a route. In other
words,

(10.5)

Assuming that the signal power has lognormal distribution, power in 
dB (and hence the power margin) will be normally distributed with an 
average equal to (P0 + L0 - S) dB. In that case Pr[Station retained | ] is d̂

Pr Station retained Pr L d Pd[ ] = ( ) +( ) >[ ]ˆ .D 0 0

d̂d̂
d̂

L d
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ˆ
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.( ) @ -
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normally distributed with an average of [(P0 + L0 - S + Ld( )] dB. In other
words:

(10.6)

We regard the above equation as the Mobility Index of a MANET station.
It can be calculated for various mobility profiles. Let’s use the symbol zM(P0,
S) to denote it. Thus

(10.7)

The quantity fd̂(y), pdf of the displacement, can be calculated from the
knowledge of inter-packet arrival times (or a session of packets) and the dis-
tribution of the velocity of the MANET station. For inter-packet distribution
of ft(t), another integral will be added to the above equation.

Figure 10-9 shows that a little displacement in one packet-inter arrival time
can result in losing the node, as long as this displacement is in the positive
direction (away). The mobility index remains 100% for movement toward 
the transmitting station (negative values of ). The curves are drawn for three
values of receiver sensitivity (-50, -60 and -70dBm) and without considering
a particular mobility profile. What these curves show is that for channels with
a propagation exponent of 4, station mobility can result in an extremely fragile
network path and the best strategy for routing could be to find a route for
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Figure 10-9. Mobility index.
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each packet before transmitting it. Otherwise, the network throughput will
plunge due to retransmissions and the timer going off too often.

10.10.3. Residual Battery

Two routes with same number of hops could result in different failure proba-
bilities if the residual energies of station batteries are different. Assuming that
the ad hoc nodes that are connected to the mains can always replenish the
battery fast enough to continue transmitting packets as fast as they are gen-
erated, there will be a fraction, rB of nodes that have no connection to the
mains. Let’s assume that these nodes can participate in a routing protocol as
long as their residual energy is above a certain threshold gTh and continue as
relaying nodes as long as it is above another threshold gB < gTh (both thresh-
olds are measured as fractions of the maximum battery output). The capacity
of a route with respect to residual battery could be defined as the minimum
number of packets an intermediate station can forward before its battery
reaches gB. In an actual MANET, this quantity is subject to measurement of
actual values of residual power. The battery index [15], defined as the proba-
bility that a node (or route) is not discontinued due to battery drainage,
depends on several factors, including battery discharging mechanism and the
thresholds. This topic is not exactly the same as designing energy-conserving
routing protocols for which a number of researches have been reported
recently4. Of relevance is the work in [16] in which authors use Markov chain
analysis to model the battery capacity. Among other things, the results show
that the packet generation capacity is a strong function of the packet inter-
arrival times. By admitting delay, these batteries can generate more packets
than the continuous-drainage-capacity as long as they recharged during idle
time.5 However, a fraction of ad hoc stations operate without any mains; there-
fore, for them, the number of packets generated cannot exceed the capacity.
As a simple illustration, we borrow the concept of time constant from electri-
cal circuit theory (the time when an exponentially decaying function reaches
e-1 � 0.37 fraction of its full capacity). More realistic models are too complex
for a demonstration. Suppose that the battery, with starting voltage level n,
discharges continuously as e-t/T, where T is the discharge time constant. Then,
the probability, zB(.), that a MANET node is retained after time t, is given by:

(10.8)

If the packet inter-arrival times have a distribution of ft(t), the battery index
is given by the following equation:

z g g t n g n g tt
B Th B

T
B ThT Pr e, , , .( ) = > >[ ]-
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4 Work related to energy-savings protocols, reported in many papers such as [17], presents and
simulates various ways of power saving in IEEE 802.11 and HIPERLAN.
5 The number of packets that can be transmitted without recharging the battery.
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(10.9)

Example: Suppose the packet interarrival time is exponentially distributed
with a parameter l, the probability that k packets are generated in a given
time has a Poisson distribution, and;

(10.10)

Figure 10-10 shows a plot of Equation (10.10) as a function of packet arrival
rate for various vales of the time constant T. The parameters gTh and gB have
values of 0.4 and 0.3 respectively.

As seen from Figure 10-10, the probability of losing a node due to battery
exhaustion (the battery index) goes quickly to 1. There are other discharging
residual power relations available in literature, such as the one given in [18].

The paper proposes a weight function where n is the measured 

voltage and g(n) is the remaining normalized lifetime (equal to 1 - gB in the
above example).

10.10.4. Example of Application of Above Results

Let’s consider the ad hoc network of Figure 10-11 reproduced from Figure 10-
4 for an example application. Each station is labeled with the {DP0 - S, gB, rM,
rT}, where DP0 = Power margin, which implicitly includes distance.
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Figure 10-10. Battery index for T = 100, 200 and 300 as a function of arrival rate.
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S = Station sensitivity.
gB = The battery threshold for disconnection as a relay node. A value of 0 

means that the station is connected to the mains.
rM = Probability that the node is mobile, to be defined in one of the many 

ways, for example, from the history of the station operating as a 
MANET node.

rT = Probability that a station remains in the ON condition during the 
specified time.

Table 10.3 shows example values of the parameter for the relay nodes.
There are a total of nine links. In order to calculate the probabilities of link

availability, let’s assume a time of five packets on the average (lT = 5) and the
battery threshold of 50% for accepting a node. Let the mobility profile be such
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TABLE 10.3. Parameter Exchanges During Route Setup

Node Number (DPo - S) dB gB rT rM

1 40 0.25 0.9 0
2 60 0.35 0.8 0.5
3 55 0.4 0.9 0.7
4 80 0.0 0.6 1
5 57 0.6 0.7 0.6
D 55 0.8 0.5 0.3

S

D

1

2

3

4

5

1510

15

15

10
20

15

5

5

Figure 10-11. Four possible routes between source (S) and destination (D) stations.
Italics are distances.
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that the normalized displacement be equal to 0.2 (Figure 10-9). Then, Table
10-4 can be realized by the source or destination node before making a final
selection of the route.

With the link availability given by Table 10.4, the route availability for all
possible routes (4 in this case) is given by Table 10.5.

10.10.5. Discussion

Placing the results of Tables 10.4 and 10.5 together, we make some important
observations. First of all, mobility of a single node can alone result in the
unavailability of a path that otherwise has some stable links. Second, the
number of hops is not always a good measure (one path with two hops is worse
than another with three hops). Third, even for some links having very clear
and stable links, we cannot say anything about a route between two stations
in a MANET. In the above case, even though some link availability probabil-
ities are very high (90%, 80%), the maximum path availability is less than 7%
in all cases. Lastly, we make the observation that one way to improve the prob-
ability would be route diversity. In the above case, selecting routes #3(S-5-D)
and #4(S-3-D) results is the overall path availability of above 10%.
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TABLE 10.4. Link Availability

Link zB zM rT Link Availability

S-1 1 1 (no mobility) 0.9 0.9
S-2 1 0.5*1 + 0.5*1 = 1 0.8 0.8
S-3 1 0.3*1 + 0.7*0.489 0.9 0.578
S-5 0.668 0.4*1 + 0.6*0.892 0.7 0.437
1–4 1 0 + 1*0 = 0 0.6 0
4-D 0.334 0.7*1 + 0.3*0.272 0.5 0.086
2–4 1 0*1 + 1*1 0.6 0.6
5-D 0.334 0.7*1 + 0.3*0.489 0.5 0.1413
3-D 0.334 0.7*1 + 0.3*7.1*10-4 0.5 0.1169

TABLE 10.5. Route (Path) Availability for Each of the Four Possible Routes in
Figure 10.11

Route Availability Remarks

S-1-4-D 0.9*0*0.086 = 0 Even though the route is initially available, after
lT time, its availability drops to zero.

S-2-4-D 0.8*0.6*0.068 = 4.1% Available only with very low probability
S-5-D 0.437*0.1413 = 6.2% Slightly more available.
S-3-D 0.578*0.1169 = 6.75% Close to S-5-D
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10.11. WLAN ROUTING THROUGH CELLULAR 
NETWORK INFRASTRUCTURE

Until this point, we have discussed two mechanisms of routing data among
stations in a wireless LAN, namely, IP, for example, as a distribution function
(DF) in IEEE 802.11 for the infrastructure WLANs, and ad hoc network
routing protocols for ad hoc networks.Third-generation wireless systems’ shift
toward end-to-end IP includes WLANs as among the access methods.Two ter-
minals in two different WLANs can exchange IP packets through the cellular
architectures by having relevant subscription services. Some of the initial
hitches in doing so relate to the earlier lack of call admission control, security,
authentication, authorization, and accounting mechanisms in WLANs. Cellu-
lar operators, however, have kept working on providing an interface between
WLANs and cellular networks due to the mere fact that an increasing number
of notebooks and PDAs come factory-ready with WLAN cards. In this section,
we will describe aspects of a network architecture employed by Nokia to
connect IEEE 802.11 infrastructure networks with GSM cellular networks. For
a fuller description of the architecture, the reader is referred to Ref. [19].

10.11.1. Introduction to OWLAN

An operator’s WLAN (OWLAN) provides subscription-based WLAN access
by combining it with GSM subscriber management and billing mechanisms.
OWLAN enables IP roaming between different operator access networks.The
solution is available for any WLAN terminal with a GSM SIM card reader.

The reference system was implemented as part of R&D and was piloted in
a real mobile operator network in 2000. The first commercial system was
launched in July 2001.

10.11.2. Design Objectives

The following is a list of some of the design objectives:

1. Future mobile operator network to combine GSM/GPRS/3G/WLAN
technologies. OWLAN provides a unified access mechanisms for sub-
scribers with user equipment loaded with both technologies, the cellular
and WLAN.

2. For smooth roaming and seamless service, a single user identity is crucial
to utilize a virtual home-like environment.

3. OWLAN to be optimized for terminal originated IP data as most of the
data originated for networking use IP.

4. ETSI TS 101 393 defines a charging mechanism for GPRS that could be
used for WLANs as well.
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10.11.3. OWLAN System Architecture

The OWLAN consists of a public LAN access and cellular operator site that
communicate over the IP backbone. See Figure 10-12.

The main design challenge was to transport standard GSM subscriber
authentication signaling from the terminal to the cellular site using IP frame-
work. For this purpose, the network contains four physical entities: (1) authen-
tication server, (2) access controller, (3) access point, and (4) mobile terminal.
Each system component has a counterpart in the GPRS system, as shown in
Table 10.6.

As opposed to GPRS, only control signaling data are transported to the cel-
lular core for this project. In order to have the capability of using routing via
the cellular infrastructure, data packets must be able to use cellular transport.

10.11.4. System Elements

See Figure 10-13 for system elements and interfaces and Figure 10-14 for inter-
face protocols.
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Figure 10-12. Operators’ WLAN (OWLAN) network layout.

TABLE 10.6. Equivalence of OWLAN and GPRS
Network Components

OWLAN GPRS

Authentication server (AS) SGSN
Access Controller (AC) GGSN
Access Point (AP) BTS
Mobile terminal (MT) Mobile phone
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Figure 10-13. OWLAN system elements and interfaces.
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10.11.4.1. Authentication Server (AS). The AS is the main control point of
OWLAN subscriber management. A single AS may support several access
controllers (ACs) and provide authentication and billing services to thousands
of roaming users in different access zones. AS communicates with AC 
using RADIUS protocol. RADIUS is a de facto authentication, authorization,
and accounting (AAA) protocol in the IP industry. It collects data from AC
and converts it into GPRS format at call termination. The cellular network
identifies the user with IMSI. AS hides the cellular infrastructure from the
access network. An IP-compliant vendor-specific protocol carries authentica-
tion requests from AS to MSC. Alternatively, AS could be implemented with
a native MAP interface. In the future the service profile could be used to
include QoS of the WLAN user.

10.11.4.2. Access Controller (AC). The access controller acts as a gateway
between RAN and the fixed IP network. It allocates and maintains a list of IP
addresses so as to allow to pass through it only authorized IP datagrams. The
access controller uses a WLAN link-layer specific MAC address to filter unau-
thorized IP users. It also collects billing information. Nokia’s IP router
IPSO330 series IP router was used for this purpose.

10.11.4.3. Mobile Terminal (MT). The MT requires a WLAN card, a SIM
reader, and SIM authentication software. Some laptops will have SIM inte-
grated with WLAN in the future. There is a list of roaming networks where
the terminal can operate. The OWLAN terminal may detect the correct
WLAN using this list. WLAN profiles may be distributed by operator via SIM
or web.

10.11.5. System Operation

SIM-specific signaling messages are transported using the IP protocol. This
makes OWLAN independent of the WLAN standard. IP-packet filtering is
computing intensive—it resides on the access network side. This allows dis-
tributing processing among a number of controllers.

10.11.5.1. MT (Mobile Terminal). Core operational components of MT
include:

Roaming Control: Provides GUI (graphic user interface) to roaming 
services. It communicates with the SIM card for this purpose.

Network Access Authentication and Accounting Protocol (NAAP): Encap-
sulates GSM specific signaling messages in IP packets. NAAP uses UDP
with retransmissions.
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10.11.5.2. AC (Access Controller). Access Manager is the key component
of AC. It controls IP routing and collects accounting statistics.Accounting data
are collected via standard RADIUS accounting attributes. RADIUS carries
SIM-specific authentication parameters inside vendor-specific attributes.

10.11.5.3. AS (Authentication Server). The key component of AS is the
authentication controller (AuC). AuC communicates with the core GSM and
handles RADIUS authentication messages. The accounting module receives
and stores the accounting information from the access network. There is no
uniquely defined GTP/billing protocol. The AuC provides an open FTP inter-
face to transfer accounting data directly to various billing systems.

10.12. ROUTING IN PERSONAL AREA NETWORKS

Due to short packet size and typically small memory size, the BluetoothTM

devices cannot make effective use of the routing protocols designed for
MANETs [20]. To add to the difficulty, the topological restrictions, such as the
master-slave paradigm and a limited allowed number of nodes per piconet,
work against defining zones in terms of hop sizes. However, the fact that a node
can be a slave in more than one piconet within a scatternet could be potentially
useful in designing routing algorithms for Bluetooth scatternets. In Ref. [20], a
binary tree-like topology is used to define the self-routing Bluetooth scatter-
net, in which every node is the root of up to seven children.Thus a hierarchical
mechanism allows efficient packet flooding from any node to any other through
roots. In another method, the Routing Vector Method, the piconets are repre-
sented by local identification numbers (LoIDs). This helps route a packet
among piconets, until they reach the one with destination node. The reader is
referred to Ref. [10] for details on this mechanism. Even though Bluetooth
comes built-in with many personal communication devices these days, the real
need for scatternet is still not proven. Consequently, work in this direction
mainly consists of filling in the gaps that exist if routing protocols for ad hoc
networks were used for Bluetooth.The underlying assumption is that the Blue-
tooth networks are similar to ad hoc networks, as they are not bound through
an interconnecting backbone network. However, Bluetooth networks are
unique in the sense that they have the characteristics of both the infrastructure
as well as ad hoc networks; infrastructure type because they can exist only as a
root/leaf of a piconet and because two leaf nodes cannot communicate except
through the root (master-slave paradigm). This is shown in Figure 10-15.

10.13. SUMMARY

Routing in WLANs may sound like a misnomer due to the LAN protocols,
defined below the network layer. In practice, however, it is an important capa-
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bility. Relaying and routing can be performed in infrastructure and ad hoc net-
works. We have discussed various options, mainly paying attention to mobile
ad hoc networks (MANETs). This chapter does not consider cellular data
routing, enterprise data network routing, and barely mentions routing in wire-
less PANs defined by Bluetooth. However, we have discussed a routing pro-
tocol for MANETs, called DSR, provided a theoretical framework for route
prioritization in MANET routing protocols, and included a WLAN architec-
ture (OWLAN) that gets subscription-related services from GSM. The
OWLAN may not have originally been designed to use cellular network
routing, but once WLAN becomes a standard access network, it will be possi-
ble to route WLAN packets through cellular networks.
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CHAPTER 11

WIRELESS PERSONAL AREA
NETWORKS AND ULTRAWIDE 
BAND COMMUNICATIONS

Wireless networking provides freedom from wires and the ability to roam
around while connected. However, much of the communications wire infra-
structure that we have to deal with is not about wide range of mobility. The
back of today’s communications appliances is wrought with a mesh of cables,
and quite often, a call to technical support to a communications company ends
up in reworking those wires. Wired remote controls have long been replaced
with wireless ones. Other wireless short-distance solutions are available that
are customized to distance, data rates, and applications. Infra-red data associ-
ation (IrDA) has been working on the mission of cleaning up the wire bunch
for some years. In recent years, the topic of wireless at short distances has
gotten more recognition in the form of a network that is different from WANs,
LANs, and MANs. It is called personal area network (PAN). IEEE committee
802 recognizes a personal operating space (POS) as the space around a per-
sonal communications cluster where PANs are defined.1

In this chapter, we will look at some wireless technologies available for per-
sonal area networks (also called wireless PANs or WPANs). We will start the
chapter with the most heard-of and perhaps mature PAN technology, Blue-
tooth.TM The IEEE 802.15 Working Group was set up after Bluetooth had been
specified, and it adopted Bluetooth version 1.1 as IEEE 802.15.1 by adding
some IEEE interfaces to it. However, the WG didn’t stop there, and has

Wireless and Mobile Data Networks, by Aftab Ahmad
Copyright © 2005 John Wiley & Sons, Inc.
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1 Due to the scalability of many PAN standards, the POS is meeting the same fortune as ‘local’
in the LAN etc.
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addressed both sides of the scalability in Bluetooth by announcing a low data
rate PAN standard (IEEE 802.15.4) and a high data rate PAN standard (IEEE
802.15.3). Work is in progress to finalize a PHY for very high rate PANs using
the ultra wideband (UWB) spectrum. Since Bluetooth, low data rate and non-
UWB high data rate PAN standards are all defined for 2.4GHz ISM, the WG
has also specified co-existence specifications [12] in the form of IEEE 802.15.2.

Due to the variety of standards discussed in this chapter, we are brief about
each. The reader is referred to the actual standard specifications for exactness
and to a number of other publications for a more detailed treatment.

11.1. WIRELESS PERSONAL AREA NETWORKS (WPANs)

The PANs are networks that interconnect a few communications devices
within close proximity to each other. They generally do not have an infra-
structure and could potentially connect devices ‘worn’ by the subscriber. An
example of PAN is the connection between a computer and its peripherals.
Devices in a PAN are within a few meters of each other. Wireless PANs are
thus a replacement for the short cables.2 A PAN between a printer and com-
puter provides the services of the cable at parallel port or network port, a 
PAN between an MP3 player and headphones provides the services of audio
cable, and a PAN between a DVD player and HDTV provides a video cable
replacement.

The transceivers for PANs are low-power devices that need to have a short
span (<10m) and line of sight.3 The channel model thus becomes very simple,
power budget easy to calculate, and transceiver design straightforward. The
WLAN standards, such as IEEE 802.11 or its extensions, can be used for this
purpose. There are, however, WPAN standards specified for this purpose. We
discussed the protocol architecture of Bluetooth in Chapter 2. As mentioned
in that chapter, IEEE has adopted Bluetooth v1.1 as IEEE 802.15.1.The IEEE
802.15 group has specified other standards as well for PANs. Table 11.1 shows
a list of standards of this committee.

In the remainder of this chapter, we will describe these standards for a
general understanding. It may be useful to mention that the technologies
employing the ISM band will cause interference for one another.One of the task
groups (IEEE 802.15.2) has published specifications for co-existence among
these various device types in order to help these various technologies co-exist
in spite of interference. A discussion on IEEE 802.15.2 is beyond the scope of
the book.At the time of writing of the book IEEE 802.15.3a is in limbo on voting
for a specification.Two proposals, one for multiband-OFDM PHY led by Texas
Instruments and Intel,and the other on DS-SS led by Xtreme and Motorola,are
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2 From this point on, we will use PAN for a Wireless PAN, unless mentioned otherwise.
3 This is a typical network characteristic. The standards and protocols may provide services for
non-line-of-sight situations.
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in fierce competition.The former is supported by a majority of voters of the task
group, but has failed to meet the minimum 75% mark as yet in voting.Also, it is
not clear if the proposed multiband-OFDM PHY meets FCC requirements for
emissions.The DS-SS proposal has the benefit that it is based on a mature tech-
nology and Motorola has technology available to ship products based on it
earlier than the competing proposal proponents. We will summarize both, as
they may find their niche in the market.

11.2. TERMINOLOGY FOR WPANs

In addition to an array of new networking standards and paradigms, PANs
have brought a new set of terminology.A separate section on terminology may
not be a good idea because the same term may mean different things in dif-
ferent specifications.

11.3. IEEE 802.15.1 STANDARD

For IEEE 802.15.1, the Task Group adopted the slightly amended Bluetooth
v1.1 (see www.Bluetooth.org for copy of the specs). Therefore, the architec-
ture and components of IEEE 802.15.1 specifications [8] are Bluetooth spec-
ifications. The IEEE specifications emphasize the equivalent of the OSI PHY
and DLC layer. It includes up to the OSI equivalent of PHY and MAC sub-
layer and adds the interface for IEEE 802.2 (LLC), thus setting the stage for
an access gateway (AG) between Bluetooth and other IEEE LAN standards.
Figure 11-1 shows the protocol architecture of the IEEE 802.15.1 and its equiv-
alence to OSI reference model.
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Figure 11-1. IEEE 802.15.1 protocol architecture and OSI equivalence.
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11.3.1. Bluetooth Components

A Bluetooth network, though much less complex than typical WLANs, pro-
vides a dual mode service architecture for circuit-switched voice with 64kbps
synchronous operation and symmetric and asymmetric connectionless data
with time division duplexing (TDD). The Bluetooth special interest group and
the IEEE 802.15 group have defined a variety of Bluetooth network compo-
nents, including station types, service types, connection types, and network con-
figurations. We will look at some of these in this section. The Bluetooth
network does not have an inherent infrastructure, and is more like an ad hoc
network that operates in a personal operating space (POS).The POS is a space
surrounding a typical user with one or more personal communications appli-
ances. Typical values assumed for POS are within 10 meters.

11.3.1.1. Bluetooth Stations. There are two fundamental types of stations,
Master and Slave. A station can be of either or both types.

A master station controls and allocates channel resources. It communicates
with the other stations through point-to-point and point-to-multipoint chan-
nels. A master device has a frequency hopping spread spectrum (FH-SS)
channel allocated to it. A slave station is one that is controlled by a master in
a temporary network configuration called a piconet. A slave station can be
parked when it is not active but is a part of a piconet. A parked slave is syn-
chronized to the master device.

11.3.1.2. Network Configurations. A piconet consists of a master device
synchronized with seven or less active slaves and some parked slaves. Since
each piconet is allocated a unique hopping sequence, two or more piconets
can co-exist. A master of a piconet can also be a slave in other piconet(s). A
slave in a piconet can also be a slave in other piconet(s). Figure 11-2 demon-
strates these configurations. A piconet can exist by itself or be a part of scat-
ternet. Scatternet is a cooperation of piconets made possible by having
common active stations. The piconets in a scatternet are not synchronized; the
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Master 

Slave

Master &  Slave 

Parked 

Figure 11-2. 3 piconets, 3 Masters, 1 Master/Slave and 8 active slaves and 3 parked
slaves. Dotted circles shows transmission ranges of respective piconets.
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inter-piconet communication is possible due to a slave or a master/slave being
part of multiple piconets and due to time division multiplexed transmission.
In Figure 11-2, the master/slave device shown by double shading could com-
municate with in its own piconet during one time slot and with the master of
the other piconet in another slot.

11.3.1.3. Channel Media. The Bluetooth standard is defined over the 
2.4GHz ISM spectrum. It employs a fast frequency hop spread spectrum 
(FH-SS) mechanism to combat interference from other ISM devices, includ-
ing other piconets. A piconet is characterized by a unique FH-SS hopping
sequence. Every packet uses a different frequency channel. The channel
hopping rate is 1600hps. North America, Japan, and most of Europe uses 79
channels. France uses a slightly different part of the (2.4GHz) spectrum with
23 channels. The modulation used is Gaussian frequency shift keying (GFSK)
with a symbol rate of 1Msps. Time division multiplexing is used to divide 
the channel into TDM slots of 625ms, corresponding to a sampling interval 
of Nyquist rate sampled 4kHz analog signal, such as used in 64kbps PCM.
The slots can be used by master or slave in a time division duplexing (TDD)
mode. The standard specifies that the even-number slots are to be used 
by master device and odd numbers by slave devices. All devices are synchro-
nized to the beginning to slots. The synchronization applies only to a single
piconet. Thus there is no need of a system-wide master clock in a system of
multiple piconets.All devices have their own free-running clocks with tick rate
at least twice the slot rate and they synchronize with the master clock for 
each instance of a piconet.4 Due to the synchronous operation of slots,
connection-oriented transmission is possible. Certain slots at regular intervals
are reserved exclusively for synchronous transmission and the rest can be used
in asynchronous connectionless mode. Slot allocation to synchronous or asyn-
chronous transmission is made possible by allocating 27-bit numbers to slots.
The bit rate for the synchronous operation is fixed at 64kbps, whereas it may
vary from below 64kbps to above 720kbps for asynchronous transmission.
The two different types of links are called synchronous connection oriented
(SCO) and asynchronous connectionless (ACL), for obvious reasons. Figure
11-3 shows a relation between bandwidth, FH-SS, channel, slots, and physical
links.

One or more (up to 5) slots carry a packet. A packet has minimum of one
field called access code. Access code carries piconet identification (channel
access code), device identification (device access code) and inquiry informa-
tion (general inquiry~ and dedicated inquiry access code). Packet header (if
included) defines various packet types and carries control information. The
payload is of variable length, from 0 to 2745bits. Figure 11-4 shows the three
fields and their lengths.
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4 Piconets are temporary. Therefore, every time a device becomes part of a piconet it has to syn-
chronize clocks locally.
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Bluetooth defines a number of packet types for link control (four), asyn-
chronous connectionless mode (seven), and synchronous connection-oriented
mode (four).

11.3.1.4. Logical Channels. The logical channels are distinguished by the
functions they perform. The slots are a type of physical channels (so are nar-
rowband frequency channels). SCO and ACL are types of physical links, the
former for connection-oriented traffic and the latter for connectionless traffic.
Connection-oriented-ness requires a prior understanding between the com-
municating devices (master and slave, in this case), whereas connectionless-
ness does not require a prior understanding. Logical channels are needed
when more than one type of information flows among communicating devices,
so that a channel can be used for a certain type of information. Logical chan-
nels are defined within physical channels, so a slot can contain one or more
logical channels. A logical channel can use multiple slots as well. Table 11.2
lists the logical channels defined in Bluetooth. There are two categories of
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… …
Freq.Ch. # 0 Freq.Ch. # 78 

2.4 GHz 2.483.5 GHz 

i k m p a f s h…

… …

Channel sequence allocated to 
a piconet (frequency domain). 

Each letter is a narrowband 
channel number. 

Slot # X Slot # X+1 Slot # X+l Slot # X+i+1 …
TDM slots 

… … 

Time representation 

f

t

Figure 11-3. Relation between bandwidth, channel sequence, and slots.

Access code (68 or 72) Packet Header (0 or 54) Payload 0 or (0-2745) 

one to five slots 

Figure 11-4. Bluetooth general packet format.
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channels; control channels and user channels. Control channels carry control
information to set up piconet, discover capabilities, and set up links. User chan-
nels carry user data.

11.3.2. Bluetooth Network Operation

The baseband layer is responsible for Bluetooth network creation, mainte-
nance, and supervision.The Bluetooth network consists of two or more devices
on an ad hoc basis and ceases to exist when one of the two last nodes leaves
the piconet. Due to the fact that (i) a piconet is started from scratch or is to
be joined, (ii) there are a number of transmission options, and (iii) a number
of functions (e.g., encryption) are provided, there are discovery and capabil-
ity exchange phases in a network operation. In this section, we will look at
network operation for synchronous and asynchronous transmissions. What is
common to all operations is:

• Master is the initiator of the operation.
• All slave clocks must be synchronized with the clock of the master. This

synchronization is only in terms of occurrence of clock edges and not with
reference to some external timing source. The master clock defines the
phase of the frequency channel hopping and timing of the slots.

• Every Bluetooth device is in either one of the two major states (CON-
NECTION and STANDBY), or in one of the seven interim states (page,
page scan, inquiry scan, inquiry, master response, slave response, inquiry
response).
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TABLE 11.2. Bluetooth Logical Channel

Channel Name Purpose Realization

UA user channel Carry user asynchronous (UA) Baseband layer packets.
data, not visible to L2CAP.

UI user channel Carry user isochronous (UI) Same as UA, except that the 
data. higher layer packets are 

timed properly to reflect 
the isochronous nature of 
traffic.

US channel Carry user synchronous (US) Caries over SCO link. No 
data. ARQ for SCO packets.

Link control (LC) Carry low level link control In every packet header except
channel information, such as for the ID packet.

error and flow control.
Link management Carries link management In data packets

(LM) channel protocol information 
between a master and slave.
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11.3.2.1. Access. We assume for the following scenarios that a master will
page a slave to set up a connection. The slave is assumed to be in STANDY
mode. In this mode, a device occasionally scans the channel for a page. Two
types of channels can be used for scanning, namely, predicted hop frequencies
with a period of 1.28s (including just before and after) and a number of wake-
up frequencies. If the slave successfully receives a page (step 1), it responds
exactly 625ms after the beginning of the page message and at the same hopping
frequency on which it received page (step 2). This aligns the initial hoping
sequence and provides a basis for aligning clock to the master’s clock. On
receiving the slave’s response, the master responds with an FHS packet (step
3), which includes the clock information from the master to help slave syn-
chronize to master’s clock. The slave sends an ACK for the FHS packet (step
4).The final packet before the slave goes to a CONNECT state is a poll packet
(step 5), sent by the master to the slave. After this, the slave uses master’s
device access code (DAC) and synchronizes to master’s clock. If a device does
not know which other devices are present in the neighborhood, or wants to
know if a certain device is present, it uses inquiry instead of paging. Figure 11-
5 shows the successful procedure.

11.3.2.2. Link Establishment. Once in CONNECT mode, a Bluetooth
device can be in one of the many modes, such as active mode, sniff mode, hold
mode, or park mode. The link manager protocol (LMP) then can establish a
link. When a connection is established, an ACL link is available by default.
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Figure 11-5. Successful change of state to CONNECT through paging by master.
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ACL is a broadcast link. The master transmits in slots that are used by the
ACL link and all slaves hear the transmission to check if it belongs to them.
If a transmission does not belong to a slave device, it is discarded. Otherwise,
the slave receives the ACL packet.

11.3.2.3. Synchronous Transmission Scenario. In this operation, the
master or the slave can request an SCO link. If the master device requests 
the SCO link, it will send the LMP_SCO_link_req message to the slave. This
message contains the time offset for the first SCO channel slot as well as 
the repetition interval. The slave, on receiving the request, replies with an
LMP_accepted message if the parameters and the request are acceptable to
it. Otherwise, it replies with an LMP_not_accepted message. If a slave requests
an SCO link, then it initiates the request by sending an LMP_SCO_link_req
message to the master. If the master can comply with the request, it replies
with an LMP_SCO_link_req message containing the required link parameters.
On receiving this, the slave replies with LMP_accepted or LMP_not_accepted.
Figure 11-6 shows the timing diagram for the two scenarios. Synchronous 
operation provides the use of three types of voice coding, two PCM-based (m-
Law and A-Law) and the continuously varying slope delta modulation
(CVSD).

11.3.2.4. Asynchronous Connectionless (ACL) Mode. The ACL mode of
transmission is the default mode at the baseband layer. It is used by the link
management layer to set up and supervise SCO. The ACL provides a best
effort delivery capability in the Bluetooth network. L2CAP adds the various
functions to the ACL link. These functions include multiplexing, SAR (seg-
mentation and re-assembly), and group management for upper-layer proto-
cols.With the help of SAR capability of L2CAP, the higher-layer protocols can
send packets of sizes up to 64 kbytes.

The L2CAP is not defined for the SCO in IEEE 802.15.1. L2CAP does,
however, provide both connectionless and connection-oriented services to the
upper layers using the ACL link. For upper-layer protocols requiring QoS, it
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Master Slave Slave

LMP_SCO_link_req 
(Slot offset, period) 

LMP_accepted 

(a) Master 

LMP_SCO_link_req 
(Slot offset, period) 

LMP_accepted 

(b)

LMP_SCO_link_req 
(Slot info invalid0) 

Figure 11-6. SCO link set up. (a) Request initiator: Master; (b) Request initiator: Slave.
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translates the upper-layer QoS requirements into baseband piconet parame-
ters. L2CAP depends on the baseband layer for reliability and does not
provide its own reliability guarantee, such as ARQ.

11.3.3. Bluetooth Summary

Bluetooth is a set of two parallel architectures, one for providing synchronous
connection-oriented service via dedicated slot allocation and the other for pro-
viding symmetric and asymmetric asynchronous connectionless service to best
effort and connection-oriented, higher-layer protocols.

The PHY defines a set of TDM time slots driven from the 2.4GHz ISM
band by employing FH-SS with 1600 hops per second hopping rate and 1Msps
GFSK modulation.The baseband layer above PHY defines the piconet by allo-
cating a unique hop sequence to a master device. With the help of this hop
sequence, other sequences dedicated for discovering devices on the piconet,
and its clock, the master can have up to seven active slaves. There are two link
types defined between master and slaves, by the link management protocol
(LMP). Using these links, the baseband piconet can provide connection-
oriented synchronous service at 64kbps allowing three voice codings (m-, A-
Law and Delta Modulation), and best effort connectionless service for up to
a raw bit rate of 723kbps. The ACL is used by L2CAP to provide packet-ori-
ented services for higher layer protocols with segmentation and re-assembly,
QoS transfer, and group management. Both, connection-oriented and con-
nectionless upper layers, can use the services of L2CAP. For detailed discus-
sion on earlier Bluetooth, the reader is referred to [9] and [10].

11.4. HIGHER DATA RATE PANS (IEEE 802.15.3)

The Task Group IEEE 802.15.3 has specified a high-data-rate WPAN standard
[11] with a standard data rate of 22Mbps and a range from 11 to 55Mbps. The
standard specifies the PHY and MAC for the links in the 802.15.3 piconet.The
piconet is the network configuration defined by MAC sublayer functions. We
divide the discussion into three parts: (1) the network configuration, in which
we discuss piconet, (2) PHY, and (3) MAC. To keep the account brief, we will
use tables to highlight important attributes. Let’s call the 802.15.3 piconet a
high-data-rate piconet (HDR-PN), for reference.

11.4.1. High-Data-Rate Piconet (HDR-PN)

The HDR-PN is defined for low-power devices that require high data rates, in
access of 20Mbps, in close proximity from each other. The devices could be of
any kind in terms of QoS requirements, as the standard has provision for
isochronous and asynchronous transmissions. The HDR-PN is establish on ad
hoc basis, just like the Bluetooth piconet. However, it can consist of a single
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device, a feature not present in IEEE 802.15.1 piconet. The piconet has a hier-
archical configuration, with vertical as well as lateral hierarchies. In the verti-
cal hierarchy, two adjacent piconets have a parent/child relation. In lateral
hierarchy, the relation is essentially that of neighbors. With the help of the
neighbor piconet concept, the HDR-PN can establish a relation with a piconet
using a different standard or protocol. There are two generic device types
defined, the piconet controller (PNC) and piconet device (DEV). A piconet
can have only one PNC and up to 243 DEVs.

11.4.1.1. Piconet Controller (PNC). The PNC provides access control with
QoS by generating the basic timing for the participating devices. It has a
piconet ID (PNID) that uniquely defines the piconet controlled by the PNC.
It allocates device IDs (DEVID) to the devices participating in its piconet. A
PNC propagates information about its piconet through a beacon. Alterna-
tively, any device that generates this beacon is a PNC.

11.4.1.2. Piconet Device (DEV). The DEV is a device that is a member of
a piconet and is controlled by a PNC. A DEV in one piconet can be a PNC
of a child piconet. A DEV can either associate with a piconet or start its own
piconet.

11.4.1.3. Piconet Hierarchy. There are four types of piconets defined by
802.15.3 specifications. These are (1) independent piconet, (2) parent piconet,
(3) child piconet, and (4) neighbor piconet. A piconet that does not have any
relation with another piconet is called an independent piconet. If a piconet
has a member DEV with its own piconet, then it is called a parent piconet.
The piconet that the member DEV controls as PNC is the child piconet. A
neighbor piconet is autonomous from the parent piconet and has its own asso-
ciation and security procedures. It depends on the parent piconet only for a
private channel time allocation (see MAC for this). The PNC of a neighbor
piconet is not a member of parent piconet. Figure 11-7 shows the hierarchy.
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PNC

DEV

DEV+PNC 

Independent piconet. 

Parent piconet. 

Child piconet. 

Neighbor piconet. 

Channel time allocation 

Figure 11-7. Piconet hierarchy for IEEE 802.15.3. A neighbor piconet does not have
to be 802.15.3 based.
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11.4.2. Medium Access Control (MAC) Layer

In this section, we will summarize the functions provided by the IEEE 802.15.3
MAC. The objectives of the MAC sublayer include multimedia capability, fast
configuration of piconets, efficient use of resources, and security. Multimedia
capability is provided by allowing reservation for delay-sensitive data, secu-
rity is provided by having encryption option for data, efficient use of resources
is provided by having contention-based access for best-effort data, and fast
configuration of piconets is provided by a number of procedures for adding,
removing, and changing the status of a device in a piconet. Due to the ‘unbal-
anced’ nature of piconet, a set of commands and responses is used to invoke,
provide, and report various MAC functions.

11.4.2.1. MAC Superframe. All MAC communications between PNC and
DEVs is timed through the MAC superframe, shown in Figure 11-8. A super-
frame is of variable length and can be up to 65.535ms in resolution of 1ms.

11.4.2.2. Beacon. Beacon is the timing and command link between PNC and
DEVs. It is sent by the PNC and all DEVs are its recipients. It uses a variable
number of information elements (IE) for commands, in addition to carrying
the piconet synchronization information. This information is organized in a
frame called beacon frame.

11.4.2.3. Contention Access Period (CAP). CAP is used for carrying 
commands and asynchronous data, if present. A DEV trying to transmit a
packet in CAP follows a carrier sense multiple access with collision avoidance
(CSMA/CA) mechanism. This method consists of a backoff timer and some
interframe space (IFS).The actual value of IFS depends on the type of packet,
and could be one of the four, in increasing order: (1) minimum-IFS (MIFS),
(2) short-IFS (SIFS), (3) backoff-IFS (BIFS), and (4) retransmission-IFS
(RIFS). The BIFS is required for every data packet transmission. A random
value is generated every time a BIFS timer is to be set. Its limit is increased
in case an ACK is not received for a transmitted packet.

11.4.2.4. Channel Time Allocation Period (CTAP). CTAP is used for com-
mands, isochronous, and asynchronous data. It includes channel time alloca-
tions (CTAs) and management CTAs (MCTAs). MCTAs are for commands
and requests. A PNC may use an MCTA for sending commands to DEVs. A
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Figure 11-8. IEEE 802.15.3 superframe.
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DEV may use an open MCTA to send a request to PNC using slotted
ALOHA. The CTAs are allocated to individual DEVs and are guaranteed in
terms of start time. This allows a DEV to transmit a time-sensitive data packet
during the reserved CTAs.

11.4.2.5. Private CTA. A private CTA is not used for communication of data
from DEVs to PNC. It is used for signaling information, such as to create a
dependent piconet by a DEV. The private CTAs have the same device ID
(DEVID) as source, as well as destination. Table 11.3 lists some of the func-
tions provided by the MAC sublayer.

11.4.3. IEEE 802.15.3 Physical Layer (PHY)

This standard is specified for the 2.4GHz ISM band. Another PHY specifica-
tion for the ultra wideband (UWB) is currently being considered by the task
group IEEE 802.15.3a. We will have a separate section on it. In this 
section, we describe the salient features of PHY for 802.15.3 in the form of
Table 11.4.
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TABLE 11.3. IEEE 802.15.3 MAC Sublayer Functions

Function Name Purpose How It Is Provided

Piconets Start and manage A range of piconet services.
piconets.

Channel access Allow DEVs to get CTA reservation requests 
channel resources. (slotted ALOHA) and 

contention  (CSMA/CA)
Channel timing and Synchronize PNC with Superframe.

synchronization DEVs. Transmit/receive 
isochronous traffic.

Fragmentation Send large higher layer Any DEV can fragment MSDUs.
PDUs.

Acknowledgement Reliability Three mechanisms; no-ACK,
Imm-ACK (for immediate 
ACK) and Dly-ACK (delayed 
ACK).

Interference Reduce interference Either be part of the interfering 
mitigation from other 802.15.3 piconet, change channel, or 

piconets. reduce power.
Multi-rate support Support PHy with Commands between DEV and 

multiple rate. PNC to discover available 
rates.

Power management Control interference and By defining four power modes.
prolong battery life.
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2 3 4 5
Frequency (GHz)

802.11a
HiperLAN

Satellite
Future

Bluetooth
802.11b
HomeRF

PCSGPS

–41.3
dBm/MHz

Figure 11-9. Relative power density of UWB [7].
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Figure 11-10. The thinner pulses have greater bandwidth.

11.5. ULTRA WIDEBAND (UWB) SPECTRUM

The ultra wideband spectrum ranges from 3.1GHz to 10.6GHz for license-
free operation in the United States.Any spectrum with a bandwidth of greater
than 1.5GHz can be regarded as UWB [7]. The 3.1–10.6GHz spectrum has
been used in military communications and by law enforcement devices.
Recently, the U.S. FCC allowed the use of this spectrum for commercial off-
the-shelf products with three potential applications: (1) high-resolution image
communications at short distance, (2) high-speed personal communications
systems, and (3) vehicular radar and other measuring devices. The short dis-
tance is assured due to the low power regulation (-41.3dBm per MHz). Figure
11-9 [7] shows the relative power consumption of UWB with some other wire-
less technologies used in WLAN and WPAN standards.

The real power of UWB is in the possibility of thin baseband pulses used
without carrier modulation. Figure 11-10 shows the relation between the band-
width and ‘thin-ness’ for a pulse function; the thinner a pulse, the higher is the
bandwidth it carries. Alternatively, the broader the available bandwidth, the
thinner is the possible pulse.

With UWB, communication systems using pulses of durations from 0.2ns
to 1.5ns are possible [6]. This has two important implications. First, the 
pulses reaching a receiver from reflections can be easily distinguished from
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the one arriving through line of sight (see Figure 11-11).5 In other words,
a RAKE receiver with appropriate number of fingers can solve the multi-
path problem in a UWB wireless system. Second, spread spectrum technology
can be used at the baseband pulse level as a multiple access scheme with
extremely low level pulse, virtually undetectable without the spread spectrum
code.

Since the wavelength at this frequency range is very small, the UWB signal
is not reflected from many surfaces and penetrates through them. This also
means that if UWB is used for location services, the signal can give correct
location of hidden objects within centimeters of the object.

One very interesting application of UWB is that it can be the ‘killer appli-
cation’ for high-speed cellular networks. Companies can install UWB base sta-
tions in large buildings. Phones inside a building use a UWB connection. The
UWB base station communicates with the cellular network base station (node
B for W-CDMA) through a high-speed channel with all the building traffic
multiplexed in it. Figure 11-12 shows this concept.

11.5.1. UWB PHY for IEEE 802.15.3a

The IEEE TG 802.15.3a is working [13] to come up with PHY specs for the
WPANs with very high data rates (in excess of IEEE 802.15.3) using UWB.
The objectives of the group include [6]:

• Data rates: 110Mbps to 480Mbps;
• Range: 10m or less (4m, 2m);

ULTRA WIDEBAND (UWB) SPECTRUM 291

Transmitted pulse

Received pulse and 
its reflections.

wideband

narrowband

Figure 11-11. Broader pulses (narrowband) overlap when received through multipath.

5 The major source of multipath is eliminated due to the fact that UWB is not reflected from the
walls.
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• Co-located piconets: 4;
• Maximum transmitted power ratings: 250mW, 100mW, less;
• Cost: Comparable to Bluetooth.

The Task Group received a number of proposals. Successive voting brought
the number down to 2, one based on OFDM and the other based on DS-SS.
In the following, we will summarize each.

11.5.2. DS-UWB (Direct Sequence—Ultra Wideband)

The DS-UWB uses the two parts of the spectrum for two bands of operation,
with either one implemented in a UWB device. The bands are defined in 
the ranges 3.1–4.85GHz and 6.2–9.7GHz, effectively eliminating the inter-
ference from the license-free U-NII. Figure 11-13 shows these bands. Each
band can support up to six (6) piconets, assuming each piconet will use 
one channel. There are a total of 12 channels, numbered 1 through 12. Support
for channels 1 through 4 is mandatory and support for channels 5 through 
12 is optional. DS-UWB is based on the familiar direct-sequence spread 
spectrum technology, tested in two generations of cdma cellular systems.
A variable chip rate (1 through 24) provides the capability of a range of 
data rates.

11.5.2.1. Modulation. Binary phase shift keying (BPSK), with each BPSK-
symbol consisting of a number of chips, is employed. The chips are baseband
UWB pulses. The pulse shape is root-raised cosine, as shown in Figure 11-14.
Table 11.5 summarizes the PHY proposal.

292 WPANS AND UWB COMMUNICATIONS

UWB inside
the building

High-speed
3GPP/2 link

Figure 11-12. UWB can be used to multiplex a number of cellular devices signals from
a large building.
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11.5.3. Multi-Band OFDM PHY Proposal

Supported by a number of big companies [4] (Intel, Microsoft, Texas Instru-
ments, etc.), this proposal originally divided the spectrum into four band
groups, three of which could be used for 802.15.3a PHY. Each band had a
bandwidth of about 528MHz, giving a total of 1.584GHz, thus meeting 
the requirement for UWB definition. The division of bands is shown in 
Figure 11-15.

Band group #1 is the lowest band and #4 is the highest (rightmost) band.
OFDM is used in each band. In a later update, more bandwidth was added on
the right side (higher band). The resulting plan has five groups, each band
group having three bands except the group #5, which has 2 bands, as shown in
Figure 11-16. This results in a total of 14 multibands across the UWB spec-
trum, divided into five band groups. For band groups 1 through 4, four logical
channels per group are defined, based on time-frequency code (TFC). Of
these, band group number 1 is mandatory, requiring all piconet controllers
(PNCs) and devices (DEVs) to be able to send or receive beacons in this band.
Four time frequency codes (TFCs) can be employed in order to have four co-
existent piconets, thus meeting the 802.15.3a minimum requirement. In order
to leave the flexibility of world-wide spectrum allocations, bands can be turned
on/off dynamically.

ULTRA WIDEBAND (UWB) SPECTRUM 293

3.1 GHz 4.85 GHz 6.2 GHz 9.85 GHz 

U-NII Interference 

UWB range 

Figure 11-13. Relation between UWB band and the proposed bands.

time 

Figure 11-14. Root raised cosine pulse shape.
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Table 11.6 summarizes the OFDM process as given in the actual presenta-
tion by the proposing group.

Receiver sensitivity is -80.5dBm for 110Mbps, -77dBm for 200Mbps and
-72.7dBm for 480Mbps rates. There are some concerns about the FCC inter-
ference limitations that are under study at the time of this writing.

For a channel model for UWB, the reader is referred to [3] and the refer-
ences in it. For UWB application in data communications, refer to [2] and the
references contained in it. For a detailed treatment of multi-carrier CDMA
and its application to UWB, refer to the slides [1].

11.6. LOW DATA RATE WPANs (LR-WPANs) AND IEEE 802.15.4

IEEE 802.15.4 standard [14] specifies the low-rate version of the WPANs.
The target appliances range from very small level (e.g., for sensors), ultra-
low power personal devices to toys in the personal operating space (POS).
The standard specifies the physical layer (PHY) and medium access control
(MAC) sublayer. One of the main differences between LR-WPAN and other
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3.168 4.752 6.336 9.504 GHz 

U-NII Interference 

UWB range 

7933 

Figure 11-15. OFDM PHY multibands.

3432 10.296 GHz 

U-NII Interference 

UWB range 

Figure 11-16. OFDM PHY multiband with five band groups. Frequencies shown are
central frequencies at the first and the last band.
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802.15 committee standards is that in 802.15.4, peer-to-peer communication is
allowed. Table 11.7 lists distinguishing features of a LR-WPAN.

11.6.1. Network Configuration

The LR-WPAN consists of two types of devices with respect to the extent of
functionality and two topologies. The two device types are full-function device
(FFD) and reduced-function device (RFD). There are three types of devices
in terms of their role in the network; (1) PAN coordinator (must be a FFD),
(2) coordinator (must be a FFD) and (3) device (could be either FFD or RFD).
A LR-WPAN is a PAN that requires at least one FFD and zero or more RFDs.
The RFD can’t act as a PAN coordinator or coordinator. The two topologies
are star and peer-to-peer. In star topology, a PAN coordinator controls all
communications among the devices and controls the entry and exit of other
devices to and from the PAN. The devices communicate through the PAN
coordinator. In a peer-to-peer network, every device is free to communicate
with any other device directly. A peer-to-peer PAN also has a coordinator, but
the traffic is not required to be sent through the coordinator in this configu-
ration. The devices can extend beyond the transmission range of each and a
routing protocol, such a dynamic source routing (DSR), can be used to route
packets from one end of PAN to another. Figure 11-17 shows the concept of
two topology types.

11.6.1.1. Star Topology. Each PAN in a star topology is identified by a
unique PAN ID. The PAN coordinator uses this ID to communicate with
devices (FFDs and RFDs) associated with the PAN. A PAN is independent of
other PANs existing concurrently. The process of forming a star PAN starts
with a FFD scanning a list of specified channels. A device can use any one of
the three scan procedures, each carried in specified logical channels. A FFD
can use active scan to set up a new PAN and become PAN coordinator. In this
case, it will obtain a PAN ID through the active scan procedure. Active scan

LOW DATA RATE WPANs (LR-WPANs) AND IEEE 802.15.4 297

TABLE 11.7. LR-WPAN Features

Feature Comment

Range 10m (POS)
Data rates 20, 40, 250kbps
Applications Toys, sensors, low-power personal devices.
Network configuration Star and peer to peer
CSMA/CA based channel access For best-effort data.
Guaranteed time slots (GTS)s For delay-bound data.
ISM bandwidth 2.4GHz (16 channels), 915MHz (10 channels)  

and 868MHz (1 channel)
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can also be used by a FFD to search for an existing PAN in its area of POS.
A passive scan can also be used for this latter purpose. An orphan scan is used
by a device to relocate its coordinator after it has been disconnected with it.
Once a coordinator receives an orphan scan, it can realign the orphan device
with its list of PAN devices by making appropriate checking. An example sce-
nario for star topology is the home appliances.

11.6.1.2. Peer-to-Peer Topology. The peer-to-peer networks are general
topology networks that have a mesh of links, as shown in Figure 11-17. The
standard provides a mechanism for expanding the network coverage by
making cluster trees of peer-to-peer clusters. A cluster tree is a hierarchical
configuration at the heart of which is a piconet with a PAN coordinator. If a
PAN coordinator decides to make a cluster tree, it becomes the cluster head
(CLH) and it selects one of its FFDs to start another cluster. It chooses a
cluster ID of zero and sends beacons to its neighbors announcing the forma-
tion of a cluster. Another device can request the PAN coordinator if it could
join as a CLH. If the request is accepted, the PAN coordinator adds the
requesting device (e.g., the FFD) as a child and the requesting FFD adds the
PAN coordinator as a parent. Since the new device is also a CLH, it can form
its own cluster by sending beacons. In this way, the PAN started from a single
FFD (now with CID = 0) can be extended indefinitely. Figure 11-18 shows the
process.The figure shows a cluster in which a cluster head is a child of a parent
cluster head. In terms of attachment, a new cluster head could be attached to
a device other than the CLH of the parent cluster. But, since this is peer-to-
peer networking, the actual communication occurs in a mesh topology, and not
a hierarchical mechanism.

11.6.2. LR-PAN Physical Layer (PHY)

In this section, we will briefly describe the PHY of the IEEE 802.15.4. There
are two PHYs specified, at 2.4GHz ISM band and at the 900 ISM band
(915/868MHz). The fundamental job of the PHY is the transmission and
reception of signals. In OSI-RM terminology, it provides services to the MAC

298 WPANS AND UWB COMMUNICATIONS

FFD 

RFD 

Peer-to-peer topology Star topology 

PAN coordinator 

coordinator

Figure 11-17. Two network topologies in LR-WPAN.
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by exchanging MAC PDUs with peer PHY. Like any modern network archi-
tecture, the LR-PAN PHY provides an array of services with the help of many
functions specified. These include clear channel assessment (CCA) to MAC
sublayer, link quality indicator (LQI) to determine clarity of the channel,
energy detection, channel frequency selection and activation/deactivation of
transceivers. Table 11.8 lists characteristics of the PHY.

11.6.3. LR-PAN Medium Access Control (MAC)

The LR-PAN architecture is shown in Figure 11-19. The MAC has interfaces
with the service specific convergence sublayer (SSCS) for conforming the
MAC PDU to logical link control (LLC) sublayer, such as IEEE 802.2. Also,
it interfaces with the upper layer protocols to provide services to routing and
application layers.

11.6.3.1. MAC Features. The MAC sublayer provides a number of services
including:

• Beacon management for creating and controlling PANs;
• Channel access for best effort and time-bound data;
• GTS (guaranteed time slot) management for delay bound data;
• Reliability services for frame validation and acknowledgement;
• Association and disassociation for managing PANs; and
• It also provides security hooks to application layer protocols.

11.6.3.2. Synchronization and Data Transfer. The MAC sublayer provides
both contention-free and contention-based access. It does so by optionally
defining a superframe to allow a PAN coordinator synchronize itself with the
PAN members. The superframe has several parts, discussed below.
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RFD 

FFD 

CLH 

PAN coordinator 
CLH 

CLH 

CLH 

Figure 11-18. Peer to peer networks can be used to extend the coverage through
cluster trees.
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11.6.3.3. Beacons. The superframe is bounded by beacons. During the
beacons the listening devices can synchronize to the coordinator of their PAN.
A superframe is identified by a beginning beacon. Therefore, a coordinator
who decides not to use superframe option turns off the beacon. Beacon uses
first of the 16 slots of equal duration, as seen in Figure 11-20.

11.6.3.4. Active and Inactive Portions. The superframe may have active
and inactive portions. The active portions are used for transmission while the
coordinator goes to a low power mode during the inactive portion.

11.6.3.5. Contention Access Period (CAP) and Contention-Free Period
(CFP). The contention access and contention-free periods are provided by a
coordinator by allocating parts of the active superframe portion. During CAP,
a device can attempt transmission of data packet using slotted CSMA/CA.
However, during CFP, only a device that is allocated the guaranteed time slots
(GTS) can transmit only in those slots.

11.6.4. Data Transfer Modes

In order to accommodate star and peer-to-peer topologies, three data modes
are defined in MAC sublayer; from coordinator to device, from device to co-
ordinator, and peer-to-peer. The star topology employs the first two, while a
peer-to-peer network can use all the three modes since there is a coordinator
in a peer-to-peer network as well.
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Figure 11-19. Protocol architecture of the IEEE 802.15.4 device.
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Figure 11-20. Superframe with CAP and CFP.
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A superframe is optional, thus data transmission is possible for two cases,
namely, when a superframe is defined by the coordinator and when a super-
frame is not defined. Random access in the former case is provided by a slotted
CSMA/CA mechanism, in which all transmission attempts are made on slot
boundaries. In the case of no superframe, CSMA/CA is employed without time
slots (asynchronously). Figures 11-21 and 11-22 show the three data transfer
modes for the two cases, Figure 11-21 for the case of a superframe defined and
Figure 11-22 without a superframe.

11.6.5. MAC Frames

LR-PAN MAC defines four frame types.

1. Beacon frame is used in superframe communication. It carries network
identification and synchronization information. If a frame contains guar-
anteed time slots, it carries the information about their allocation.
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Coordinator Device 
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Coordinator Device

Beacon 

Data request 
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Acknowledgement 

Data 

(a) (b)

Figure 11-21. (a). Sending data to the coordinator with beacon. (b). Receiving data
from the coordinator with beacon.
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Acknowledgement 
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(a) (b)

Figure 11-22. (a). Sending data from the coordinator without beacon. (b). Receiving
data from the coordinator without beacon.
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2. Data frame is used for data transfer of all kinds.
3. Acknowledgement frame is a short frame that carries a sequence number

and FCS fields to ACK data frames. The acknowledgement frames
bypass the CSMA/CA mechanism and are sent with priority.

4. Command frames are used for various MAC commands. Its payload con-
tains command type and data.

11.6.6. MAC Security

The MAC sublayer also provides a secure mode of transmission in which four
functions provide secure exchange of frames between peer MAC entities.
These functions are: (1) access control, (2) data encryption, (3) frame integrity
and (4) sequential freshness.

11.7. SUMMARY

Even though Bluetooth has an identifiable set of applications not clearly
handled by WLANs, it has two problems, both relating to its scalability. First,
it is too slow for many short distance (personal operating space—POS) appli-
ances used in every home, such as connections between video and television.
Second, it is too complex for simple toys and sensors. The first problem is fixed
by IEEE 802.15.3, high data rate WPAN by defining PHY and MAC in tens
of Mbps. The UWB option to be specified in 802.15.3a is going to raise the
rate further up to hundreds of Mbps in addition to the capability of passing
through walls from one room to another. The latter, that is, scaling down capa-
bility, is to be provided by IEEE 802.15.4 low-rate PAN, which are to provide
from below 25kbps to above 200kbps. These rates are provided by a low-
complexity, ultra-low power standard suitable for toys and sensors.

Work on UWB will continue well beyond IEEE 802.15.3a because of the
variety of ways it can be applied in its own scope and as an additive to other
existing wireless technologies. In reference to 802.15.3a, the latest on the DS-
UWB proposal has come in the form of a compromise to let DS-UWB and
multiband-OFDM PHY co-exist with a common signaling mode (CSM). The
IEEE 802.11 has tried a similar concept, by allowing three PHYs in the orig-
inal standards, and has resulted in having only one dominant candidate, the
DS-SS. However, in IEEE 802.11 DIFR and FH-SS don’t co-exist with DS-SS.
So the exact balance of DS-UWB/MB-OFDM is unknown at this time.
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CHAPTER 12

BROADBAND WIRELESS 
ACCESS (BWA)

For an all-IP wireless network, covering an area as large as a country or a con-
tinent, the fixed wireline networks can provide an excellent backhaul network.
As long as there is wireless access mechanism available to a wireless or to
mobile wireless terminals, the rest of the detail is not important. The access
network can be provided by WPANs within a very short area, WLANs within
a much larger area than the WPANs, and by cellular access architecture for
the wide area case. The wireless access, however, is not required for mobile
user only. Due to the fact that wireless access networks can be deployed with
much less infrastructure than the wired counterparts, they are a prudent choice
even for fixed user locations. Much of the network cost in all telecommunica-
tions networks is due to the subscriber access network. The cost is enhanced
due to the requirement of reaching each subscriber individually. Areas with
sporadic population density are especially hard to provide access services
through wire because of the distances among various subscribers and the con-
sequent reduced return on the infrastructure cost.

Wireless local loops (WLLs) have been used for PSTN to substitute for
wired subscriber’s loop in this situation. These loops have also been termed as
last-mile technology1. These loops have been designed by using all kinds of
infrastructure technologies, ranging from new terrestrial technologies, through
the cellular networks to satellite loops. For broadband Internet access, a tech-
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1 The fact of the matter is that this is not just last mile, but also the first mile.
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nology like the WLL is imperative because the only other wireless alternative,
that is high-speed cellular networks, have been designed for more generalized
applications, with stringent requirements for mobility management. Also, due
to the fact that the access networks for cellular systems have evolved from
GPRS and other 2.5G systems, the call control mechanisms are too complex
for a simple point-to-point (uplink) and point-to-multipoint (downlink) con-
nections. The wireless metropolitan area networks2 (WirelessMANTMs) are
projected to fill this spot. The IEEE Working Group (WG) 802.16 was set 
up to recommend specifications for WirelessMAN in a rather wide rage of
microwave spectrum of 10–66GHz, covering many existing standards, for
example, LMDS (local multipoint distribution system). The group came up
with the MAC and PHY specs for this microwave spectrum as IEEE 802.16.
Later on, an extension group IEEE 802.16a added specifications for the
WMAN at 2–11GHz by appropriately amending the MAC and PHY specifi-
cations of the IEEE 802.16. This covered some other existing standards, or
standards in the waiting, such as MMDS (multichannel multipoint distribution
system). Figure 12-1 shows the hierarchy of various wireless networks in terms
of coverage.

Earlier, the European DAVIC (digital audio visual council) had published
specifications for some broadband digital loops [1] including LMDS at 28GHz
for line-of-site applications.Also, MMDS at frequencies below 3GHz has been
projected to provide digital access streams to broader distances. Besides the
EU, other regulating agencies in countries, including the United States, South
Korea, and Canada also allocated spectrum for LMDS and MMDS. Addi-
tionally, ETSI’s broadband access infrastructure has HIPERACCESS speci-
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Figure 12-1. Wireless network hierarchy in terms of coverage.

2 WirelessMANTM is a trademark of the IEEE.
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fied for the broadband access family of standards called BRAN (broadband
radio access network).

In this chapter, we will have a look at the IEEE 802.16 and 802.16a speci-
fications for BWA. A Working Group, IEEE 802.20, is also looking up at the
mobile WBA (MWBA) at 3.5GHz for speeds exceeding the vehicular range.
We will have a few words about that, too.

12.1. LINE-OF-SITE (LOS) AND NON-LINE-OF-SITE (NLOS) SYSTEMS

The division of spectrum from 2–66GHz between two parts (2–11 and 10–
66GHz) is mainly referred to as requiring LoS (latter) or not requiring LoS
(former) communications.This is more of a consequence of having short wave-
length in the case of frequencies above 10GHz. Due to the short wavelengths,
signals at these frequencies don’t get reflected from buildings and foliage.
Therefore, if there is no direct LoS communications, the signal is unlikely to
reach the receiver. At these frequencies, the signal is also absorbed relatively
more by humidity. In fact, the path loss is directly proportional to the a power
of the frequency, where a is called path loss exponent. Thus, if the loss is pro-
portional to 10a. log( f), the signal coverage is severally limited at higher fre-
quencies. As shown in Figure 12-2, for a range of frequencies between 2GHz
to 64GHz, the term 20log(f), with a = 2, has a range of 30dB. This translates
directly into the coverage area. A second implication, due to lack of reflec-
tions is shown in Figure 12-3. In this figure, a signal reaches the receiver
through three ways, direct (LoS), reflection from a wall and reflection from 
a tree.

This allows for a rake receiver design that will collect a given number of mul-
tipath signals and combine them into one (multipath diversity). At lower part
of the spectrum (2–11GHz), multipath diversity is possible to exploit due to
reflections, while at higher parts, it is not. Therefore, designing systems and
network protocols for wide ranges of frequencies is challenging and one should
expect more than one solution for such a wide range of spectrum.
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For higher spectrum values, absence of multipath means that the received
signal will be weaker in general and the coverage area shorter. However, there
are benefits for not having multipath diversity and the incapability of provid-
ing mobility related service. These benefits are seen in reduced receiver com-
plexity at the subscriber side as well as base station. With no mobility-related
infrastructure, a base station can easily manage more than one cell, resulting
in savings as compared to using one base station per cell.

12.2. EFFECT OF ANTENNA TYPE

The received signal statistics can also be a strong function of antenna type and
positioning.As reported in [2], by varying the directivity and height of antenna
for LMDS system, one can get a variety of channel statistics. Table 12-1 lists
various channel models resulting from changes in antennas.

Each of these channel models requires a specific type of receiver design for
a given performance level.

Among other things, the above discussion shows that the higher level of
spectrum (above 10GHz) is not suitable for wireless systems that require
mobility of the user.Therefore, this spectrum has been allocated for fixed wire-
less access where very high data rates are required, such as digital video broad-
cast systems.
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Figure 12-3. Multipath results in more signal energy arriving at the receiver.

TABLE 12.1. Channel Models for Various Antenna Heights and Directivity

Antenna Directivity Antenna Height Channel Model

Omni-directional at the receiver (at least) Below obstacles. Rayleigh
Omni-directional at the receiver (at least) At least one above Ricean

tobstacles, LoS exis
Directional high-gain LoS Lognormal
Either LoS and multipath Nakagami-m
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12.3. BWA SPECTRUM

Bandwidth for MMDS has been allocated at the lower part of the 2–66GHz
‘slab’. Table 12-2 shows the allocations as per Ref. [3]. The coverage area for
this spectrum ranges anywhere up to 50km3.

The allocations for LMDS in the United States are primarily in 28GHz and
31GHz locations of the RF spectrum. Table 12-3 lists worldwide allocations
for LMDS. HIPERACCESS, which is one of the four BRAN standards, also
covers a broad spectrum.As mentioned in a letter of Liaison [5] by the BRAN
Chair to the Chair of ETSI-ERM, the major spectrum requirement for
HIPERACCESS (now this part is referred to as HIPERMAN) is around 
3GHz, but small pieces are required in a much broader range. The various 
categories of HIPERACCES spectrum as laid out in [7] are shown in 
Table 12-4.

12.4. BRAN VERSUS WIRELESSMANTM

The BRAN spectrum of 2–66GHz, too, is viewed as 2 parts, one for the LoS
access (HIPERACCESS) and the other, lower band, for NLoS access
(HIPERMAN). The IEEE and the ETSI are working on harmonizing the two
suites of standards. Figure 12-4 shows a comparison as per [8]. Figure 12-5
shows their scope in the ETSI BRAN family.
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TABLE 12.2. MMDS Allocation

Country/Region MMDS Spectrum (GHz)

USA 2.5–2.686
Europe 3.3–3.6
Japan 3.4–3.6

TABLE 12.3. Worldwide Allocations for BWA4 [4]

Country/Region MMDS spectrum (GHz) Comment

USA 24 (DEMS), 28, 31, 38 Canada too except 25–27 
for 31.

Europe (Germany, 26 (ETSI) France: 27.5–29.5,
Netherlands Norway, UK: 10GHz (ETSI)
Spain)

Japan and South Korea 25–27 Japan also 38 and 18–24.

3 The actual coverage is highly subject to the propagation environment and condition. It may go
well above 50km [6] claims a range of 100km for MMDS.
4 This table should be checked for any changes.
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TABLE 12.4. BRAN Broadband Access Spectrum

Spectrum (GHz) Comment

3.41–3.6 The big chunk. Draft FWA recommendation.
10.15–10.3/10.5–10.65 (Two way) Draft FWA recommendation.
24.5–26.5 Draft FWA recommendation.
27.5–29.5 Draft FWA recommendation. LMDS band
31.8–33.4 Draft FWA recommendation. (Possible candidate)
40.5–42.5 Draft revision of ERC/DEC/(96)05.
42.5–43.5 Draft revision of ERC/DEC/(96)05. sharing with radio 
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Figure 12-4. Feature comparison of IEEE and ETSI BWA standards.
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Figure 12-5. HIPERACCESS and HIPERMAN form part of ETSI BRAN family.
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The HIPERMAN and IEEE 802.16a were developed with reasonable coor-
dination. However, HIPERACCESS and IEEE 802.16 standards do not share
enough to be easily interoperable.

Since the interoperability is not at issue due to the disjoint nature of the
access networks, the standardization and liaison efforts are centered around
international trade and manufacturing realties rather than the technical issues.
There is more coordination at the 2–11GHz level (802.16.1a versus HIPER-
MAN). Table 12-5 [9] highlights some more differences between 802.16 and
HIPERACCESS.

Harmonization of IEEE 802.16 efforts have resulted in representations
from many countries in meetings of the IEEE 802.16 WG and its task groups.
An interoperability forum for IEEE 802.16 (WiMAX) is set to make inter-
operability profiles.

12.5. IEEE WIRELESSMANTM

The IEEE WirelessMAN consist of two parts, a base standard [10] for the
10–66GHz range and an enhancement [11] for 2–11GHz. In this chapter,
we may also use the notation WMAN for IEEE 802.16 WirelessMAN 
and eWMAN for its enhancement (2–11GHz) specified as IEEE 802.16a.
We will discuss the network components, layout, architecture, the medium
access control (MAC) and associated sublayers, the physical layer (PHY).
For details on hardware level, reader is referred to Ref. [12], available on the
web.
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TABLE 12.5. IEEE 802.16.1 versus ETSI HIPERACCESS [9]

Standard Attribute HIPERACCESS 802.16.1

Access FDD (primary), TDD (for Mode A: FDD
unpaired bands) Mode B: FDD/TDD

TDMA/TDM (downlink) TDMA + DAMA (uplink)
TDM/TDMA (downlink)

Canalization schemes 28MHz 20–40MHz or
14MHz possible in uplink 25–50MHz

Modulation schemes 4/16-QAM + 64-QAM as Mode A: QPSK + 16-QAM
option (downlink) as option

4-QAM + 16-QAM as Mode B: QPSK/16-QAM +
option (uplink) 64-QAM as option

Capacity (Mbps 60 (downlink), 30 (uplink) 16, 20, 32, 40 Mbauds for 20,
unless otherwise Symmetrical capability 25, 40 and 50MHz 
specified) although instantaneous channels, respectively.

traffic need not be 
symmetrical.
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12.5.1. WirelessMAN Station Types

The WMAN defines two types of stations, a base station (BS) and a sub-
scriber’s station (SS).

12.5.1.1. Base Station (BS). The base station controls and manages the 
connection. It sends data on the downlink in channels allocated to various sub-
scribers. A base station can cover multiple cells (sectors) with the help of 
sectored antennas. In a point-to-multipoint (PMP) configuration, the down-
link is multipoint. Each base station is configured with a 48-bit MAC address.
The first 24 bits of this address identify the operator.

12.5.1.2. Subscriber’s Station (SS). A subscriber’s station is a terminal
that communicates with the base station (BS). It sends data on the uplink,
which is point-to-point in a PMP network configuration and either point-to-
point or point-to-multipoint in a mesh topology.All SSs within the same sector
and frequency channel receive the same downlink information. The 48-bit
IEEE 802 MAC address uniquely identifies a SS.An SS could be a packet data
or multimedia terminal with a range of transmission rate capabilities.

12.5.2. Network Topologies

The WMAN has a point-to-multipoint (PMP) configurations, in which a BS
can send data and control information to many SSs while an SS can com-
municate to BS through the allocated or contention based resources. In the
optional mesh topology of eWMAN, SSs can communicate directly, thus
paving the way for multihop communications. Figures 12-6 and 12-7 show the
two topologies.

In addition to the simplified Figures 12-6 and 12-7 layouts, the 802.16
network has many other potential applications. As mentioned in [12], these
applications range from fractional T1 carrier for small businesses, DSL to res-
idential and home offices, full T1 for businesses, backhaul network for cellu-
lar systems and wireless backhaul for a constellation of Wi-Fi hotspots. The
cell radius could vary anywhere from one km to more than 10km, depending
on the carrier frequency.
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Figure 12-6. Mesh topology showing connections of just one user premises.
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The SS, when initialized goes through the following steps in a PMP 
topology:

1. Scan for downlink channels.
2. Establish synchronization with the BS.
3. Obtain transmit parameters from a downlink map.
4. Perform ranging.
5. Negotiate basic capabilities.
6. Performance authorization and key exchange for encrypion.
7. Perform registration.
8. Establish IP connectivity.
9. Establish time of day.

10. Transfer operational parameters.
11. Setup connections.

In the mesh topology, the concept of neighborhood (one-hop distance) and
extended neighborhood (neighborhood of neighbors) and the need for coor-
dination (even for BS) makes communication infrastructure both, more 
powerful and more complex. The SS, when initialized in a mesh topology goes
through the following initialization steps:

1. Establish coarse synchronization by scanning the network.
2. Obtain network parameters.
3. Open a channel called sponsor channel. The sponsor channel is a tem-

porary schedule setup by a sponsoring neighborhood node for the 
initializing (candidate) node.

4. Go through node authorization.

IEEE WIRELESSMANTM 313

Figure 12-7. Point-to-multipoint network. Solid lines are wired connections between
the BS towers.
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5. Perform registration.
6. Establish IP connectivity.
7. Establish time of the day.
8. Transfer operational parameters.

The standard employs the following novel concepts for flexibility and high
resource utilization.

12.5.2.1. Bandwidth Stealing. Bandwidth stealing is done by a subscriber
station (SS) when it is allocated a bandwidth for a connection (to exchange
data), but uses this bandwidth in whole or a fraction for making a signaling
request (to get more bandwidth).

12.5.2.2. Adaptive Modulation. Adaptive modulation is the ability of a
station to send and receive signals by selecting a suitable modulation scheme
from different modulation schemes. Using adaptive modulation, a receiving
station can receive from a station using multiple burst profiles.Also, as a trans-
mitter a station using adaptive modulation can send data to stations using dif-
ferent burst profiles.

12.5.2.3. Adaptive Antenna System (AAS). A receiving station is said to
have AAS if it can receive signal from multiple antennas adaptively in order
to increase the capacity and improve coverage.

12.5.3. WirelessMAN Protocol Architecture

The WMAN and eWMAN standards have been designed to meet several
explicit and implicit objectives. Independence from the upper layer protocols
in one such objective, security is another. In fact, the medium access control
(MAC) sublayer has been designed to coexist with multiple PHYs. Figure 
12-8 shows a protocol architecture reference model.

In the following, we will discuss briefly the main functions of the PHY and
MAC sublayers.

12.5.4. MAC Sublayer

The core MAC functions are provided by the MAC common part sublayer.
Broadly speaking, these functions include channel access and multiple access
in the uplink and point-to-multipoint operation for WMAN in the downlink.
For eWMAN, the option for mesh topology, if implemented, requires addi-
tional procedures for channel resource management. Five different schedul-
ing mechanisms are available for SSs in a WMAN to use the uplink bandwidth.
The actual combination of these mechanisms is left to the operator and should
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ideally be a function of traffic distribution as a function of bandwidth alloca-
tion mechanisms; including unsolicited allocations, polling and random access.
Central to the bandwidth allocation is the concept of service flow.

12.5.4.1. Service Flow. The IEEE 802.16 MAC is connection oriented. A
16-bit connection ID (CID) is used to identify all connection, limiting the total
number of connections to 216. Higher layers data can be multiplexed on a single
connection, using the same CID. The quality of service (QoS) attributes of the
data exchanged over a connection define a service flow.Alternatively, a service
flow has QoS parameters associated with it over a connection. Service flows
are set up at the time of subscription. As soon as a SS registers after installa-
tion, connections are associated with the service flows depending on sub-
scription profile of the subscriber. A service can be one of the four types:
unsolicited grant service (UGS), real-time polling service (rtPS), non-real-time
polling service (nrtPS) and best effort (BE). All of these services, including
the BE uses the CID of the MAC connection, even if the convergence sub-
layer is providing service to a connectionless protocol, such as IP.A MAC SDU
constitutes a service flow. A MAC SDU could consist of one or more MAC
PDUs (using fragmentation) and vice versa (using packing). A service flow is
identified by a 32-bit service flow ID (SFID) and an ASCII name descriptive
of the QoS represented by the flow.

12.5.4.2. MAC PDU. The MAC PDU carries the CID and the service flow is
implicit from the PDU. Figure 12-9 shows the general format of the MAC
PDU.

12.5.4.2.1. MAC Header. The 48-bit MAC header is of two types; a band-
width request (BR) header, to request bandwidth and a generic MAC header,
carrying from less than one to more than one MSDU. The generic MAC
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Service Specific Convergence Sublayer 

MAC Common Part Sublayer 

Privacy Sublayer 

Figure 12-8. Reference model for IEEE 802.16a.
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header carries management information of convergence sublayer data. Figures
12-10 and 12-11 show the two types of the generic MAC header.

Table 12-6 lists the various fields of the generic MAC header fields and their
functions.

MAC Subheaders

The ‘Type’ field in the MAC header may indicate the presence of MAC sub-
headers. Table 12-7 lists the three types of supported subheader.

12.5.4.2.2. CRC. If a flow service requests for a CRC, an IEEE 802 CRC
(32-bit) is generated over the encrypted MAC header and payload and is
included in every PDU.

316 BROADBAND WIRELESS ACCESS (BWA)

Generic MAC Header 
(6 bytes) 

Payload 
(0–2042 bytes) 

CRC  
(0 or 4 bytes) 

Figure 12-9. MAC PDU for IEEE 802.16.
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lsb(8) 

CID 
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CID 
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Figure 12-10. Generic MAC header fields along with number of bits.
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Figure 12-11. Bandwidth Request header fields along with number of bits.
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12.5.4.3. Transmission of MAC PDU. The MAC service data units are
transmitted in the payload of the MAC PDUs. The standard provides a
number of functions relating to the transmission of PDUs.Table 12-8 lists these
functions along with a brief account of each.
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TABLE 12.6. Generic Header Fields and Their Functions

Field Function

HT (Header type) Define 2 header types.
EC (Encryption control) Whether encryption used or not.
Type Payload type, including subheaders.
RSV (Reserve) Reserved.
CI (CRC indicator) Whether CRC appended.
EKS (encryption key sequence) Index of the key.
LEN (Length) Length of MAC PDU in bytes including header.
CID (Connection identifier) MAC connection identifier.
HCS (Header check sequence) Header error check.
BR (bandwidth request) Indicate the requested bandwidth (number of 

bytes).

TABLE 12.7. MAC Sub-headers

Sub-header Type Scope Function and Scope

Fragmentation MAC PDU Indicates the state of fragmentation and the 
sub-header sequence number of the fragment.

Grant management MAC PDU Used by SS to covey bandwidth needs to the
sub-header BS. Has about 30 message types.

Packing sub-header MAC SDU Preceded every MAC SDU if multiple SDUs
are packed into a single PDU. This is the
inverse of fragmentation.

TABLE 12.8. Generic Header Fields and Their Functions

Function Description

Concatenation Multiple PDUs in a single transmission. Works for uplink an
downlink.

Fragmentation Fragment a large SDU into smaller PDUs. Could b done by SS or 
BS.

Packing Multiple SDUs per PDU. Packing of fixed length as well as 
variable length SDUs possible. Can be combined with 
fragmentation.

Encryption Use exchange of key sequence for data cipher. Authentication
mechanism not specified, but authentication itself specified.

CRC If requested. No retransmissions for WMAN (10–66GHz).
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12.5.4.4. QoS Provisioning. The 802.16 MAC provides four types of sched-
uling services with respect of QoS differentiation of service flows. Table 12-9
lists these service types and their characteristics. Each of the four types cor-
respond to a different scheduling mechanism.

Additionally, the WMAN includes several QoS-related concepts, such as
dynamic service establishment and two-phase activation model.

12.5.4.5. Distributed and Centralized Scheduling in eWMAN. In mesh
topology, the concept of distributed scheduling allows the SSs to make sure
that transmissions do not depend on BSs. In the distributed scheduling, the
SSs have a three-way handshake with the neighbors to reserve channel
resources. The three-way handshake consists of request, grant, and confirm
grant paradigm, in which the first and last messages are sent by the request-
ing SS.

This distributed scheduling could be either in a coordinated fashion or
uncoordinated fashion. The uncoordinated distributed scheduling is per-
formed using contention based mechanism for sending requests and responses
to requests. A backoff mechanism is used in the uncoordinated distributed
scheduling to avoid collisions. In the coordinated distributed scheduling,
all requests and responses use allocated resource, thus avoiding collisions.
Figure 12-12 shows a handshake using mesh(MESH)-distributed(D)-
scheduling (SCH)-related messages MESH-DSCH:request, MESH-DSCH;
Grant and MESH-DSCH:Grant. The figure shows two neighbors of the
requesting SS.

In the distributed scheduling, the BS exerts no control over the scheduling.
However, in a centralized scheduling, the BS determines the resources
assigned from the requests made by SSs. The centralized scheduling is similar
to the point-to-multipoint scheduling except that in the case of latter all SSs
are directly in communication with the BS. In mesh topology (centralized
scheduling), not all SSs are directly connected to the BS.

12.5.4.6. Duplexing Techniques. The MAC supports several duplexing
techniques for framed and unframed PHYs. For the current framed PHYs, the
MAC CPS (common part sublayer) provides FDD and TDD support. The
FDD frame (burst) could be used to provide full-duplex and half-duplex
modes. In full-duplex mode, a SS can receive signals on the downlink burst
and, at the same time, transmit at the uplink burst. The two modes (FDD and
TDD) are shown in Figures 12-13 and 12-14.

In TDD mode, transmission and reception occur at different times and at
the same carrier frequency. The TDD frame is of fixed duration just like the
FDD frame. It is divided in two ways; first it is divided into physical slot (PS),
and then into two subframes A physical slot is the smallest unit of bandwidth
that can be managed (not shown in the Figure 12-14, but one can imagine each
small rectangle of the TDD frame as a single PS). The two subframes are used
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Requesting
SS 

Neighbor
SS #1 

MESH-DSCH:Request

MESH-DSCH:Grant

MESH-DSCH:Grant

Neighbor
SS #2 

Figure 12-12. Handshake for distributed scheduling. Possibility of collisions exists in
uncoordinated handshake.

Uplink

Downlink

Broadcast Full-duplex Half-duplex

Figure 12-13. Example of full-duplex and half-duplex transmission with FDD.

Frame i-1 Frame i Frame i+1

Uplink subframe Downlink subframe 

Adaptive 

Figure 12-14. Example two-way transmission with TDD mode.
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for uplink and downlink transmissions. The boundary between the uplink and
downlink subframes can be changed, thus allocating different bandwidths in
the two directions.

12.5.4.7. Bandwidth Management. The access in the uplink and downlink
is granted through the uplink map (UL-MAP) and downlink map (DL-MAP).
The resolution of the bandwidth is in terms of physical slots, but the alloca-
tion unit in the uplink is in minislots. A minislot consists of n PSs, where n is
an 8-bit number (0–255). The uplink map (UL-MAP) is used to allocate the
minislots to SSs. Similarly, the downlink map (DL-MAP) is used to allocate
bandwidth to the SSs in the downlink for burst mode PHYs. Minislots are
organized into transmission opportunities (TO). A TO is a set of minislots in
which a SS can transmit. Even though the MAC is connection-oriented, colli-
sions still may occur during the Initial Maintenance and Request intervals.
The collision resolution is done in two steps.These steps involve a binary expo-
nential backoff mechanism. As step number one, a SS that has data to send
will set a backoff timer at a random value selected with the help of DL-MAP.
It transmits after the backoff timer expires and waits for the BS response. If
it does not get a response in a specified time, the SS, as a second step, doubles
the maximum limit of the random backoff and repeats the process. If it gets a
response from the BS, the contention has been resolved and uplink and down-
link resources may have been allocated.

12.5.4.8. Adaptive Antenna Systems (AAS). The 2–11GHz eWMAN
specifications provide a way to employ the adaptive array antenna technology
by AAS. There are many benefits of using AAS including:

• Improve range and capacity through increased spectral efficiency.
• Strong reception at target users by coherently combining signals from

multiple antennas.
• Interference reduction by steering the beam nulls in the direction of 

interferers.

In case an AAS is used, an SS will not have BS antennas beam pointing at
it all the time. This results in the possibility of the SS making a bandwidth
request and having the request lost due to the BS not pointing toward it. To
avoid this situation, the BS in an AAS system instructs the SSs whether to
make bandwidth requests or not.

12.5.4.9. Dynamic Frequency Selection (DFS). Since eWMAN contains
license-exempt bands, some channels may be used by other 802.16~ and non-
802.16~compliant networks and devices. If the interfering networks or devices
are the designated primary users for the frequency band in question, then an
SS is required to change the channel. DFS function helps the SS get a new
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channel with less interference. The DFS results in a uniform load distribution
over the available channels in addition to avoiding unnecessary interference
with the primary users. The DFS involves steps shown in Table 12-10.

12.5.4.10. Other MAC Sublayers. The service specific convergence sub-
layer (SS-CS) and the privacy sublayer are part of the WMAN MAC. CS pro-
vides the opportunity for MAC to be independent of the upper layer protocols.
For example, as shown in Figure 12-15, a MAC can interact transparently with
ATM and IP because the CS hides the details of the ATM and IP networks
from MAC and prepares MAC SDUs that are acceptable to the MAC sub-
layer. Similarly, when CPS delivers a data unit to the CS, it converts it back to
the upper network format (ATM cell or IP datagram).
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TABLE 12.10. Steps for Using Dynamic Frequency Selection (DFS)

Step Detail

Testing channels for primary During start up testing period and operating test 
users period.

Discontinue operations after Stop transmission of MAC PDUs containing 
detecting primary users management message within ‘management 

operations period’, and MAC PDUs carrying data 
within ‘max data operations period’.

Detecting primary users Method not specified.
Scheduling for channel A BS may ask an SS to measure a channel 

testing interference.
Requesting and reporting of SS prepares a detailed report of its findings on the 

measurements channel requested for measurement by the BS.
Selecting and advertising a The BS, based on the measurements, may decide so.

new channel Algorithm for this not specified.

ATM IP Other high layer protocols 

ATM-CS IP-CS Other CSs 

MAC-CPS 

Privacy sublayer 

PHY

Figure 12-15. Each upper layer protocol requires a convergence sublayer to conform
back and forth with MAC sublayer.
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The privacy sublayer protects the 802.16 network against unauthorized SSs
through authentication and protects data through encryption.The privacy sub-
layer has two major components.

1. A data encapsulation protocol that includes a set of cryptographic suites
and rules to apply them.A security association (SA) between the BS and
SS identifies these suites.

2. A secure key distribution protocol that allows a BS control the distri-
bution of key to SSs in a secure way. X.509 v 3 certificates are used by
SSs for digital signature.

12.5.5. WirelessMAN PHYs

The medium access control sublayer of the IEEE 802.16 has been designed 
to work over multiple PHYs. A transmission convergence part (TC) of the
PHY hides the underlying detail of the PHY from MAC. A physical medium
dependent (PMD) part of the PHY arranges the signals from the PHY into
logical groups for the TC for transparent handling by the TC. Just like a unique
CS is needed above MAC CPS for each upper layer protocol, every PHY
requires a unique TC. A general PHY uses three sets of primitives to pro-
vide various services to MAC. These primitives relate to data transmission,
management functions and sublayer-to-sublayer interaction related to layer
control. We will look at the characteristics of PHY for WMAN (10–66GHz)
and eWMAN (2–11GHz) in the following.

12.5.6. WMAN PHY (10–66GHz)

In order to accommodate a range of spectra allocated for BWA (e.g. for
various bands of LMDS) the PHY design has been kept flexible. This layer
provides modulation, error control and burst-oriented transmission in the
downlink and uplink. The PHY supports two types of duplexing, FDD and
TDD. For FDD, different carrier frequencies are used for uplink and down-
link connections. The SS and BS can use the uplink and downlink carriers
simultaneously for a full-duplex connection or in alternate fashion for a half-
duplex connection mode.The downlink transmissions are organized in a single
TDM stream with TDMA to support half-duplex FDD. On the uplink, SSs use
TDMA and DAMA (demand assignment multiple access) mechanisms to
access channel resources. Both uplink and downlink operate in burst mode.
One of the important feature regarding the flexibility of PHY is adaptive burst
profiling. In adaptive burst profiling, the burst parameters, including modula-
tion and error control coding, can be changed from burst-to-burst.

12.5.6.1. PHY Frame. The PHY supports three frame sizes, 0.5, 1 and 2ms.
Both TDD and FDD modes operate in frame (burst) form. Figures 12-13 and
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12-14 above show the burst format for both. We have discussed them under
the MAC ‘Bandwidth management’, because the bandwidth, though defined
at PHY, is managed by MAC. Figure 12-16 shows the physical slots (PSs) for
the TDD frame. The downlink interval usage codes (DIUC)s dictate the burst
profile that can be used in this interval. for example, a DIUC = 0 in the broad-
cast control field of a downlink frame implies the use of QPSK.

12.5.6.2. Downlink Frames. Figures 12-17 and 12-18 show the downlink
frames for TDD and FDD. The TDD downlink frame consists of four parts,
the function of each is explained in Table 12-11.

The FDD downlink frame has a TDM portion for full-duplex operation and
a TDMA portion to support half-duplex portion. It has a preamble for both
frame parts. Just like the TDM part is divided into usage intervals, the TDMA,
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Frame i-1 Frame i Frame i+1

Uplink subframe Downlink subframe 

Adaptive 

Physical slot 

PS(n-1) PS0 

n = (symbol rate ×  frame duration) / 4 

Figure 12-16. Example transmission with TDD mode.

Preamble
Broadcast 

control 
DIUC = 0

TDM 
DIUC = a

TDM 
DIUC = b

TDM portion 

Tx/Rx Transition gap 
DL-MAP  
UL-MAP

Figure 12-17. Downlink TDM frame format.
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too, is divided into usage intervals, with the difference that each TDMA inter-
val is preceded by a TDMA preamble.

The transmission convergence (TC) sublayer composes the TC packets to
encapsulate the MAC PDUs in the TDD and FDD bursts. In TC packets, MAC
PDUs that are not aligned to the boundaries of the TC packet. Instead of align-
ing MAC PDUs with TC packets, the TC sublayer inserts a pointer at the
beginning of the packet with the location of the first PDU in this TC packet.
This is shown in Figure 12-19 and it allows to break a PDU between two or
more TC packets, thus increasing the link utilization.

12.5.6.2. Uplink PHY Frame. The uplink provides contention-based and
grant modes to the subscriber stations (SS)s.There are two types of contention
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Preamble
Broadcast 

control 
DIUC = 0

TDM 
DIUC = a

TDM 
DIUC = b

TDM portion 

DL-MAP  
UL-MAP

TDMA portion 

TDMA 
DUIC x

Preamble TDMA 
DUIC y

Preamble 

Figure 12-18. Downlink FDD frame format.

TABLE 12.11. Various Fields of the Downlink Frame in 802.16 10–66GHz PHY

Field Contents Function

Preamble 45° rotated constant-amplitude, Start of frame detection.
zero-correlation (CAZAC) 
sequence.

Broadcast control Information for SSs. DL/UL-MAP and other 
control information.

TDM slots User information For data and control
Tx/Rx transition No information. To allow Receiver sufficient 

gap time to become transmitter
for full-duplex operation 
(opposite of Tx/Rx 
Transition gap).
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based transmissions, one for initial maintenance and the other for response to
multicast and broadcast. These three (two contentions and a grant-based)
transmission mechanisms are defined as three burst classes within the uplink
frame. The actual organization of the three within an uplink burst depends on
traffic conditions and resource allocation strategy of the operators, and can be
done to maximize utilization. The actual burst profile is specified by the BS in
every burst and a SS acts accordingly to use the uplink. Since the connection
on the uplink is a multipoint-to-point type, a ramping down of burst from one
SS and synchronization with another is required for the BS for correct recep-
tion. For this purpose, the BS inserts SS Transition Gaps between uplink sub-
frames. Figure 12-20 shows the format of the uplink frame. The purpose of 
the uplink interval usage code (UIUC) is the same in the uplink as that of the
DIUC in the downlink.
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P PDU from previous TC packet. First PDU of this TC packet. Part of second PDU 

TC packet 

Figure 12-19. The TC sublayer uses a pointer (P) to identify the start of first PDU in
the TC packet.

Initial 
maintenance
opportunities 

UIUC = 2  

Request 
contention  

opportunities 
UIUC = 1  

SS 1  
scheduled

data 
UIUC = i

…

SS k
scheduled

data 
UIUC = l

SS Transition gaps 
Tx/Rx Transition gap (TDD) 

Collisions 
Access burst 

Bandwidth requests 

Figure 12-20. The uplink subframe structure.
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12.5.6.3. Physical Medium Dependent (PMD) Sublayer. The PMD per-
forms the core PHY functions, such as mapping data to physical layer symbols,
transmission of symbols and an array of error control signal conditioning func-
tions. Figure 12-21 shows block diagrams for the transmitter and receiver.

Table 12-12 describes the some of the PMD characteristics.
Table 12-13 describes the PHY characteristics for Wireless-MAN-SCa

(single carrier) for the 2–10GHz band. Figure 12-22 shows a transceiver block
diagram.
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Randomization FEC encoder Preamble 
prepend 

Symbol 
map

Pulse 
shaping

Modulator and 
interface 

Data 

To RF 
channel 

Deodulator and 
interface 

Matched 
filter 

Symbol 
demap 

FEC 
decoder 

De-
randomization 

Data

From RF 
channel 

Figure 12-21. Transmitter and receiver blocks for 802.16 10–66GHz PMD sublayer.

TABLE 12.12. PMD Characteristics for the 802.16 PMD (10–66GHz)

Function Purpose

Randomization/ Using a scramble seed with generator polynomial
Derandomization x15 + x14 + 1

Pulse shaping Raised cosine pulse s(t) = I(t)cos(2pfct) + Q(t) sin(2pfct)
FEC codec Reed-Solomon over GF9[256] without and with inner 

code (24,16) conv. code. (9,8) Parity/check optional.
Block Turbo code optional.

Modulations Modulation symbols from QPSK, 16-QAM, 64-QAM
Channel size (MHz) 20 25 28
Symbol rates (MBauds) 16 20 22.4
Number of PSs /frame 4000 5000 5600
Power control Recommended not specified. (should support 10dB/s 

fluctuation rate, and 40dB depth).
Channel models 3 (with 1, 2 and 3 Taps).
Max transmitted power 14dBw/MHz (BS) and 30dBw/MHz (SS)
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Table 12-14 summarizes some of the characteristics of the WirelessMAN-
OFDM PHY for 2–11GHz.

Table 12-15 summarizes some of the characteristics of the WirelessMAN-
OFDMA PHY for 2–11GHz.

12.6. IEEE 802.20 MOBILE BROADBAND WIRELESS 
ACCESS (MBWA)

Traditionally, wireless broadband access has been associated with being fixed.
However, two developments are destined to change this scenario. These are,
the IEEE 802.16e, the task group of the same Work Group that specified 
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TABLE 12.13. Summary of the Wireless-MAN-SCa PHY for 2–11GHz

PHY Attribute Value

Bandwidth For licensed bands 1.25MHz times the power of 2.
Duplexing TDD/FDD
Access TDM (DL), TDMA (UL)
Randomization/ Using generator polynomial

Derandomization x15 + x14 + 1
Error control Concatenated FEC (Reed-Solomon outer and TCM inner)

Mandatory for QPSK and 16-QAM, Optional for 
256-QAM, Mandatory in BS for 64-QAM and in SS for 
UL for BPSK.

Modulations QPSK, 16-QAY (Mandatory at SS and BS), BPSK (at SS),
64-QAM (at BS), 256-QAM (optional).

Pulse shape Square-root raised cosine.
Power control Algorithm not specified but uplink control for maximum 

fade depth of 10dB and a max change rate of 30dB/s 
specified. Step size of 1dB, +0.5dB, -0.5dB.

Channel quality control BS may ask SS to measure and report channel quality.

Randomization FEC and 
QAM 

Burst 
framing 

Duplex 
framing 

Tx filter 

Quadrature 
modulation

Data 

Power 
control 

Transmit 

Tx filter 

I

Q

I

Q

I

Q

Figure 12-22. Transmitter and receiver blocks for 2–11GHz WirelessMAN-SCa PHY.
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WirelessMAN, and another Work Group IEEE 802.20. Table 12-16 compares
the objectives of the two groups.

IEEE 802.20 Work Group is scheduled to complete the draft standard by
September 2005 and have the final approved document by December 2006
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TABLE 12.14. Summary of the Wireless-MAN-OFDM PHY for 2–11GHz

PHY Attribute Value

OFDM number of carriers 256 (200 used)
Duplexing TDD/FDD
Randomization/ Using generator polynomial x15 + x14 + 1

Derandomization
Error control Concatenated FEC (Reed-Solomon outer and 1/2 rate 

conv. inner), Turbo optional.
Modulations QPSK, 16-QAM (Mandatory), 64-QAM (Optional).
Power control Algorithm not specified but uplink control for 

maximum fade depth of 10dB and a max
change rate of 30dB/s specified. Step size of 1dB,
+0.5dB, -0.5dB.

Channel quality control BS may ask SS to measure and report channel quality.

TABLE 12.15. Summary of the Wireless-MAN-OFDMA PHY for 2–11GHz

PHY Attribute Value

OFDMA number of 2048
carriers

Duplexing TDD/FDD
Randomization/ Using generator polynomial x15 + x14 + 1

Derandomization
Error control Concatenated FEC (Reed-Solomon outer and 1/2 rate 

conv. inner), Turbo optional.
Modulations QPSK, 16-QAM (Mandatory), 64-QAM (Optional).
Power control Algorithm not specified but uplink control for 

maximum fade depth of 10dB and a max change 
rate of 30dB/s specified. Step size of 1dB, +0.5dB,
-0.5dB.

Channel quality control BS may ask SS to measure and report channel quality.

TABLE 12.16. Comparison of the IEEE 802.20 and IEEE 802.16e

Item 802.20 802.16e

Bandwidth 3.5GHz or lower Same is WirelessMANTM

Target speeds Ultra-vehicular (>200kmph) Lower than MBWA
Data rates In excess of 1Mbps Much higher than MBWA
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[13]. The following summary of the requirements for the IEEE 802.20 is based
on [14].

12.6.1. Objectives

The main objective of the 802.20 standard is to have specifications for the PHY
and MAC for mobile broadband wireless access systems for packet exchange
between the 802.20-enabled mobile terminal and external networks (e.g., IP
network) or another 802.20-enabled terminal.

• The target frequency spectrum is below 3.5GHz.
• It should be optimized for IP data transport.
• Peak data rates per user in excess of 1Mbps.
• Vehicular speeds up to 250kmph supported.
• Spectral efficiency, sustained user data rate and number of active users to

be higher than any current mobile system.

Other targets proposed in the document [14] are summarized in the 
Table 12-17.

12.7. CELLULAR AND SATELLITE NETWORKS AS WIRELESS LOCAL
LOOPS (WLLs)

The WLL function generally implies telephone local loop. Much of the Inter-
net access is provided to homes and small businesses over the telephone loops
too. Therefore, when cellular networks are to be used for WLL service, the
main challenge is to emulate the PSTN signaling that could be used by the
handset [15]. However, a study on the application of cdma2000 (1xEV-DO)
has shown [16] that the number of terminals can be doubled if the network is
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TABLE 12.17. IEEE 802.20 Targets as Proposed in [14]

Attribute Value

Sustained spectral efficiency 1b/Hz/s/cell
Peak aggregate data rate per cell (UL) 800kbps
Peak aggregate data rate per cell (DL) 4Mbps
Duplexing FDD and TDD
Security AES (advanced encryption algorithm)
Bandwidth Rates for 1.25MHz one way.
QoS IPv4 and IPv6 architectures
Latency 10ms–10s
Packet error rate 10-8 to 10-1

Handoff support Link level and IP level
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used for fixed wireless service at 9.6kbps. This can be an incentive for the
’CellCo’s (Cellular Companies) to deploy WLL with the mobile technology.
Having said that, the cellular networks perhaps will not be able to compete
with the BWA systems, such as WirelessMAN due to a variety of factors, data
rates being one critical factor. Satellite systems have provided WLL capabil-
ity and are candidate for the growing broadband access market [17]. The 
non-geostationary satellites could provide data rates as high as 64Mbps, but
perhaps not at a price of terrestrial fixed networks. All these technologies may
find their niche due to one reason or the other and justify their co-existence.
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APPENDIX

OVERVIEW AND GUIDE TO 
THE IEEE 802 LMSC

September 2004

DISCLAIMER

This guide assembles in one place some info to make life easier for first time
attendees of the LAN/MAN Standards Committee (LMSC) meeting (and 
also for habitual attendees). It draws on the work of other folks in the 
committee and acknowledges their contribution to this guide.

INTRODUCTION

LMSC (or IEEE Project 802) develops LAN and MAN standards, mainly for
the lowest 2 layers of the Reference Model for Open Systems Interconnec-
tion (OSI). LMSC coordinates with other national and international standards
groups, with some standards now published by ISO as international standards.
There is strong international participation, and some meetings are held outside
the U.S.

Wireless and Mobile Data Networks, by Aftab Ahmad
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With work ongoing on a number of standards, the overall picture can be
confusing at first. The material handed out at registration, and the overview
of meetings and organization in this guide, will help make some sense of the
many parallel activities. At the plenary session week, be sure to attend the
opening plenary meeting on Monday from 11 am to noon.The Working Group
chairs and others give a status report and tell what will be happening during
the rest of the session. Arrive early for the best seats—with 1500 or so atten-
dees; the room can fill up fast!

Shortly after the opening plenary, Working Group meetings start and then
continue each day through Friday, concluding with a meeting of the LMSC
Executive Committee on Friday afternoon. You’ll find a wide range of atten-
dance and topics in the Working Group meetings—for instance, in the early
stages of a standard there is more technical presentation and less editorial
work. In between plenary sessions, work continues over the four months until
the next plenary session: most Working Groups hold interim sessions and con-
tinue discussions and document editing by E-mail. The personal contacts you
can make during the week will be very helpful, so take time to meet people
as well as study the documents.

CONTENTS

• PLENARY SESSIONS (registration, schedule, how to find the right
room)

• HISTORY (how did we get here?)
• ORGANIZATION (who does what, WGs / SGs / TAGs, IEEE Standards

Office)
• STANDARDS PROCESS (inception, liaison, consensus, ballots, & 

publication)
• DOCUMENTS (drafts, mail, standards, and how to get them)

PLENARY SESSIONS

In March, July, and November of each year, all the subgroups of LMSC meet
together at one location.These plenary sessions are scheduled 1–2 years ahead
and are attended by about 1500 people. For information about upcoming ses-
sions, visit the 802 web site at www.ieee802.org. You can contact the plenary
session planners, via E-mail at 802info@ieee.org.

Pre-registration by credit card is offered to help reduce the wait for reg-
istration at the session. A registration fee is collected for each person, and
helps cover the cost of the session (document copies, wireless and wired LAN,
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Internet connection, refreshments, and Wednesday social). Pre-registration
information is available at www.ieee802.org. The registration office is open
5–8pm Sunday and from 8am to 5pm Monday for registrations and informa-
tion. When you register you’ll be given a packet (read it carefully!) including
the room schedule for the week and a list of documents and standards that
can be ordered.

The overall schedule for the plenary meeting week is as follows:

Sunday: all day: some Working Group meetings*
5:00 pm–8:00 pm: registration

Monday: 8:00 am–10:30 am: Opening Executive Committee meeting
8:00 am–10:30 am: some Working Group meetings*
11:00 am–12:00 noon: Opening Plenary meeting
1:00 pm–6:00 pm Working Group meetings
6:30 pm–9:30 pm: tutorials
8:00 am–5:00 pm: registration

Tuesday: 8:00 am–6:00 pm Working Group meetings
6:30 pm–9:30 pm: tutorials
8:00 am–5:00 pm: registration

Wednesday: 8:00 am–12:00 noon Working Group meetings
6:30 pm–9:30 pm: Social Reception
8:00 am–5:00 pm: registration

Thursday: 8:00 am–6:00 pm: Working Group meetings

Friday 8:00 am–12:00 noon: Working Group meetings
1:00 pm–6:00 pm: Closing Executive Committee meeting

* these WG meetings are actually interim meetings since they’re before the
opening plenary

NOTE: Executive Committee meetings are open to any interested observers
from 802

The evening tutorials on Monday and Tuesday are often used to publicize work
on a potential new standard—the topics are listed in the material handed out
at registration. The Wednesday evening social is an opportunity to talk with
people in other groups, as well as being known for free hor d’ouvres! The real
work of the plenary session happens in the individual Working Group meet-
ings, with some Working Groups split into several subgroups during part of
the week. It is not possible to see what’s happening in all groups—best to con-
centrate on one or two. Since the detailed schedules for each group may
change during the week, check the bulletin board at the registration office for
the latest room assignments & meetings.
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HISTORY

The first meeting of the IEEE Computer Society ‘Local Network Standards
Committee’, Project 802, was held in February of 1980. (The project number,
802, was simply the next number in the sequence being issued by the IEEE
for standards projects). There was going to be one LAN standard, with speeds
from 1 to 20MHz. It was divided into media or Physical layer (PHY), Media
Access Control (MAC), and Higher Level Interface (HILI). The access
method was similar to that for Ethernet, as well as the bus topology. By the
end of 1980, a token access method was added, and a year later there were
three MACs: CSMA/CD, Token Bus, and Token Ring.

In the years since, other MAC and PHY groups have been added, and one
for LAN security as well. The unifying theme has been a common upper inter-
face to the Logical Link Control (LLC) sublayer, common data framing ele-
ments, and some commonality in media interface.The scope of work has grown
to include Metropolitan Area Networks (MANs) and higher data rates have
been added. An organizational change gave us the ‘LMSC’ name and more
involvement in the standards sponsorship and approval process.

ORGANIZATION

LMSC is organized in a number of Working Groups (WGs) and Technical
Advisory Groups (TAGs) as well as a Sponsor Executive Committee (SEC).

802.0 Sponsor Executive Committee
Chairman— E-mail: p.nikolich@ieee.org

Paul Nikolich
1st Vice Chairman— E-mail: matthew.sherman@baesystems.com

Mat Sherman
2nd Vice Chairman— E-mail: mailto:hfrazier@sbcglobal.net

Howard Frazier
Executive Secretary— E-mail: everett.o.rigsbee@boeing.com

Everett O. Rigsbee
Recording Secretary— E-mail: bob@airespace.com

Bob O’Hara
Treasurer— E-mail: jhawkins@nortelnetworks.com

John Hawkins

ACTIVE WORKING & TECHNICAL ADVISORY GROUPS

802.1 High Level Interface (HILI) Working Group
Chairman— E-mail: tony@jeffree.co.uk

Tony Jeffree
802.3 CSMA/CD Working Group

Chairman—Bob Grow E-mail: bob.grow@intel.com
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802.11 Wireless LAN (WLAN) Working Group
Chairman— E-mail: stuart.kerry@philips.com

Stuart Kerry
802.15 Wireless Personal Area Network (WPAN) Working Group

Chairman—Bob Heile E-mail: bheile@ieee.org
802.16 Broadband Wireless Access (BBWA) Working Group

Chairman— E-mail: r.b.marks@ieee.org
Roger Marks

802.17 Resilient Packet Ring (RPR) Working Group
Chairman— E-mail: tak@cisco.com

Mike Takefman
802.18 Radio Regulatory Technical Advisory Group

Chairman— E-mail: carl.stevenson@ieee.org
Carl Stevenson

802.19 Coexistence Technical Advisory Group
Chairman— E-mail: stephen.j.shellhammer@intel.com

Steve Shellhammer
802.20 Mobile Wireless Access Working Group

Chairman— E-mail: Jerry1upton@aol.com
Jerry Upton

802.21 Media Independent Handover Working Group
Chairman— E-mail: ajayrajkumar@lucent.com

Ajay Rajkumar

HIBERNATING WORKING GROUPS (standards published, but inactive)

802.2 Logical Link Control (LLC) Working Group
Chairman— E-mail: dcarlson@netlabs.net

David E. Carlson
802.5 Token Ring Working Group

Chairman—Bob Love E-mail: rdlove@ieee.org
802.12 Demand Priority Working Group

Chairwoman— E-mail: pat_thaler@agilent.com
Pat Thaler

DISBANDED WORKING GROUPS (all standards withdrawn or did not
publish a standard)

802.4 Token Bus Working Group
Chairman— E-mail: paul@rfnetworks.com

Paul Eastman
802.6 Metropolitan Area Network (MAN) Working Group

Chairman— E-mail: jmollenauer@technicalstrategy.com
James F. Mollenauer

802.7 BroadBand Technical Adv. Group (BBTAG)
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802.8 Fiber Optics Technical Adv. Group (FOTAG)
Chairman—J. Paul E-mail: jpbenson@lucent.com

‘Chip’ Benson, Jr.
802.9 Integrated Services LAN (ISLAN) Working Group

Chairman— E-mail: dvaman@megaxess.com
Dhadesugoor R. Vaman

802.10 Standard for Interoperable LAN Security (SILS) Working Group
Chairman— E-mail: alonge_ken@geologics.com

Kenneth G. Alonge
802.14 Cable-TV Based Broadband Communication Network Working 

Group
Chairman—Robert Russell E-mail: rrussell@knology.com

Each project approved within an existing group is assigned a letter, for
example 802.1D for MAC Bridges in the High Level Interface WG. A Study
Group (SG) is formed when a new area is first investigated for standardiza-
tion. The SG can be within an existing WG or TAG, or it can be independent
of the WGs. A new project in an existing group is developed by a Task Force,
while a new independent project creates a new WG.

Membership in LMSC is by WG/TAG, with voting rights after attending
two of the last four sessions. The interim sessions of a WG/TAG may be
counted under some circumstances. Attendance means you must be present
for at least 75% of a meeting and attend at least 75% of the meetings in a
WG/TAG session. Attendanceis tracked by sign-up sheets. Credit is given for
attendance at only one group per plenary meeting.

The working style of each WG/TAG depends on the number of members
and the subject at hand, with some topics decided informally while others are
subject to letter ballots. The Chair of each group is given latitude to set the
procedure for the group. In all cases, approval of a draft standard by the
WG/TAG requires a letter ballot and an effort to resolve any ‘No’ vote.

In addition to the volunteer members of LMSC, there is a professional staff
at the IEEE Standards office that supports our work and gets standards 
published. The IEEE Standards Board and Standards Staff are responsible 
for a wide range of standards activities beyond the LAN/MAN standards 
in LMSC. The IEEE Standards office can be contacted at (732)562-3800 or
http://stdsbbs.ieee.org/.

LMSC also relies on a meeting management firm (802info@ieee.org) to
administer the arrangements for each meeting, including registration.They can
be contacted for hotel and transportation information and meeting pre-
registration.
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STANDARDS PROCESS

Each standard (or recommended practice, or guide) starts as a group of people
with an interest in developing the standard. A Project Authorization Request
(PAR) is normally submitted for approval within 6 months of the start of work.
In LMSC, new projects require supporting material in the form of ‘5 criteria’
to show that they meet the charter of LMSC. The draft PAR is voted on by
the SEC, and then goes to the IEEE Standards Board New Standards 
Committee (NesCom) which recommends it for approval as an official IEEE
Standards project. Part of the PAR identifies which outside standards groups
there will be liaisons with, for instance ITU for some international standards.
The liaisons help avoid conflicts or duplication of effort in one area.

Proposals are evaluated by the WG, and a draft standard is written and
voted on the by the WG.The work progresses from technical to editorial / pro-
cedural as the draft matures. When the WG reaches enough consensus on the
draft standard, a WG Letter Ballot is done to release it from the WG. It is next
approved by the SEC and then goes for Sponsor Letter Ballot. In the past, the
sponsor group was the Technical Committee on Computer Communication,
so the sponsor ballot is still referred to sometimes as a TCCC ballot, even
though LMSC now is a sponsor and conducts its own Sponsor Letter Ballots.

After the Sponsor Letter Ballot has passed and ‘No’ votes are answered,
the draft Standard is sent to the IEEE Standards Board Standards Review
Committee (RevCom). Once recommended by RevCom and approved by the
Standards Board, it can be published as an IEEE standard. Most draft stan-
dards in LMSC are also sent to ISO at or before the time they go to Sponsor
Letter Ballot. A parallel approval path is followed in ISO JTC1/SC6 (Joint
Technical Committee 1, Subcommittee 6—responsible for LANs) that leads
to publication as an ISO standard. The process from start to finish can take
several years for new standards, and less for revisions or addenda.

DOCUMENTS

The main work in LMSC sometimes appears to be generating documents, and
it’s certainly true that we generate a lot of text to develop a standard. In the
early stages, a WG will have a number of proposals and drafts, and these will
be copied to the WG for their work. You can get copies of other WG’s docu-
ments via the web at www.ieee802.org.

To reduce paper use and speed the process, the WGs use E-mail and the
Internet and LAN distribution for proposals, discussions, minutes, and drafts
to varying extents. Check with the WG chair for whether this is available and
how to use it.Also, a central LMSC web site is maintained at www.ieee802.org.
This web site includes meeting information and other general info, as well as
some WG areas.
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Once a standard has been published, you may order it from IEEE Docu-
ment Sales, (800)678-4333 (USA only) or (732)981-0060 (voice), (732)981-
9667 (fax) for the first six months after publication. After the document has
been published for six months, it is available at no charge through the Get
IEEE 802 program http://standards.ieee.org/getieee802/.

The following is being included in this overview on a trial basis, to ‘fill in the
blanks’ beyond what’s covered in the rules of IEEE 802 or the Working Group.
Because the ‘culture’ of each WG is distinct, there are exceptions and differences
from the following list in each WG.

Please note that some WGs are developing their own rules, and also be aware
that IEEE and the Computer Society have rules to help reach consensus on each
standard (including appeals process and patent policies).

These guidelines are meant to explain what might otherwise take some trial
and error to learn—please help improve them by getting your feedback to one
of the WG Chairs or other SEC members.

GUIDELINES FOR IEEE 802 PARTICIPANTS

Based on the LMSC operating rules, the function of IEEE 802 Working
Groups is as follows:

‘The function of the Working Group is to produce a draft standard, rec-
ommended practice or guideline.These must be within the scope of the LMSC,
the charter of the Working Group and an approved PAR, or a PAR under 
consideration by the IEEE Standards Board, as established by the Executive
Committee. After the approval of the Working Group’s standard, recom-
mended practice or guideline, the function of the Working Group is to review,
revise, and affirm its documents.’

Within this framework, the following guidelines serve to outline the respon-
sibilities of Working Group participants.

Observer

• Pay applicable session fees: Pay IEEE 802 Session Fee for each plenary
session you attend; pay the Session Fee for each Interim session you
attend.

• Sign the attendance book when and only when you will be participating
in that Working Group for the majority of that session. For each session,
you should sign the attendance book of no more than one WG.

• If you are aware of any patents that pertain to the work of the subcom-
mittee you should so advise the chair.

• Initially, mostly listen. Learn about the issues and procedures of the
Working Group to effectively contribute to the Working Group’s progress
and to gain the Working Group’s respect and attention when you partic-
ipate in its discussions.
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• Contribute to the progress of the Working Group. Since standards are
based on consensus, focus on win-win solutions when you are seeking to
establish or change a Working Group position.Vote on Straw Polls during
the plenary and interim meetings.

When you are on a WG E-Mail reflector

• Read the E-Mail and keep abreast of the issues.
• Respond to the E-Mail when you have appropriate input.
• Get documents from the WG FTP site to review as appropriate.
• Review Working Group drafts out for ballot, and submit your comments

on or before ballot closing date.
• Familiarize yourself with Robert’s Rules of Order.
• Review the meeting minutes.
• Comment on required changes as appropriate if you have attended the

last meeting

Working group member

• Same as Observer with the following additional responsibilities:
• The Working Group members decide technical issues by vote
• Vote on Official Working group Motions
• Vote on Working group Drafts circulated for Ballot.
• Vote for Working Group officers as appropriate.
• Familiarize yourself with the ‘Policy and Procedure of IEEE Project 802,

LAN MAN Standards Committee (LMSC)’. We must follow those rules.
• Consider volunteering to host interim sessions (See the chair for details)
• Consider volunteering to serve the Working Group in additional 

capacities
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3G air interfaces, 149
3GPP, see UMTS and cellular networks
3GPP2, see cdma2000

access point, 68
Ad hoc WLANs, 5, 241
adaptive antenna system (AAS), see

WirelessMAN
adaptive modulation, see WirelessMAN
advanced encryption algorithm (AES),

211
AES, see advanced encryption algorithm
AODV, 247
ARDIS, 147

bandwidth stealing, see WirelessMAN
Barker sequence, 73
Bluetooth, 24, 278
Bluetooth profiles, 26

generic access profile (GAP), 26
protocol stack, 25

BRAN, 80
broadband wireless access see fixed

wireless access

CCK, see complementary code keying
cdma2000, 151, 153

access channel procedures, 162
all-IP architecture, 164
MAC, 160
Mux and QoS sublayer, 162
PDCHCF, 163
PHY, 155
planar architecture, 166
radio configurations (RCs), 55

CDPD, 147
cellular digital packet data (CDPD), see

CDPD
cellular IP, 134
cellular networks, 7

3GPP architecture, 41
3GPP2 architecture, 41
generations, 40
GPRS core, 42

cellular spectrum, see wireless spectrum
code division multiple access (CDMA),

see multiple access
complementary code keying (CCK), 76
CSCF, see UMTS
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data division multiple access, see
multiple access

DES, 212
Diffie-Hellman algorithm, 217
digital certificate, 214
digital signature (DS), 214
direct sequence spread spectrum

(DSSS), 55
DSDV, 247
DSR, 246, 251

soft ACK, 254
DS-UWB, see UWB
dynamic frequency selection (DFS), see

WirelessMAN
dynamic source routing (DSR), see DSR

EAP, 207
encryption, 208
eWMAN, 37, 311

distributed and centralized scheduling,
318

f8, 212
fixed wireless access, 305
fixed wireless networks, 8
fixed wireless systems spectrum, see

wireless spectrum
frequency division multiple access

(FDMA), see multiple access
frequency hop spread spectrum (FHSS),

55

hash algorithms, 213
high-data-rate piconet, see IEEE

802.15.3
HIPERLAN, 32, 107
HIPERLAN MAC, 100, 103
H-MAC, 214
HSS, see UMTS

IEEE 801.11
binary exponential backoff, 89
BSS transition, 98
collision avoidance, 88
contention window, 89
data encryption, 93
distributed coordination function

(DCF), 91
ESS transition, 98

fragmentation, 95
interframe spacing (IFS), 87
introduction, 27
MAC frames, 99
no transition, 98
open authentication, 92
point coordination function (PCF),

92
power management, 94
protocol architecture, 29
random backoff, 88
shared key authentication, 92

IEEE 802.11e, 95
enhanced DCF (EDCF), 96
hybrid coordination function (HCF),

97
hybrid coordinator, 96
transmission opportunity (TXOP), 97

IEEE 802.11a, 73
IEEE 802.11b, 73
IEEE 802.11g, 70
IEEE 802.11i, 227

pairwise master key (PMK), 228
pairwise transient key (PTK), 228

IEEE 802.15.1, see Bluetooth
IEEE 802.15.3, 285
IEEE 802.15.3a, see UWB
IEEE 802.15.4, 295

mesh topology, 298
IEEE 802.16, see WirelessMAN
IEEE 802.16a, see eWMAN
IEEE 802.20, 328, 38
IMS, see UMTS
Infrastructure WLANs, 6
IPSEC, 207
IPv6 and mobility, 139
ISM band, see wireless spectrum

key, 215
key mixing, see TKIP
key-generation algorithms, 215

LAN topology, 49
LDAP, 220
licensed and license-free band, see

wireless spectrum
LMDS spectrum, see wireless spectrum
low data rate WPANs, see IEEE

802.15.4
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macromobility, see portability
MANET, 241
MBWA, 328
MD, see message digest
MD5, 214
Mean Opinion Score (MOS), 3
message authentication code (MAC),

213
message digest (MD), 213
Michael, see TKIP
micromobility, 115
MMWN, 248
mobile ad hoc networks, see

MANET
mobile broadband wireless access

(MBWA), see MBWA
mobile equipment identifier (MEID),

152
mobile IP, 12, 123

agent discovery, 125
care of address (CoA), 126
home address, 124
messages, 132
mobile foreign agent (FA), 124
mobile home agent (HA), 124
mobility agent (MA), 124
mobility detection, 124
tunneling, 126

MOS, see Mean Opinion Score
MRF, see UMTS
MSM-IP, 250
multi-band OFDM, see UWB
multicast, 50
multiple access, 59

code division multiple access
(CDMA), 61

data division multiple access, 61
frequency division multiple access

(FDMA), 60
packet division multiple access, 59
time division multiple access

(TDMA), 61

NAV, see network allocation vector
network allocation vector (NAV), 87

OFDM, see orthogonal frequency
division multiplexing

operator’s WLAN (OWLAN), 266

orthogonal frequency division
multiplexing (OFDM), 75

OSA, see UMTS
OWLAN, see operator’s WLAN

packet division multiple access, see
multiple access

PANs, 276
Parlay, 191
Perceptual Evaluation of Speech

Quality, 3
personal area network (PAN), see

PANs
personal area networks, 10
PESQ, 3
PKI, see public key infrastructure
PMK, see IEEE 802.11i
portability, 114
pre-shared key (PSK), 226
PTK, see IEEE 802.11i
public key algorithms, 208
public key infrastructure (PKI), 219

RADIUS-based authentication, 226
RAM data networks, 147
RAN, see UMTS
RC4, 212
reconnectivity, 114
RSA algorithm, 218
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